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Chapter 1: Getting Started

Welcome to ESM and the ArcSight Console.

ESM is a comprehensive software solution that combines traditional security event
monitoring with network intelligence, context correlation, anomaly detection, historical
analysis tools, and automated remediation. It consolidates and normalizes data from
disparate devices across your enterprise network in a centralized view.

Starting the ArcSight Console

Start the Console as you would any other application.

Start the Console:

Depending on the chosen shortcuts during installation, start the Console using any of
these methods:

« Using the Console desktop icon

« Selecting from the system tray

« Selecting from the Start menu

Alternatively, open a command window in the Console’s bin directory and type

arcsight console

Log in:

The login mechanism varies according to the type of authentication you have set up
during Console installation.

« Ifyou are using SSL authentication, set it up and import the certificate as described in
the ESM Administrator’'s Guide’s “SSL Authentication” section, the topic "Setting Up
SSL Client-Side Authentication on ArcSight Console." After the certificate is imported,
you can start the Console without entering a user ID or password.

« If you are using password authentication, log in with your user ID and password.
Certificates are imported automatically. See the ESM Administrator’'s Guide’'s
“Configuration” section, in the topic “Managing Password Configuration” for more
information.

« If you have selected “Password or SSL Authentication,” you choose which way to log
in, each time.
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» IFESMis configured to use OSP Client Only Authentication or External SAML2 Client
Only Authentication, the OSP Client Login button is automatically enabled. You will
be redirected to your One SSO Provider (OSP) to authenticate to the console.

Note: If either of these authentication methods are in use, Micro Focus
recommends running only one console instance per workstation at a time.
Otherwise, authentication will not work as expected. For example:

o Ifa console instance is running and you have authenticated to the console, if
you open a second console instance the same user that is logged in to the first
instance is logged in to the second instance.

o If you open two instances of the console before you authenticate, two browser
sessions are opened for OSP login and the login attempt will fail. You must
close all consoles and browser windows before you attempt to log in again.

« Ifyou are using FIPS and using a browser, make sure that browser is configured for
FIPS. See the ESM Administrator’s Guide’s topic on “Configure Your Browser for
FIPS.”

Quick Start Tools and Standard Content

The Console serves as the control point for administrators to:

« Configure ESM content and resources
« Manage, monitor, and respond to network security issues across the enterprise

A Network Model Wizard is provided to facilitate the process of describing network
devices and assets in ESM. For more about the Network Model wizard and instructions
on how to use it, see "Populating the Network Model Using the Wizard" on page 133.

A set of coordinated resources (filters, rules, dashboards, reports, and so on) is provided
to address common security and management tasks. The set of standard content is
designed to give you comprehensive correlation, monitoring, reporting, alerting, and
case management out of the box, with minimal configuration required on the Console.

For information about standard ArcSight administration or system content, refer to the
ArcSight Administration and ArcSight System Standard Content Guide. All ESM
documentation is available on Protect 724.

Use Cases

Use cases are special groupings of related ArcSight content that address specific
security issues and business requirements.
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Use cases provide an integrated Console-based alternative for viewing and interacting
with resources to the standard one-resource-at-a-time viewing method offered in the
Resource tree of the Navigator panel. You can configure shared resources in a single
operation, and export related resources in an ArcSight Resource Bundle (arb) for use in
other ArcSight instances.

Micro Focus provides use cases for some of the standard content that is installed with
ESM and for additional content (Security Use Cases) provided through the Marketplace.
Each Security Use Case comes with its own documentation that provides information
about how to install, configure, and use the use case.

Use case configuration requires having a network model in place. Model your network
first as part of the initial configuration of ESM. Follow instructions in "Modeling the
Network" on page 120.
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In addition to the capabilities built into the Console, the Console itself is a tool with its
own characteristics and specialized controls. The Help topics in this section describe
the basics of using Console tools and controls to make the most of its features.

Navigating

Use the Navigator panel on the Console to locate and manage security resources, and
the Viewer and Inspect/Edit panels to analyze resource data and view or adjust the

attributes of the resources producing the data.

The Navigator panel showing the Dashboards resource tree

Mavigator O
Resources | Packages | Use Cases

Dashbnards Ctrl+alt+D W
Dashboards | Data Monitors

Shortcuts |

= 7 Dashboards
[ admin's Dashboards
= [ shared
= [/ all Dashboards
BY =T csight Administratio
= [£7 Connectors
= /=7 System Health
Connectar Connection and Cache Skatus
Current Event Sources
Devices
= 77 ESM
Configuration Changes
Event Analysis Overview
Syskem Health

The resources available in the Navigator panel can be affected by permissions set for

your user type.

On the Navigator panel, you can:

« Choose a group or a specific resource from the resource tree.

« Expand (+) and collapse (-) resource groups to locate particular subgroups or
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individual resources. You can also use the keyboard right arrow key to expand and
left arrow key to collapse the Navigator resource trees.

« Right-click groups or individual resources to choose from their context menus.

« See alist of the last 10 resources you have recently viewed and add resources to
your favorites list

Use the Viewer or Inspect/Edit panels to see or act on the results of the context menu

commands.

Navigator Panel Resource Tree

Resource Tree on the Console’s Navigator Panel

Tree

Active
Channels

Actors

Assets

Cases

Connectors

Customers

Dashboards

Field Sets

Files

Filters
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Create, modify, and delete security-event views that actively and continuously
evaluate the events they display, on the basis of time and other filter conditions. This
view also includes the Field Sets resource tree for managing named field sets. See
"Monitoring Events" on page 224.

Map humans or agents to activity in applications and on the network, and identify
actors behind events. See "Actors" on page 778.

Security-sensitive devices and device groups installed in your enterprise, and the
known exposures to potential threats those devices may represent. Assets also
includes the related network, zone, location, category, and vulnerability information
you use to manage network devices. See "Modeling the Network" on page 120.

Track enterprise security incident cases, by status and priority. See "Case
Management and Queries" on page 626.

Manage the SmartConnectors installed at your enterprise. See "Managing
SmartConnectors" on page 175.

Manage resources that represent the security concemns of particular MSSP (Managed
Security Services Provider) clients. See "Managing Customers" on page 173.

Various event data monitors and their library of supporting resources. See "Using
Dashboards" on page 253.

Define subsets of available data fields so you can quickly focus a grid view, an Event
Inspector, or other field arrays on a particular context. See "Field Sets" on page 602.

The Files resource tree, when populated, lists files saved as resources on the
Manager. This makes them accessible to all users of the system who are authorized
for such access. File resources include Case file attachments, templates, and
general-purpose shared files. See "Managing File Resources" on page 730.

Event filtering definitions, organized in groups. See "Filtering Events" on page 307
and "Managing Filter Groups" on page 314.
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Resource Tree on the Console’s Navigator Panel, continued

Tree Ilcon Resource

Integration
Commands

Knowledge [S]
Base

Lists @

Notifications %

Pattern

Discovery

Query
Viewers

Reports Ele
Rules

Saved
Searches

Application integration resources used to configure and launch commands, tools, and
views in custom and third party applications and other ArcSight products from within
the Console. Provides the ability to configure custom scripts, URLs, and Connector
commands, and integrate them into the Console Ul in various contexts. Leverages
velocity expressions and the Ul contexts for pulling the content of event data, for
example, as command parameter values.

A database of articles and groups of articles that aid problem-solving, analysis, and
operation. See "Getting Knowledge Base Articles" on page 306 and "Knowledge
Base Authoring" on page 701.

Active Lists are lists of active source and target |IP addresses of interest, as defined
by enterprise rules. See "List Authoring" on page 488 for more information.

Session Lists are similar to active lists, but are optimized for time-based queries and
monitoring of rule-driven combinations of event attributes or custom fields. See
"ldentity Correlation" on page 567 for more information.

Destinations and settings for the automatic messages that alert you to pre-defined
situations or events. See "Acknowledging Notifications" on page 76 and "Managing
Notifications" on page 216.

Profiles to capture, and snapshots of, potentially threatening event patterns. See
"Using Pattern Discovery" on page 750.

A resource for defining and running SQL queries on other ESM resources
(independent of reports), including trends, assets, cases, connectors, events, and so
forth. Each query viewer contains an SQL query along with other logic for establishing
and comparing baseline results, analyzing historical data to find patterns in network
activity, and performing drill-down investigation on a particular aspect of the results.
Query viewers can use the same queries as reports do, but can be run independently
of them. See "Query Viewers" on page 341.

Definitions for, and archived output from, various activity reports. See"Building
Reports" on page 391 and "Running and Managing Reports" on page 448.

Rules and groups of rules created for isolating, analyzing, and responding to events.
See "Rules Authoring" on page 509.

Saved Searches are created on the ArcSight Command Center. Refer to the ArcSight
Command Center User's Guide for information on how to create and save searches.

This resource is displayed on the ArcSight Console for packaging and content
synchronization purposes. See "Managing Resources" on page 714 and "Managing
Packages" on page 733.
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Resource Tree on the Console’s Navigator Panel, continued

Tree Icon Resource
Search E] Search Filters are created and used on the ArcSightCommand Center. Refer to the
Filters ArcSightCommand Center User’s Guide for information on how to create searches,

then save them as filters.

This resource is displayed on the ArcSight Console for packaging and content
synchronization purposes. See "Managing Resources" on page 714 and "Managing
Packages" on page 733.

Stages |E| Workflow and annotation features for real-time analyst collaboration on security
events.

Use Cases Resource collections that address common security issues and business
requirements.

When use cases are installed, a Use Case tab is displayed in the Navigator panel. A
wizard is available for configuration of the use case resources. Instructions for using
the wizard are provided in the documentation provided with the specific Use Case.

Users @ ArcSight users and user groups. See "Managing Users and Groups" on page 99 and
"Managing Permissions" on page 107.

Batch Editing

You can make common edits to multiple case or SmartConnector resources by selecting
a set of either type in the Navigator panel and changing their common fields in the Case
or Connector Editor.

Batch-Editing Cases or Connectors

Where:

» Navigator > Resources > Connectors, or
« Navigator > Resources > Cases

To batch-edit cases or connectors:
1. Ctri+click or Shift+click to select a set of individual cases or SmartConnectors in
their respective resource trees.
2. Right-click the selected items and choose Edit.
3. Make changes to the appropriate common fields, such as Description or Owner.

4. Click Apply to record your changes and leave the editor open, or click OK to save
and close. Saving affects only the fields you have changed, in each of the selected
resources.
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Locking Case Groups

Use the Lock Case check box to lock and unlock cases in batches. See "Viewing Group
Cases in a Grid View" on page 657.

Note: If a rule action is configured to update a case, and the case is locked at the
time the rule triggers, then the case will not be updated. See "Applying Rule Actions
on Cases" on page 549.

SmartConnector Reminders

Batch changes affect only default configurations, not alternates. However, you can add
new alternate configurations by batch editing.

Note that if you make changes under the Filters tab, the entire tab's contents are saved
to the selected SmartConnectors.

You can batch-edit connectors only of the same version.

Reconnecting to the Manager

If your Console loses its connection to the Manager, a dialog popup enables you to
Retry the connection, Relogin, or to Cancel the connection. Try these options in this
order.

A connection to the Manager cannot be re-established if the Manager is restarted or if a
network problem prevents communication with the same Manager. In such cases, click
Cancel and start the Console again, using an appropriate Manager host name.

Changing the Console Display

You can change the look and feel of the Console to better display information, focus on
particular panels, or hide information not of interest. You can switch to a dark theme,
resize the Console, float or dock Console panels, apply translucency to a floating panel,
and show or hide the menu bars, tool bars, and various displays.
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What do you want to do? Here's how:

Switch from default to dark theme From the View menu, select Themes. You have two options:

« Default is the daylight theme appropriate for a lighted room.

« Dark theme is appropriate for a dark room environment to reduce
glare.

If you switch the theme, log off, then log back in.

Note: After you have used the dark theme for a while, you may notice
that the labels on the tabs are no longer legible. If so, exit the Console
and log back in.

Resize the Console o Toexpand to the whole screen, click the Maximize icon at the top-
right corner of the window.

« Tocollapse the Console, click the Minimize button or drag the
corners of the Console to resize it.

« Toresize any panels, drag and drop any panel dividers.

Show or hide menu bars and tools  Right-click the Menu bar area of the Console and use the context
menu to enable (check) or disable (clear) each component.

Show or hide the status bar Click the Status Bar button on the toolbar, or on the Window menu,
;J choose Status Bar.

Show or hide the Navigator panel  Click the Navigator button on the toolbar, or on the Window menu,
m choose Navigator Panel.

Show or hide the Viewer panel Click the Viewer button on the toolbar, or on the Window menu,
|___| choose Viewer Panel.

Show or hide the Inspect/Edit Click the Inspector button on the toolbar, or on the Window menu,
panel choose Inspect/Edit Panel.

[#]

Float a Console panel Click the Float/Dock button on the panel header, or right-click the
E panel header and choose Float Panel.

You can apply translucency once a panel is floated.

Apply translucency to a floating Float the panel first before applying translucency. Move the
Console panel Translucency slider on the panel header.

Translucency slider (only avallable when a panel is floating)

Minimize/Maximize panel Dock panel
=t Qé 2

Dock a Console panel Click the Float/Dock button on the panel header, or right-click the
E panel header and choose Dock Panel.

Close a Console panel Click the Close button on the panel header, or right-click the panel
x header and choose Close Panel.
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Changing User Preferences

You can change several Console characteristics to suit your security needs, working
style, or personal preferences. You reach the Preferences dialog box through the
Edit>Preferences menu command.

Changing Your Password

Administrators create users and assign passwords. After logging in with your
administrator-created password, you must change it for security reasons.

Note: You can change your password only if your ArcSight installation is configured
to use built-in password authentication. Contact your system administrator for
instructions on how to change passwords on ArcSight systems that use RADIUS
SecurlD or SSL authentication.

Where: Edit > Preferences > Password

1. Enter your old password, new password, and confirm the new password.
2. Click OK.

By default, passwords require a minimum of 6 characters, can contain a maximum of 20
characters, and can contain numbers and/or letters. Ask your system administrator about
any special requirements for your site. For information on password restrictions, see the
"Managing Password Configuration" topic and its subtopics in the Administrator's
Guide.

Note: If you are an administrator, you can change other ESM users' passwords. See
"Resetting User Passwords" on page 104.

Setting Default Editors and Viewers

You can set the default editors and viewers to use for text, HTML, and packet payloads.
For example, use the HTML editor when editing the Knowledge Base and the Web
browser for reports.

Where: Edit > Preferences > Programs
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Program Preferences

Program

Preference Value

Preferred Enter the complete path to your preferred text or HTML editor, or click the Browse button to
Text/HTML locate the editor.

Editor

Preferred Enter the complete path to the preferred Web browser or click Browse to locate the

Web executable. Use your preferred Web browser to display HTML files such as custom view
Browser dashboards, reports, knowledge base articles, and so on.

For an updated list of supported products, refer to the ArcSight ESM Support Matrix in
Protect 724. This matrix includes the supported Web browsers for all currently-supported
ESM versions.

Preferred Enter the complete path to your preferred packet-payload viewer or click the Browse button
Payload to locate one.

Viewer

Text to Enter the complete path to your preferred packet-payload PCAP converter or click the
PCAP Browse button to locate one.

Converter

Changing Global Options

You can make the Inspect/Edit panel open as a docked window inside, or as a floating
window outside, the Console. You can do the same with all child windows as a class.

Where: Edit > Preferences > Global Options
Refer to the following table for available settings:

Global Options for Console

Global
Option Description
Font Set global preference for font face, size, and style used throughout the Console, except on

windows or views where you can set fonts specific to those Console elements. (For
example, you can set fonts specific to Grid views as detailed in the next topic.)

Click into the Font field to get the drop-down menu arrow.

Tahoma, Plain, 11 [=]
Click the arrow to bring up the Fonts dialog. Set the Font, Size and Style.

Launch editors Open all editors in a floating window. If deselected, all editors appear in the Inspect/Edit
in a floating panel. If you select this option, you can still float or dock the windows.
window
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Global Options for Console, continued

Global
Option

Allow multiple
editors of the
same type

Allow multiple
event
inspectors

Allow Bulk
Delete

Create
independent
floating
windows

Auto Relogin

Use system
defaults for
dashboard
background

Show print
preview dialog

Set Help
dialog size
(Width,Height)

Description

Permit more than one resource editor to be opened simultaneously for a given resource
type (for example, opening three instances of the Filter Editor at once). Enabling this option
is very useful for analysts and persons implementing security solutions, but may
inappropriate for operators or other persons who should have less-extensive editing
access.

Display details of multiple events in their respective Event Inspector tabs on the
Inspect/Edit panel. If de-selected (the default), you can only view event details one event
at atime.

For more information about the Event Inspector, see "Inspecting and Editing" on page 67
and "Event Inspector" on page 1001.

Delete multiple resources without any dependency warnings. If de-selected, you can still
delete multiple resources but you see a warning if there are any resource dependencies.

Independently float new windows that are children of another window such as the Viewer
panel. This is the default. When enabled, you can choose a window's name from the list at
the Window>Floating command, or toolbar button to bring it forward:

S

Automatically log in again after logging out of the Console.

When this option is selected, your system defaults are used for all Dashboard
backgrounds.

You can customize views for dashboards for display on the Web browser. See "Using
Custom View Dashboards" on page 262.

Display a preview of the printable page when you choose to print a resource definition, for
example, a rule definition. This preference is selected by default.

Print preview options include Print, view each printable page (as applicable), and zoom in
or out of the previewed page. For more information about printing, see "Printing from the
Console" on page 93.

The Help display window defaults to width of 910 x length of 650 pixels.

Set Help dialog size (Width,Height) 210,650

You can specify a different default Help window display size here. To do this, enter a new
window size (for example: 750,900), then press the Enter key.

Note: Press Enter after setting the new display size, and then also click Apply or OK to
save all preference settings. If you do not press Enter, the new window size setting cannot
be saved even if you click Apply or OK.

Note: For descriptions of settings in the Dialog Options section, see "Setting Dialog
Options" on the next page.
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Setting Dialog Options

Purpose: Part of Global Options, Dialog Options is where you define the behavior of
dialog boxes for system messages. System messages are classified into error and
informational or warning messages.

Where: Edit > Preferences > Global Options

= Dialog Options
Error | Info/Warning

Show message in popup dialog | Entrance Animation | Exit Animation

. i Directi
ngitude Dizlog Type Dialog Timeout in milisecond(s): | 3000 recten

@ Classic () Animated Options ¥ 4
+ «
Location Effect: |Fade A * "

2 g

L
L

B Bl B

Bl E
EE

| QK || Cancel || Apply |

Tip: If necessary, expand the Preferences window to expose the subtabs under
Dialog Options.

Refer to the following table for available settings. The information in the table applies to
both error and informational or warning messages.

Dialog Options for Console

Dialog
Option Description
Show Display message in a popup with an option to save the message to the clipboard. Selected

messagein by default. Clear the checkbox if if you don’'t want system messages in a popup.

popup dialog Note: ESM also maintains system logs containing some audit information and details of

any issues that occur. Refer to the ArcSight Command Center User Guide’'s Administration
and Configuration section and read the topic, “Log Retrieval.”

Dialog Type:

o Classic Display the dialog in the front center of the ArcSight Console. The dialog remains on this
position until you click OK to dismiss it.
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Dialog Options for Console, continued

Dialog
Option

o Animated

Description

Animation defines the display duration, the dialog’s direction of movement when it appears,
and the direction of movement after the dialog times out.

« Location: Position the dialog on one of the nine available locations on the screen and

keep it displayed for the duration specified in Dialog Timeout.
For Entrance Animation:

Dialog Timeout: Display the message in the number of milliseconds. The default is
3,000.

Effect: For Fly, move the dialog from Direction and stops at Location. For Zoom, start
the dialog at a small size and resize to its optimal size when it reaches Location. For
Fade, make the dialog gradually appear at Location (ignore Direction).

Direction: Move the dialog from one of eight origination points on the edge of the screen
to Location. Direction works only with Fly and Zoom effects. Direction for Entrance
Animation can be different from Exit Animation’s.

For Exit Animation:

Effect: For Fly, move the dialog from Location to Direction. For Zoom, shrink the dialog
as it reaches the destination. For Fade, make the dialog gradually disappear at the same
location when Dialog Timeout is reached (Direction is ignored).

Direction: When Dialog Timeout is reached and if Effect is not Fade, move the dialog
from Location to one of eight origination points on the edge of the screen. Direction works
only with Fly and Zoom effects. Exit Animation and Entrance Animation can have
different settings for Direction.

Setting Grid Options for the Viewer Panel

These options are for data displayed on the viewer panel's grid.

Where: Edit > Preferences > Grid View Options
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Refer to the following table for available settings:

Grid View Options for Console

Grid View
Option Description
Font Set global preference for font face, size, and style used in Grid views.
Click into the Font field to get the drop-down menu arrow.
Tahoma, Plain, 11 E|
Click the arrow to bring up the Fonts dialog. Set the Font, Size and Style.
Color text by Apply distinguishing colors to the event rows in Viewer panel grid displays, based on their

priority in grid

threat-priority levels. Note that this option can be overridden by the Color text by filter in
grid option if conflicts occur. When these options are not selected, the text in grid rows
defaults to black.

Color text by Apply distinguishing colors to the event rows in Viewer panel grid displays, based on the

filterin grid filters that selected them. You set these colors through the Configure button, described
below. Note that this option, when selected, overrides the Color text by priority in grid
option if conflicts occur. When these options are not selected, the text in grid rows
defaults to black.

Pause the By default, selecting an event pauses the event flow to avoid scrolling. Clear this

current checkbox to allow the flow to continue regardless of a selection.

channel on

event selection

Do not prompt
on verifying
rule channel's
timestamp
change

Do not prompt

Toggles on or off the option to have the system generate a prompt when the timestamp
changes on an active channel populated by correlation events.

Toggles on or off the option to have the system generate a prompt when an active channel

on channel is restarted.
restart
Check This option applies to Oracle-based ESM and does not apply to ESM with CORR-Engine.
available If selected, this option causes the ArcSight Manager to recheck the status of available
database o . ) .
. Oracle database partitions before starting an active channel. This does have a
partitions on . o .
Active performance effect and is used only for certain historical analysis purposes.

Channel start
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Grid View Options for Console, continued

Grid View
Option

Default to
'Evaluate
Once' time
parameter for
new Active
Channels

Column Flip
Limit

Filter Coloring
Preferences

Description

Time evaluation parameter for new channel creation; default setting is Evaluate Once.
You can choose Continuous as the time evaluation value.

Determines the print format for Grid Views (channels, lists, and so forth). Grid views with
the same or fewer columns than the Column Flip Limit print as a table, the same as is
shown in the Ul on the Console grid view. Grid views with the more columns than the
Column Flip Limit print details per row rather in a normal table like that shown on the
Console grid view.

The default setting for Column Flip Limit is "10" columns. (Tables with more than 10
columns print details per row.)

See also "Printing from the Console" on page 93.

Click Configure to assign identifying colors to as many as five filters in the Configure
Filter Colors dialog box.

Note: For instructions on customizing the grid's right-click option, InActiveList, see
"Customizing the Default Selections for Active Lists" below.

Customizing the Default Selections for Active Lists

If you are viewing events on an active channel, you have the ability to add selected
events to existing active lists. By default, the Console's viewer panel enables you to
browse to the resource locator so you can locate then select the desired list. These lists
might be assigned to different list groups and might also be nested in a hierarchy.

If adding events from the event grid to existing lists is a frequent task for you, you can
configure the grid's right-click option to display your top three frequently-used lists so
that these lists are immediately available for selection.

Where: Edit > Preferences > Grid View Options

1. On the Grid View ActiveList Options area, click Configure. The ActiveLists resource
selector is displayed.

2. Expand a group to locate your first preferred active list.

a. Selectan active list and click Add.

b. Repeatto add up to a total of three lists.
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c. Change a list's position by clicking the up or down arrow.
d. Remove lists from the selection as required.
Following is an example configuration for a selection of preferred active lists:

L e 1
Grid View Active List Options
Top 3 of 3 Selected Default Active Lists :
fall Active Lists/Personalfadmin's Active Lists/]_Assetlist
@ Jall Active Lists/Personal fadmin's Active Lists/TC_1
Date & Time Jall Active Lists/Personal admin's Active Lists/NPM Events
Latitude & Lonaitude

Following is the resulting default list selections when you open an event channel, right-
click an event, and select Active List > Add To:

Show Event Details (15.214.131.50)

Show Actor Details [Host/Applicg
14 Sep 2016 14:21:00 PDT

C ons , S

[ |
I Investigate 4 [Host/Applic:
14 Sep 2016 14:21:00 PDT  Monito) Debug Filter...
Debug Event Priority o0s ic:
I14 Sep 2016 14:21:00 PDT  Manito) Active List 3 Add To 3 Untrusted List
Annotate Events. .. Ctrl+T Remove From » Trusted List
Ilq Sep 2016 14:21:00 PDT  Monito| Mark as reviewed Ctrl+R > 1 1_Assetlist
Select Events with Matching Cel ( 3 TC 1
I14 Sep 2016 14:21:00 PDT  Monito Invert Selection -> E VPN Events
- Event Graph g Other...

Note: This feature does not apply to the Remove From option from the grid view. If
you are using the Remove From option, the Console displays an Active List selector
dialog. You then navigate through the resource tree for active lists to select the list.

Setting Date and Time Formats

Purpose: Use the Date/Time option to choose a formatting style for the date and time
strings displayed throughout the Console. You can also customize the details of any
style you pick.

Where: Edit > Preferences > Date & Time
1. Click the Formats buttons and choose a date/time style from the lists for Date &

Time Format and Short Date & Time Format options.

2. Select Express all times as GMT to universally show time values in GMT rather
than local times.

3. Click Apply to put your changes into effect and leave the Preferences dialog box
open, or OK to save your changes and close the dialog box.
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If you want, you can customize the selected format string. Edit the Format string using
the Java-style date options described in the Format Help window.

Setting Latitude and Longitude Options

Purpose: To define formats for latitude and longitude expressions in the Asset >
Locations resource.

Where: Edit > Preferences > Latitude & Longitude
Choose from one of the available formats to express longitude and latitude.

Following is an example configuration for latitude and longitude format preferences:

Latitude & Longitude Entry Format

(@) DMS: Degree Minute Second (-4330'007)
(7) DM: Degree Minute (-4330.07

() DD: Dedimal Degree (-49.5000)

Show compass direction (49,5000 5).

The options for latitude and longitude format vary from more exact to less so. Latitude
and longitude can be shown in degrees, minutes, and seconds; degrees and minutes; or
decimal degrees only. Additionally, an indicator of compass direction for the specified
location can be shown or hidden in the editor.

To view the effects of your preference settings:

1. Choose Assets in the Navigator, click Locations

2. Create new location or edit an existing one to open up the Location Editor. (See
"Managing Locations" on page 173.)

Following is an example of how the Location Editor displays the preferred formats
for Latitude and Longitude attributes:

Inspeck,/Edit i iR
Location:Padfic

Attributes | Motes

= Location

#* Name Pacific
Latitude o020 oms
Longitude oe0 0™w
City
Region Code
Postal Code
Country MiA
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Configuring Event Graphs

Purpose: You can modify the way graphs plot events, choosing to keep the source-
event-target visual relationships compact; or to emphasize unique sources, targets; or
both, in order to clarify the nature of attacks or situations.

Where: Edit > Preferences > Event Graph
Click the Value fields of the graph attributes to choose appropriate options:

- Show Event Nodes: Choose a basis for visually expanding or aggregating event
nodes, relative to their source and target node instances.

Choice Description

Once Graph only one instance of a given event node, regardless of the number of unique sources
per and targets that have it in common. For example, if sources 1 and 2 are directing the same
common event at targets 1, 2, and 3, there may be visual instances for each source and target, but only
event one of the event node.

Once Graph one instance of a given event node per unique source, regardless of the commonality of

per associated targets. For example, if sources 1 and 2 are directing the same event at targets 1,
unique 2, and 3, there are two visual instances of the event in support of the two distinct sources.
source

Once Graph one instance of a given event node per unique target, regardless of the commonality of
per associated sources. For example, if sources 1 and 2 are directing the same event at targets 1,
unique 2, and 3, there are three visual instances of the event in support of the three distinct targets.
target

Once Graph one instance of a given event node per unique source-target pair, regardless of the
per commonality of the events involved. For example, if sources 1 and 2 are directing a given
uniqgue  eventattargets 1, 2, and 3; and as a chain, targets 1, 2, and 3 are sourcing the same events
source  ontotargets 4, 5, and 6; then there are six visual instances of the event in support of six
ortarget distinct targets.

« Show Source/Target IP Addresses as: In cases where one source-event-target
chains to another, you can choose to graph a source/target IP address as a single
node, or to graph both the source and target instances of such an IP address.

Choice Description
Distinct nodes Visually plot both the source and target instances of a chained IP address.

Simple nodes  Visually plot a single node for an IP address that represents both source and target.

« Source Node Identifier: Choose a different event attribute to use as the identifier for
source nodes. The default attribute is Source Address. Note that while all attributes
are available, not all are appropriate choices for this purpose.

« Event Node Identifier: Choose a different event attribute to use as the identifier for
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event nodes. The default attribute is ArcSight Category. Note that while all attributes
are available, not all are appropriate choices for this purpose.

« Target Node Identifier: Choose a different event attribute to use as the identifier for
target nodes. The default attribute is Target Address. Note that while all attributes are
available, not all are appropriate choices for this purpose.

« Graph Layout: Set the layout for all event graphs.

Note: You can override this default layout setting when you are actually viewing
an event graph. For more details, refer to the topic, "Event Graphs as an
Investigation and Analysis Tool" in ESM 101.

Hierarchical Layout Display the event graph in tree-like nodes to show a related,
sequential flow.

Organic Layout The default layout.

Circular Layout Display the source node as the center and the destination nodes
arranged in a circle around the source.

Orthogonal Layout Display the edges of the graph to run horizontally or vertically,
parallel to the layout's X and Y axes.

« Default Field Set: Choose from the ArcSight-provided field sets to supply the data
points in the graph. The default field setis from /A1l Field Sets/ArcSight
System/Event Field Sets/Active Channels/Standard.

Setting Notification Popups

Purpose: You can manage received notifications from within the Console. In the
Preferences dialog box, you can set a severity threshold for notification popups and
optionally play a sound when notifications arrive.

Where: Edit > Preferences > Notifications

For the Severity threshold for notification popup, increase or decrease the integer
value to a priority value that is based on the level at which you want to be alerted.

Select Play a sound when a notification message is received to also emit a sound
when the alert threshold is met. Browse to the file of your preferred audio alert.

Managing Hot Keys

The Console provides schemas for configuring keyboard shortcuts to common actions.
These schemas come with the Console:

o $default
« Schemas for users
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Tip: Keep these reminders in mind:

o Schemas for users other than administrators are listed only for users who have
set up custom shortcuts on this Console under their own logins.

o Custom shortcuts are available only locally. See "Sharing Custom Shortcut
Schemas" on page 65 for more information.

Note: If this Console does not use UTF-8 encoding, refer to the “Installing
ArcSight Console” section of the ESM Installation and Configuration Guide, and
read the topic “Character Set Encoding” under “Installing the Console.”

Schemas for users are all based on the $default schema. That is, user schemas inherit
all $default schema shortcuts. The $default schema.

Where: Edit > Preferences > Manage Hot Keys

Under Available shortcut schemas, the schema in use shows as “(active)” next to its
name.

You can define a keyboard shortcut for each listed command. Each command can have
a different (or the same) keyboard shortcut depending on which schema you have
selected.

Keyboard shortcuts are pre-defined for common commands. For example, the pre-
defined keyboard shortcut for the Select All command (edit.selectAll)is Ctrl+A.

You cannot edit commands shown in red on the Preferences dialog: for example,
edit.delete, edit.redo, edit.cut, edit.copy, edit.paste, and so forth. The flyover
tooltips on these commands also indicates they are not editable.

There are many commands listed for which no shortcut is provided (for example,
file.new.Report, file.new.Rule, navigator.reports, navigator.queryViewers, and so
forth).

Adding Shortcuts for Frequently-Used Resources

This first task is not initiated on the Edit > Preferences dialog, but rather from various
resource contexts in the Console. But the results of setting up shortcut keys on selected
resources are shown on the Edit > Preferences > Managing Hot Keys dialog, as
described here.

Where: Navigator > <Resource>

For example, choose Active Channels in the Navigator, and select an active channel
such as /A1l Active Channels/ArcSight Administration/System Events Last Hour.
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To add a shortcut to a resource:

1. Navigate to and select the resource for which you want to add a shortcut.

2. Right-click and choose Manage Hot Keys from the context menu to open the
shortcut setup dialog for this resource.

3. Select the action you want to take with regard to the resource. Each resource has its
own set of action, such as Edit <resource> and Show <resource>.

4. In the Press new shortcut field:

« Optionally, click the button (£=7) to display a drop-down menu where you can set
the type of shortcut to add (mouse, tab, and so forth) and set limits on keystrokes.
For example, if you want to set the shortcut on this channel to Ctrl+C+H, change
the keystroke limit from the default of 1, to 2 keystrokes.

« Type the keyboard sequence you want to associate with the command.

If the keyboard sequence you typed is notin use, a light gray no conflicts
message is shown in the Shortcuts currently used by field. For example, if you
selected navigator.rules, placed the cursor in the Press new shortcut field, and
typed Ctrl+Alt+X, you would get the no conflicts message.

If you type a sequence that is already used by another shortcut, you get a message
in the Shortcuts currently used by field stating which resource is currently using
the shortcut. For example, the default shortcut for navigator.rules is Ctrl+Alt+L. If
you typed Ctrl+Alt+R in the Press new shortcut field, the message states that this
sequence is already in use for navigator.reports.)

If you continue with the assignment, you get a prompt asking whether you want to
remove the shortcut from the other resource and add it to this new one.

5. Click Assign to associate the shortcut with the resource.
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-
< /Al Active Channels/ArcSight Administration/System Events Last Hour

[

Available shortcut schema:

| i

Based on schema:

Show commands containing: /

& e

~

| Set Active |

| [ overridden commands anly

X
Show Channel

Shortcuts for selected command:

| e

Press new shortout:

|&9v Backspace| A

Shortcuts currently used by:

|N0 Conflicts

| 0K || Cancel || Help |

6. Click OK to save your changes and close the dialog.

7. Confirm your setting by selecting Edit > Preferences > Managing Hot Keys dialog.

8. On the list of commands, locate the resource for which you created the shortcut.

Resources are shown by their URIs.

9. Select the URI to display the associated shortcut, as in the following example:
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———— e ———

Show commands containing:

- Overridden commands anl
Grid Yiew Options Q O i

E [#] window.rightPane -
Date & Time =] window. statusBar
[3]] window, viewer
@ m <Resource URI="/All Active Channels/arcSight Administration/ESM/System Health/Ever
Latitude & Longitude Help *
@ admin.ast * =
& flle.new. Actor * -
Event Graph ‘] o | >

Notifications .Shortcuts for selected command: .

Press new shortout:
e Assign

Shortcuts currenty used by:

(o6 [Cane_] oy |

Modifying a Custom Shortcut

Shortcuts are associated with schemas based on the user.

Where: Edit > Preferences > Manage Hot Keys

To modify a custom shortcut:

1. Onthe Edit Preferences > Manage Hotkeys dialog, select a shortcut schema (the
associated user) in which you want to modify shortcuts for commands.
In this example, the schema for the user called admin is selected. Note, however,
that the schema selected for modifying a hot key need not be the “active” schema;
as it happens to be in this example.
Available shortcut schema:

Sdefault Set Active

Jing
adminz2
Analyzerl

2. Select the command for which you want to modify the hot key.

You can filter for commands containing a given string (for example, navigator to find
all navigator commands).
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Show commands containing:

O~ navigator [] owverridden commands only

[+] navigator.activeChannels
;]'. navigator.actors
B navigator.assets

M| »

[&] navigator.cases

@ navigator. connectors

navigator. customers

navigator.dashboards

B navigator. fields -

Shortcuts for selected command:
e Cirl +AlE+HM - Remave

3. In the Press new shortcut field:

« Optionally click the button (£27) to display a drop-down menu where you can set
the type of shortcut to add (mouse, tab, and so on) and limits on keystrokes. The
default keystroke limit is 1. If you set it to 2 or 3, you have more combinations of
keystrokes available to use for custom settings.

» Enter the keyboard sequence you want to associate with the command.

If the keyboard sequence you entered is not in use, a light gray no conflicts
message is shown in the Shortcuts currently used by field. For example, if you
select navigator.rules, place the cursor in the Press new shortcut field, and
press Ctrl+Alt+X, you get the no conflicts message.

If you enter a sequence that is already used by another shortcut, you get a
message in the Shortcuts currently used by field telling you which resource is
currently using the shortcut. For example, the default shortcut for navigator.rules
is Ctrl+Alt+L. If you enter Ctrl+Alt+R in the Press new shortcut field, you geta
message noting that this sequence is already in use for navigator.reports.)

If you continue with the assignment, you see a prompt asking whether you want to
remove the shortcut from the other resource and add it to this new one.

4. Click Assign to apply the new shortcut to the command.

Tip: An asterisk is displayed next to commands for which the pre-defined
shortcuts have been modified or overwritten. These customized commands are
also displayed in blue text, rather than the usual black.

@ navigator. cases -
@ navigator.connectors

navigator. customers *
[ pavinatnr daehhnards

lom, |

5. Click Apply or OK.
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To modify a custom shortcut directly from the resource:

You can modify a custom shortcut for a resource in either of these ways:

« Directly from the right-click Manage Hot Keys dialog on that resource
« From the Edit > Preferences > Manage Hot Keys dialog as described above

1.
2.

4.
5.

Navigate to and select the resource from which you want to remove the shortcut.

With the appropriate resource selected, right-click and choose Manage Hot Keys
from the context menu to bring up the shortcut setup dialog for this resource.

Select the action (for example, Show or Edit) associated with the shortcut.
The shortcut is shown in the Press new shortcut field.

Modify it as needed. See the previous procedure.

Click OK to save your changes and close the dialog.

Removing a Custom Shortcut

Where: Edit > Preferences > Manage Hot Keys

To remove a custom shortcut (key sequence) for any command:

1.
2.
3.

Select the schema in which you want to modify the command.
Select the command for which you want to modify the hot key.

Select one of the customized commands (customized commands are shown in blue
text with an asterisk).

[&] navigator.cases -
@ navigator.connectors

navigator . customers * |
[ mpavinatnr dazhhnards

m

The current key sequence associated with this command is shown in the Shortcuts
for selected command field.

Click the Remove button next to the Shortcuts for selected command field.

The custom shortcut (key sequence) is removed, and replaced by the default key
sequence (if there was one).

Caution: As soon as you remove the shortcut by clicking Remove, the changes
are saved. Even if you click Cancel to close the Preferences dialog at this point,
the original shortcut is not saved.

For example, if navigator.rules was modified to be associated with Ctrl+Alt+X,
then after you remove this shortcut, navigator.rules would again be associated
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with its default shortcut of Ctrl+Alt+L.

Tip: You can only remove custom shortcuts, but not default shortcuts.

To remove a custom shortcut directly from the resource:
You can remove a custom shortcut for a resource in either of these ways:

« Directly from the right-click Manage Hot Keys dialog on that resource
« From the Edit > Preferences > Manage Hot Keys dialog as described above.
1. Navigate to and select the resource from which you want to remove the shortcut.

2. With the appropriate resource selected, right-click and choose Manage Hot Keys
from the context menu to bring up the shortcut setup dialog for this resource.

3. Select the action (for example, Show or Edit) associated with the shortcut.
The shortcut, if any, is shown in the Press new shortcut field.
4. Click Remove.
5. Click OK or Cancel to close the dialog.
Caution: As soon as you remove the shortcut by clicking Remove, the changes

are saved. Even if you click Cancel to close the Preferences dialog at this point,
the original shortcut is not saved.

Activating a New Shortcut Schema

For more information on schemas, see the introduction to the shortcut key management
at "Managing Hot Keys" on page 57.

Where: Edit > Preferences > Manage Hot Keys

To activate a new schema:

1. Select the schema you want to activate.
2. Click Set Active.

Tip: To get an enabled Set Active button, select a schema that is not currently
applied. If you select a schema that is already active, the Set Active button is
disabled.

3. Click Apply to apply the new schema, or click OK to apply the new schema and
close the Preferences dialog.
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Sharing Custom Shortcut Schemas

Shortcut schemas are available only to the local Console. That s, if schemas for several
different users are configured on a Console running on a particular machine, those
shortcut setups (schemas) are not available for the same Console user logins on other
machines.

This means that if you want the same shortcuts to exist in other Console installations,
you must manually set these up in those installations.

Viewing

This section provides information on using the Console Viewer Panel and choosing
look-and-feel options (skins) for the Console.

The Viewer Panel

You see the results of security-event analyses in the Viewer panel, which can display
several different types of views. (See also "Using Views" on page 232.)

Although there are some views that display information about resources, most views are
active channels, which are continuously evaluated collections of security-event data.
(See also "Monitoring Active Channels" on page 224.)

Tip: Here are some Viewer Panel features you can use.
« To show a resource (like a particular dashboard or active channel) in the viewer,
right-click it in the Navigator tree and select Show <resource>.

« To close individual views quickly, Shift+click their name tabs. (You can also right-
click a view's name tab and select Close from the popup menu.)

« To floatthe Viewer panel, click the Float icon at the top left of the Viewer.

The Viewer tabs in the Viewer panel have a live link at the top. You can click these links
to open the contents in an external, fully functional browser window.

For security reasons, HTML that might include JavaScript, plug-ins, or other embedded
objects are rendered in the default browser you specify through the Preferences dialog
box. The default browser is also used by PDF document files.
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To close a view, Shift-+Click

its name tab

To show a resource (like a

To float the Viewer separate from the
rest of the Console, click Float Panel
{to dock it click Dock on a floating panel)

C

| dashboard or active channel)

«— in the Viewer, right-click it in
the Navigator and choose

i —
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If your Console is not already displaying a default set of pre-defined views, or if you
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Latest Guarded Threat Events. Latest Low Threat Event
NamelCa...[Ca...[Ca. otk [Ta...[Ta...[Fri..

10..

want to change the views displayed, you can use these options:

Choose Window > Viewer Panel to open the panel ifitisn't open.
Choose the Active Channels, Dashboards, or Pattern Discovery resource trees in the

Navigator panel to find analysis tools or results to view.

panel.

Right-click a resource in a tree and choose Show <resource> to open it in the Viewer

When multiple tabbed views are open in the panel, click the tabs at the top of the
panel to choose the active channel you want to see, and the tabs at the bottom of the

panel to choose which view of that active channel should be foremost.

To close an individual view, Shift+click its name tab. (You can also right-click a view

name tab and choose Close from the popup menu.)
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Using active channels and the many types of views they offer is fully covered in the
topics under these headings:

» "Monitoring Events" on page 224
« "Selecting and Investigating Events in Active Channels" on page 292
« "Using Dashboards" on page 253

Console Look-and-Feel

If you start the Console from the command line with the arcsight console command (in
ARCSIGHT_HOME/current/bin), use the -1laf <style> flag to specify a look-and-feel style.
For example, the following command starts the Console with a “metal” look-and-feel:

arcsight console -laf metal
The other possible styles are plastic, the default for Unix, and plastic3d.
These styles modify the Console display and associated online help.

The screen captures and illustrations used throughout the Console online help show
various look-and-feel styles.

Inspecting and Editing

ArcSight Console provides the Inspect/Edit panel to examine the details of events that
appear in active channels in the Viewer panel, or to modify the resource attributes in the
Navigator panel. You can examine security events through the Inspect/Edit panel's
Event Inspector, and edit resources using specialized editors, one for each specific
resource type.

Note: Press Enter to register edits made in editors and channel columns.

To ensure that ESM registers a change you make to a field in editor and channel
columns, press Enter before clicking Apply or OK.
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’
< Inspect/Edit

Event Inspector

= | Description

Overview of Inspect/Edit Features and Utilities

|25 Name

Event Inspector
Value
|Event
Mame
Type

Each editor has its own controls and attributes, described in the Help for each resource.

[End Time

QueryViewer Query Succeeded
Base
|Generator Resource

'Aggregated Event C... |1

14 Sep 2016 09:13: 17 POT
[Correlated Event Co... 0

Connectors - Caching - Short Term
|Threat

Model Confidence 4
'Severity 1]
Relevance 10
|Asset Criticality 0

Priority 3

:Agent
Agent Severity Low
.Agent Host Name 192.0.2.0
.Agent Address 182.0.2.0

'Agent Zone Resource  Microscopic Company
.Agent AssetID
Agent Version
|Agent D

.Agent Type

ADxGIIFYBABCAWOIfDK Y Nw==

6.9.2.31142.0

ITBKI3FYBABCAYdZhsNrHwQ ==
arcsight_security_manager
|Agent Name Manager Internal Agent et
L] 3
14, Search for: v

b

The Inspect/Edit panel opens automatically if you double-click an eventin a grid view or
grid view and choose Show Event Details.
In the Inspect/Edit panel, you can:

choose to edit a resource in the Navigator panel. You can also right-click an eventin a
display anything.

« Choose Window > Inspect/Edit Panel to open or restore the panel, if it already has
choose Show <resource>.

inspectors or editors in it. If no inspectors or editors are open, the panel does not

« If no editors or inspectors are open, or to work with different ones, double-click an
eventin a grid view or right-click an item in a Navigator panel resource tree and

« To clear an editor from the Inspect/Edit panel, right-click its tab and choose Close.
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« Click the Field Set Selector dropdown menu (defaults to Event Inspector at Console
startup) to use your field set of interest.

Event |© 5
| ! Field Set Selector
t‘é,’ Ewvent Inspector

ﬂ;Name Value Domain Field Sets A
Event = [77 Event Field Sets

MName ﬂ Event Base

Message I3 Active Channels

Type =l |77 Inspect - Edit

End Time EH annotation

Application Protocol @ Categaries F
Transport Protocol @ Common Conditions Editor

:\"ulnerabilitg-I Resource e=z0E et Inspector

Bytes In FEH Minimal =
Bytes Out FEH Rule Action - Set Event Field

\Generator Resource B super Minimal

Customer Resource B TurboMode Comprehensive

\Domain B TurboMode Fastest L
Domain 1D rlf_'; Sortable Field Sets

Domain URT I3 Downlnads L
\Domain External ID [ = ] [ e ] [ e ]
|Domain Resource

Note: If you have not exited the Console for a day or more, you may notice that the
Field Set Selector no longer displays a list of available field sets. If this happens,
right-click on any field under the Name column and choose Select a Field Set.
The dropdown works with newly-started Consoles. As a good practice, exit the
Console if you are done using it.

« Click the Hide Empty Rows button (LZ) to see only populated fields.
« Click the New Field Set button (Ef) to create a new field set.

« Click the icon toggle button (ﬂ) to show/hide icons next to each field entry.

Searching for Fields in Event Inspector, Resource
Editors, or CCE

To find an item in a list of fields on the Event Inspector, any Resource Editor, or the
Common Conditions Editor (CCE), start entering the search string in the Search for field
at the bottom of the panel. The search is predictive in that it will navigate to and select
matching fields as you type. The Search utility works essentially the same way in the
Event Inspector and in resource editors that use field sets and filters (and, by
association, the CCE).
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If you start to type a term that is not in the field list, the search text turns red. If you
backspace and start deleting text, the text will change from red to black when a
matching field is found. Resume typing to find another matching term.

To exit the Search, press the Enter key.

Getting More Help

The best way to learn more about the Event Inspector and each of the many resource
editors is to click the question mark button (?) in the upper-right corner of the
Inspect/Edit panel or the Help button () in the lower right of a resource editor.

Controlling the Console

The Console has certain common controls for basic tasks like copying and pasting, and
showing or hiding panels or the status bar.

There are four toolbars under the Console menus. Each button has an identifying tool
tip, but the full descriptions are as follows.

To show or hide toolbar components, right-click the toolbar and select or deselect the
sections you want to change.
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Console’s Toolbar Components

Command
Group Icons Functions

File |_I e} ﬁ New resource, Open, and Save. Saving and opening
o applies to Console settings (.ast) files.

Edit ) I% (i) 4 q The Cut, Copy, Paste, Delete, and Search, buttons operate
as they do in any application. Cutting, copying, and pasting
applies to text and resources.

Channel PER |F| O b b The Replay buttons have the same functions in certain views

controls on the Viewer panel as their counterparts do on VCRs or CD
players. From left to right, the buttons are: Rewind to Start,
Rewind Incrementally, Pause, Play, Stop, Go Forward
Incrementally, and Go Forward to End. Use the Replay
buttons when working with channels configured for this
mode.

View ] q.'_!;_| The Notifications button, if blue, indicates there are no new
' notifications. The button turns red if you have messages to
acknowledge. Click the button to open the Notifications
manager in the Viewer panel so you can acknowledge the
notification and resolve the issue.

The Slide Show button enables you to start animage
dashboard slide show and set the interval.

Window : =] |n |m E . Click the Show/Hide buttons to open or close the Navigator,
e Viewer, and Inspect/Edit panels; and status or menu bars.
Click the Floating button to bring floating windows forward.

Network %3 W% L3 @ H These buttons run standard IP-based network analysis tools
Tools as described in "Using the Network Tools" on the next page.

System CL_> Open a scheduled jobs list and add user categorizations to
at selected events.

Status Bar The status bar is across the bottom of the Console window.
Use the Window > Status Bar option to toggle the bar on or
off. When the status bar is showing, it displays Console
operation messages. Normal status messages appear in blue
and error messages are in red.

To view details on a message, click the message in the
status bar. The ArcSight Messages dialog is displayed with
the current message highlighted. From this dialog, you can
access Console messages, system messages and user
notifications.

To copy any message from the Messages dialog, highlight it
and click Copy. The message is copied to the clipboard along
with associated date and time. You can then paste the
message into any other window, mail program, or editor that
accepts ASCII text.
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To save error and warning messages:

While using the Console interface, certain error messages, warnings, and notifications
may appear in a small dialog box:

~ |

Error ﬁ

@ Mo references pages were found For the selected resource.

[ ] Copy message to system dipboard

To capture the message and supporting data, click the Copy button or check Copy
message to system clipboard to copy the entire message to the Clipboard. You can
then paste the error message in text fields in the ArcSight Console, into the body of an
e-mail message, or other applications.

Using the Network Tools

The network tools shown here are also available from the Tools menu:
o 0% 27 @& &

ArcSight provides Network Model, Use Case, Name Server Lookup, Ping, Port Usage,
Trace, WebSearch, and Who is as default utilities. Most of these tools are utilities you
use to investigate events in grid views. In a grid view, you right-click an event to access
these tools from a context menu. A wizard-based utility called Send Logs gathers logs
and diagnostic information for review or which you can email to customer support.

You can add, copy, edit, or delete network tools using the Tools menu in the menu bar.
The toolbar buttons and menu commands adjust automatically to such changes.

Tip: The Network Tools are also available as integration commands (see "Network
Tools as Integration Commands" on page 695).

These tools are available in both places on the Console Ul, but for future releases
the legacy “network tools” feature described here will be phased out in favor of the
integrations commands. The same, customizable tools and commands will be
available (ping, whois, and so on), along with other new commands and a full set of
application integration features.

To configure these tools, choose menu option Tools > Local Commands >
Configure, as described in the following topics:
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« "Running a Tools Command" below

« "Adding or Editing a Tool" on the next page

Running a Tools Command

To run a tools command:

1. On a grid view, select an IP address.

2. Right-click and select Tools, then select one of the tool options described here:

Tool Options
Tree Icon
Network '2_,3
Model

Use Case

Send Logs [%

Local Commands:

Nslookup

(Windows)
Nslookup
(Linux)
Nslookup-
IPv6 (Linux)
Ping (V)]
(Windows)

Ping (Linux) (¢)

Ping6 (V)]
(Linux)

Portinfo AN
(Windows)

Resource

Configure the network model. This button launches the Network Model wizard.

Configure a use case.

Instructions are in the documentation that comes with each optional Security
Use
Case.

Access this from the Tools > Send Logs menu. Start the Send Logs wizard to
gather logs and diagnostic information. Logs and diagnostics can be collected for
all or a selected set of ArcSight components. (See "Send Logs" on page 1055.)

Resolve an IP address to a host or domain name, or vice versa. Run the
command on the Console on Windows.

Resolve an IPv4 address to a host or domain name, or vice versa. Run the
command on the Console on Linux.

Resolve an IPv6 address to a host or domain name or vice versa. Run the
command on the Console on Linux.

Determine if an IP address in the selected cell is reachable on the network. Test
and debug a network by sending a packet and waiting for a response.

Determine if an IPv4 address in the selected cell is reachable on the network.
Test and debug a network by sending a packet and waiting for a response. Run
the command from a Console on Linux.

Determine if an IPv6 address in the selected cell is reachable on the network.
Test and debug a network by sending a packet and waiting for a response. Run
the command from a Console on Linux.

List standard usage, for example, WWW, FTP, and so on for a specified port
number.
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Tool Options, continued

Tree Icon
Portinfo =N
(Linux)

Traceroute [T
(Windows)
Traceroute [T
(Linux)

WebSearch @&

Whois &)
(Windows)
Whois &)
(Linux)

Resource

Find information about the selected port. Run the command from a Console on
Linux.

Show the path from the Console to the IP address selected in the grid view,
reporting the IP addresses of all routers in between.

Show the path taken by packets across an IP network. Run from a Console on
Linux.

Search the Web through Google to find links to the keywords present in currently
selected active channel grid view cells.

Look up the owner of a given domain name or an IP address; information might
include addresses and telephone numbers.

Look up the owner of a given domain name or an IP address; information might
include addresses and telephone numbers. Run the command from a Console
on Linux.

3. Based on the tool selected, a window appears with the information.

4. In the window, click Close.

Adding or Editing a Tool

To add or configure (edit) a tool:

1. Choose the menu command Tools > Local Commands > Configure.

2. In the Configure Tools window:
« Click New if you are adding a tool, or

« Select an existing tool and click Edit.

3. In the Tool window, set options for command line parameters to be used for the
program, described below:

Tool Configuration Options

Option Description
Name User-friendly name for this tool.
Program Path to the executable file.
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Tool Configuration Options, continued

Option

Working
Directory

Icon

Program
Parameters

Show in
toolbar

Use with
data export

Description

Default location assumed for arguments to the command.

For example, to create a command (for example, delete <file>.ast)that acts on afile
type that always resides in the same directory, specify the location here to save users
from having to provide the full path to the file each time they use the command.

Path to the icon image file used to represent the tool.
Provide any parameters needed for the command.

You can enter parameters in the field, or click the = button to get a pull-out menu where
you can select Event Attributes to use as parameters, or add the selected cell or
selected row as parameters to the command.

When show in toolbar is on, the tool icon is shown in the Console toolbar. By default,
this option is selected.

The purpose of this option is to separate tools that are run against events in channels
and tools used as a destinations for event export.
By default, this option is not selected (off).

If this tool is to be used as a destination for event export, select Use with data
export.

If this tool contains a command that will run against events in a channel, leave Use with
data export off.

4. Name, Program, Working Directory, Icon, and Program Parameters (command
line parameters to be used for the program) are text fields. Also select whether you
an the tool to show in the toolbar

5. Click OK, then Done.

To delete a tool:

B wnh =

Choose menu command Tools >Local Commands > Configure.

In the Configure Tools window, select an existing tool and click Delete.

In the dialog box, click Yes.

Click Done.
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Staying Informed

This topic discusses ways by which the Console helps you stay informed about
developing situations involving events, and critical system status.

Topics include:

» "Acknowledging Notifications" below

» "Checking the Status of the Distributed Correlation Cluster" on the next page
« "Using Notes" on page 78

« "License Tracking" on page 79

Acknowledging Notifications

To be informed when certain defined events or circumstances occur. You might receive
notifications by cell phone message or e-mail but you can be sure to see an indicator in
the Notifications button on the Console toolbar:

-~
Notifications can be sent as a result of a rule action, or by another user monitoring
events in a grid. Clearing a notification requires that you acknowledge it. Whether or not

you need to take other action depends on the circumstances. Acknowledgments are
described briefly here, but for full detail, see "Managing Notifications" on page 216.

To acknowledge a cell phone message:

Acknowledge a call by replying to the e-mail sent through your cell phone. An e-mail
enabled cell phone is required for receiving notifications and replying to them.

To acknowledge an e-mail message:

Acknowledge an e-mail message by replying to the message. Reply to the e-mail
address from which the notification was sent.

To acknowledge notifications at the Console:

The Console automatically alerts you of pending acknowledgments. The Acknowledge
Notifications button is automatically enabled when you have one or more notification
messages to be acknowledged. When you click the Acknowledge Notifications button,
the Notifications manager opens in the Viewer panel so you can acknowledge and
resolve the notification.
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Checking the Status of the Distributed Correlation
Cluster

This topic applies to ESM installed in distributed correlation mode.

The Console toolbar contains the Cluster View icon to show the health of your
distributed correlation cluster. It provides the link to the Cluster View dashboard on the
ArcSight Command Center.

Cluster Status Color Indicators
Color Meaning

Red Indicates any of these conditions:

o

« All aggregators are down.

o All correlators are down.

« All connections to MBus are down.

« All connections to DCache are down.

« If the properties are set, the message lag on correlator or aggregator is above threshold set for a
Red icon. See the topic, Defining Message Lag Thresholds for procedures.

Yellow Indicates any of these conditions:

o An aggregator is down.

« A correlatoris down.

« Some connections to MBus are down.

« Some connections to DCache are down.

« If the properties are set, the message lag on correlator or aggregator is above threshold set for a
Yellow icon. See the topic, Defining Message Lag Thresholds for procedures.

Green Clusteris operational.

e

To access the Cluster View dashboard on the Command Center:

1. Click the Cluster View icon.
This launches the login popup to the ArcSight Command Center.
2. Enter your login credentials and click OK.

Defining Message Lag Thresholds

You can define two levels of thresholds each for the aggregator and correlator:
thresholds to change the Cluster View icon to yellow, and thresholds to change the icon
to red. By default, no message lag thresholds are tracked through the icon colors.
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The following table describes property settings to include in the properties file:

Property Description

aggregator.lag.alert.yellow.threshold The threshold of message lag at the aggregator. Specify a
positive integer value. If message lag is above your
specified value, the Cluster View icon turns to yellow.

aggregator.lag.alert.red.threshold The threshold of message lag at the aggregator. Specify a
positive integer value. If message lag is above your
specified value, the Cluster View icon turns to red at the
aggregator.

correlator.lag.alert.yellow.threshold The threshold of message lag at the correlator. Specify a
positive integer value. If message lag is above your
specified value, the Cluster View icon turns to yellow.

correlator.lag.alert.red.threshold The threshold of message lag at the correlator. Specify a
positive integer value. If message lag is above your
specified value, the Cluster View icon turns to red.

To set the threshold values for the message lag:

Refer to the instructions in the ESM Administrator's Guide for the proper way to edit the
server.properties file. See the topic, "Managing and Changing Properties File
Settings."

To the server.properties file, add the properties mentioned in the above table to the
thresholds you want. If you enter -1, then the Cluster View icon will not be affected by
any message lags in aggregators and correlators.

Note: The color of the Cluster View icon is affected by a combination of additional
factors, like MBus and DCache connections, in addition to message lag in
aggregators and correlators if you set the thresholds.

Using Notes

Each resource and resource group in the Navigator panel has an editor, and each editor
has a Notes tab. The Notes tab retains all the text that you and others add to the
resource.

Notes tabs have Table and List sub-tabs to show you tabular or text layouts of the notes
accumulated for a resource. Notes are stored chronologically and you can sort them by
clicking the Date, Owner, and Text headers.

To add a note:

1. On the Navigator panel resource tree, right-click a resource group or individual
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resource.

For a resource group, choose Edit Group. For a resource, choose Edit <resource>.
In the Inspect/Edit panel, click the editor's Notes tab.

In the Notes space, type a note.

Click Save and then OK.

a ks~ b

To view a note:
1. On the Navigator panel resource tree, right-click a resource group or individual
resource.
2. Foraresource group, choose Edit Group. For a resource, choose Edit <resource>.
3. Inthe Inspect/Edit panel, click the editor's Notes tab.

To delete a note:
1. On the Navigator panel resource tree, right-click a resource group or individual
resource.
2. Foraresource group, choose Edit Group. For a resource, choose Edit <resource>.
3. Inthe Inspect/Edit panel, click the editor's Notes tab.
4. Right-click a note and choose Delete.

To search for text strings in Notes:

You can run a search on a resource's Notes tab. Refer to the topic, "Finding Resources"
on page 707. That topic provides instructions on using the Search field on the Console's
toolbar and entering correct search syntax.

License Tracking

The product tracks the status of licenses for features you use, including actors, Console
user limits, Command Center user limits, device number limit, actor and asset number
limit, and events-per-second limit.

Licenses for the features available to you are installed and configured at setup time. For
details about setting up licenses during the installation and configuration process, see
the ESMinstallation Guide.

Note: License tracking includes disabled and deleted actors.

The ESM license tracking feature includes actors that are still in the ESM actor
model with the status Disabled or Deleted in IDM. ESM’s identity management
feature preserves disabled and deleted actors in the actor model to track any
unauthorized activity related to disabled or deleted actors.
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If you do not want the ESM license tracking feature to evaluate actors with the status
Disabled or Deleted in IDM, you can manually remove them from the ESM actor
model. However, manually removing disabled or deleted actors also removes the
ability for ESM to track unauthorized activity related to these accounts. For details,
see "Deleting Actors" on page 796.

License Tracking Notifications
If your feature usage is close to or has exceeded the license agreements for your

organization, you see a notification dialog when starting up the Console, for example:

-
< License Excesded w

You have exceeded license limits for the following resources:

License Ttem Current Value Allowed Limit
Incoming EPS 13,405 10,000

Please contact HPE Software Support Online for more information.

b

Your access to these features remains in place even if the license limit has been
exceeded.

Standard Reports for License Status Tracking

You can check on the status of your ESM feature licenses using the reports and focused
reports found under A11 Reports/ArcSight Administration/ESM/Licensing.

Each report is described in the topic, "ESM Licensing," in the ArcSight Administration
and ArcSight System Standard Content Guide.

For details about running reports, see "Running and Managing Reports" on page 448.

Using the File Menu

Keyboard shortcut: Alt+F
See also "Keyboard Shortcuts (Hot Keys)" on page 89.

Options on the File Menu

Option Icon Resource Shortcut
New ol Create a new resource from the available submenu.
Open = Open an existing Console settings file to use that configuration. Ctrl-O

Micro Focus ESM (7.2 Service Pack 1) Page 80 of 1109



ArcSight Console User's Guide
Chapter 2: Working in the Console

Options on the File Menu, continued

Option Icon

Save (S|

Save As

Saveto @
Manager

Load From &,
Manager
Send To

Log Out

Exit

Resource

Save your latest Console settings in the current configuration (.ast) file.

Save your current Console settings in a different configuration (.ast) file.

Save your current Console settings at the ArcSight Manager rather than
locally, so you can get these settings at a different Console.

Load a preferred Console configuration file (.ast) from the ArcSight
Manager, so you can use it with this Console.

Send a local Console configuration (.ast) file to an e-mail address so
another user can save and use it with their Console.

Log out of the Console with your current user ID, without exiting, so
someone else can log in.

Log out of the Console and exit.

Using the Edit Menu

Keyboard shortcut: Alt+E

See also "Keyboard Shortcuts (Hot Keys)" on page 89.

Options on the Edit Menu

Option Icon Resource

Cut i
Copy

Paste

B

(2]
Delete %
Select All iy
|

Preferences

Find a
Resource

Cut selected text.

Copy selected text or resources.

Paste text or resources from the clipboard.
Delete selected text or resources.

Select all text.

Open the Preferences dialog box to make personal configuration
changes.

Use the Find Resource query editor to search for resources and review
their details.

Using the View Menu

Keyboard shortcut: Alt+V

See also "Keyboard Shortcuts (Hot Keys)" on page 89.
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Shortcut

Ctrl-S

Alt-F4

Shortcut

Ctrl-X
Ctrl-C
Ctrl-V
Delete

Ctrl-A

Ctrl-F
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Options on the View Menu

Option Icon Resource
New Active [¥]  Openthe New Active Channel dialog box so you can set up and Ctrl+Shift-
Channel start a new active channel in the Viewer panel. D
Show Active |I| Open the Active Channel Selector dialog box so you can choose Ctrl+Shift-
Channel an active channel to display in the Viewer panel. S
Recent Active m Choose a recently opened active channel to display in the Viewer
Channels panel again, if available.
Resource Show currently programmed keyboard shortcuts for actions on the
Hotkeys Console. These keyboard shortcuts are defined in the Console
Preferences dialog (Edit > Preferences > Manage Hotkeys). For
more information, see "Keyboard Shortcuts (Hot Keys)" on
page 89.
Show my group's  [&] Display a Case Channel showing cases assigned to your user
cases group.
Show a group's (] Display a User Selector for user groups, from which you expand
cases and select the group you want. Click OK to display the Case
Channel. If no cases are assigned to the group you selected, the
channel is empty and will state that no data matches your query.
New Dashboard Create a new, untitled and empty dashboard to populate with data  Ctrl+Shift-
monitors. B
Show Dashboard Open the Load Dashboards dialog box so you can select Ctrl+Shift-
dashboards to open in the Viewer panel. W
Recent Choose a recently opened dashboard to display in the Viewer
Dashboards panel again, if available.
Themes Choose between Default and Dark. See "Changing the Console
Display" on page 45 for descriptions.
Notification Show all Notifications for the current user (pending, undeliverable,  Ctrl-N
Acknowledgement not acknowledged, acknowledged, and resolved)
Show Messages o Show all Console messages, system messages, and user Ctrl-M
notifications in the ArcSight Messages dialog.
Next View Take you to the next open view or tab in the Viewer panel. Ctrl+Shift-
N
Previous View Take you to the previous open view in the Viewer panel. Ctrl+Shift-
P
Close All Views Close all views that are open in the Viewer panel.
Slide Show I_-I_,'_| Show a continuous slide show of all open channels and F11
dashboards. (Toggle to
start or
stop)
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Using the Window Menu

Keyboard shortcut: Alt+W
See also "Keyboard Shortcuts (Hot Keys)" on page 89.

Options on the Window Menu

Option Icon Resource Shortcut
Navigator & Show or hide the Navigator panel. Ctrl-1
Panel

Viewer = Show or hide the Viewer panel. Ctrl-2
Panel

Inspect/Edit [#] Show or hide the Inspect/Edit panel. Ctrl-3
Panel

Status Bar [ Show or hide the status bar. Ctrl4
Floating A Bring to the front one of the listed floating (undocked) windows, if

available. Disabled if all viewer panels are docked.

Using the Tools Menu

Keyboard shortcut: Alt+T
See also "Keyboard Shortcuts (Hot Keys)" on page 89.

Options on the Tools Menu

Option Sub-menu Icon Resource Shortcut
Local Configure g  Add, copy, edit, or delete Network Tools. Alt-C
Commands
Results Z1 Display the Tool Results dialog box. Ctrl+Shift-
R

Nslookup Resolve an IP address to a host name.
Ping () Determine whether an IP address is online.

Portinfo h=R List the default protocol usage for a specified port number
(for example, WWW, FTP, SMTP).

Traceroute L] Show the path to an IP address.

WebSearch @, Use Google to search the web for event-related keywords.
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Options on the Tools Menu, continued

Option Sub-menu Icon Resource Shortcut
Whois &) Find the registered owner of a given domain name.
Network ’2;? Launch the Network Model wizard. See "Populating the
Model Network Model Using the Wizard" on page 133.
Use Case Launch the Use Case wizard. Refer to the specific use
case document or instructions. See also "Use Cases" on
page 39.
Send Logs E- Launch the Send Logs wizard. See "Send Logs" on
page 1055.

Using the System Menu

Keyboard shortcut: Alt+S
See also "Keyboard Shortcuts (Hot Keys)" on page 89.
Options on the System Menu

Option Icon Resource

Scheduled ()  Open the Job Scheduler. For more information, see "Job Scheduler" on page 1010.
Jobs

Categorize Select a non ArcSight event in the grid, then select System > Categorize Event
Event menu option to apply a category.

Using the Help Menu

Keyboard shortcut: Alt+H
See also "Keyboard Shortcuts (Hot Keys)" on page 89.

Options on the Help Menu
Option Icon Resource Shortcut
Browse Open the index page of the embedded ESM documentation set in F1
Documentation HTML.

What’s New @ Open the Console Online Help’s “What’s New” topic.
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Options on the Help Menu, continued
Option Icon Resource Shortcut

Console Guide @ Open the Console Online Help’s landing page with links to major

topics.
Software Q Open a browser window that displays the Software Support home
Support Online page, so you can sign in and access the case manager, downloads,

communities, and other features.

About Show your ArcSight installation's legal notices and version information.

Using Right-Click Context Menus

Right-click context menus appear throughout the Console. This section describes
common options available from right-click menus in different contexts. Context menus in
different resources can offer other options specific to that resource. To understand all the
options available for a particular resource, see the topic related to that resource.

The Navigator panel presents individual resources and groups that help organize them.
Here are the common options available from the right-click context menus in the
Navigator panel. Not all options are available in all contexts; those that are not available
will appear in grey text. The details of many of these options, such as creating a new
resource, are described in the topics dedicated to that resource.

Common Right-Click Menu Options on the Navigator Panel

Option Applies to Description
New Resources Open the editor for the selected resource to allow you to create a new
<Resource> one.
Edit Resources Open the editor for the selected resource to allow you to edit an
<Resource> existing one.
Delete Resources Initiate a delete sequence for the selected resource. A confirmation
<Resource> step is required before the resource is permanently deleted.
Addto Active Channels, Add the selected resource to the Favorites list.
Favorites Actors, Assets,

Cases,

Connectors,

Customers,

Locations,

Networks,

Vulnerabilities
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Common Right-Click Menu Options on the Navigator Panel, continued

Option

Findin
Resource
Tree

Remove from
<Recent or
Favorites>

o ArcSight
Investigate

o ArcSight
Investigate
(Multiple
Fields)

Integration
Commands

Add to
Package

Show
<Resource>

Debug Event
Priority

Graph View

New Group

Edit Group

Delete Group

Micro Focus ESM (7.2 Service Pack 1)

Applies to

Resources in
Recents and
Favorites

Resources in
Recents and
Favorites

Event Channels
Enabled if ESM is

configured to
connect to an
ArcSight
Investigate
deployment.

Resources and
Channels

Resources

Resources

Event Channels

Resources

Groups and
Resources

Groups and
Resources

Groups and
Resources

Description

From the Recents or Favorites list, locate and select the resource in
the resource navigator panel.

Remove the resource from the Recents or Favorites list.

o Execute a search on ArcSight Investigate for the selected value.

« Execute a search on ArcSight Investigate for values of up to five
fields.

See "Running ArcSight Investigate Searches" on page 294.

From Console, link to other ArcSight applications and tools. For more
information, see "Integration Commands " on page 666.

Add the selected resource to an existing package. For more about
packages, see "Managing Packages" on page 733.

Display results gathered by the resource in the Viewer panel.

Display an event’s priority information, which includes scores for
severity, relevance, model confidence, and asset criticality. For more
information, see "Priority Calculations and Ratings" on page 1026.

Display a graphical view of the resource in relation to other associated
resources. For more about resource graphs, see "Visualizing
Resources" on page 717.

Add a new group. The group’s attributes are defined in the Inspect/Edit
panel.

Edit an existing group through the Inspect/Edit panel. You can edit a
variety of group attributes such as the name, description, owner, and
so on. Available in all resources.

Delete a group.
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Common Right-Click Menu Options on the Navigator Panel, continued

Option

Rename

Edit Access
Control

Show Invalid
Reason

Validate
<group or
resource>

Lock <group
or resource>

Unlock
<group or
resource>

Set
deprecated
flag

Remove
deprecated
flag

Refresh

Knowledge
Base

Micro Focus ESM (7.2 Service Pack 1)

Applies to

Groups and
Resources

Groups and
Resources

Groups and
Resources

Groups and
Resources

Groups and
Resources

Groups and
Resources

Groups and
Resources

Groups and
Resources

All

Groups and
Resources

Description

Change a group’s or single resource’s name directly on the Navigator
pane without going through the group’s Inspect/Edit panel.

Caution: Be careful about renaming a resource which has, or which
will eventually have, dependent resources. Once you change the
name, don’t re-use the old name for a new resource of the same type
because the dependent resources may continue to refer to the new
resource with the old name. An example of a dependent relationship is
of a trend with queries that depend on that trend.

Launch the Access Control Editor. For more about the Access Control
Editor, see "Editing Access Control Lists (ACLs)" on page 107.

For a group or resource shown as invalid (improperly constructed),
display the explanation for the invalidity.

Validate the group or resource that is shown to be invalid because the
group or resource was not constructed properly. For more information,
see "Validating Resources" on page 721.

Prevent a group or resource from being edited by users other than the
creator of the information.

Allow edits to the group or resource.

Set the Deprecated check box on the group or resource’s Attributes tab
as seen in the Inspect/Edit panel.

Remove flag (clear the Deprecated check box) from a previously-
deprecated group or resource.

Updates the Console with the latest changes.

« Show Article-Display the associated Knowledge Base article for
the resource or group. The associated article is displayed in the
Viewer panel.

« Associate With-Select a Knowledge Base article from the
Knowledge Base Article Selector to be associated with the resource
or group.

« Association Help-Display the Help window for associating a
resource with a knowledge base article.

For more information about knowledge bases, see "Knowledge Base
Authoring" on page 701.
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Common Right-Click Menu Options on the Navigator Panel, continued

Option

Reference
Pages

Print
<resource>
Tree

Create
Channel with
filter

Show Assets

Vulnerability
Assets
Report

Help

Applies to

Groups and
Resources;
certain events

Customers,
Connectors,
Rules,
Vulnerabilities

Locations,
Vulnerabilities

Vulnerabilities

Groups and
Resources

Description

Display pointers to additional reference information, if such information
is available for the group or resource. For more information, see
"Reference Pages" on page 1035.

Print a selected resource’s tree view. For more about using this printing
feature, see "Printing Navigation Tree Views of Resources" on
page 93.

Create a channel of the selected resource. When used with a rule
(standard rule only), the channel shows audit events generated for that
rule. If the channel is empty, this means the rule has not triggered.

Displays assets with the selected location or vulnerability

Creates a report of assets with vulnerabilities

Launch Console Help topic for the selected resource.

Using the Advanced Selector While Editing
Resources

Some resources need a resource attribute. For example, a query viewer needs a query
to get data from the database. The Advanced Selector button on the Edit panel of some
resources provides options to search for, then select a resource.

Query Yiewer Editor : New Query Yiewer

Attributes | Fields
= Query Viewer

#* Query

Motes

MyQuery
Select a Query

o[ 2

N

]

Clicking the button displays the Advanced Selector dialog.

Search is enabled by default.

1. If you know the resource by name, enter as many characters in the text field to match
the resource name. Then click the search button:

The Search Result(s) panel displays matching resources, if found.
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Advanced Selector M

Options
@ Search (7) Add Resource By ID
il

3 Result=s for query %, Index updated at May &, 2016 2;35:09 PM POT

Search Result(s)

Type Mame [1.] LRI

E5] query Case Audit Events-J /Al Queries/Personal Queriesfad... | -
]% Query JQ_onAssetal (Al Queries/Personal Queries/ad. ..

]% Query J_Q_Asset (Al QueriesPersonal Queries/ad. .. Al

Add

Selected Resources

a. Inthe Search Result(s) panel, select the resource you want to add and click Add
to display itin the Selected Resources panel.

b. Click OK to add the resource as an attribute.

2. If you know the resource ID, click:
(@ Add Resource By ID

a. Enterthe resource ID in the text field and press [Enter]. The Search Results
panel displays matching resources, if found.

b. Inthe Search Result panel, select the resource you want to add and click Add to
display itin the Selected Resources panel.

c. Click OK to add the resource as an attribute in the Edit panel.

Keyboard Shortcuts (Hot Keys)

You can accomplish many actions in the Console by using the default keyboard
shortcuts or hot keys, instead of menus and mouse navigation. The standard keyboard
shortcuts and their associated actions is listed in the table below.

Tip: You can view the default keyboard shortcut schemas and set up custom
shortcuts on the Hot Key tab in the Console Preferences dialog (Console menu
option Edit > Preferences, click Manage Hot Keys). For information on how to view
or configure Console keyboard shortcuts, see "Managing Hot Keys" on page 57.
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Keyboard Shortcuts
Keyboard
Task Shortcut  Description
Annotate  Ctrl-T Select one or more events in any grid view, and use Ctrl-T keyboard command
events (as an alternative to the right-click Annotate Events menu option). See

"Annotating an Event" on page 297.

Mark Ctrl-R Select one or more events in any grid view, and use Ctrl-R keyboard command
events (as an alternative to right-click Mark as reviewed menu option). See

reviewed "Collaborating on Events (Event Annotation)" on page 296.

Copy Ctrl-C See "Using the Edit Menu" on page 81

Cut Ctrl-X See "Using the Edit Menu" on page 81

Delete Delete key See "Using the Edit Menu" on page 81

Find Ctrl-F See "Using the Edit Menu" on page 81
Openthe Alt-E See "Using the Edit Menu" on page 81
Edit menu

Paste Ctrl-V See "Using the Edit Menu" on page 81
Redo Ctrl-Y Re-do any text edit operation.

Select All  Ctrl-A See "Using the Edit Menu" on page 81
Undo Ctrl-Z Undo any text edit operation.

Exit/shut  Alt-F4 See "Using the File Menu" on page 80
down the

Console

Openthe Alt-F See "Using the File Menu" on page 80
File menu

Openthe Alt-V See "Using the View Menu" on page 81
View

menu

Openthe Alt-W See "Using the Window Menu" on page 83
Window

menu

Openthe Alt-T See "Using the Tools Menu" on page 83
Tools

menu
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Keyboard Shortcuts, continued

Keyboard
Task Shortcut  Description
Openthe Alt-S See "Using the System Menu" on page 84
System
menu
Openthe Alt-H See "Using the Help Menu" on page 84
Help
menu
Openthe F1 See "Using the Help Menu" on page 84
Help
directly

Creating Shortcuts for Resources

For most resources, the Navigator panel contains a Shortcuts option above the
resource tree. If you click this option, the top panel expands to display Recents and
Favorites.

« Recents is a container for the most recent resources you viewed on the Edit panel.
ESM automatically populates this list.

« Favorites is a container of your own list of frequently-used resources . You maintain
this list.

The Recents and Favorites features are not available for:

« Saved Searches and Search Filters, which are maintained and used in the ArcSight
Command Center

« Notifications, which are not resources but groupings of user destinations for
notifications

Showing Recently Viewed Resources

The Recents listis automatically populated and updated as you open a resource's Edit
panel. The list displays the last 10 you viewed. This list is persisted through all your
Console sessions. You can manually remove an item from the list.

To use the Recents options:

1. Click Shortcut.
2. Right-click a Recents entry and select an option:
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Option Description
Edit [Resource] The resource's Edit panel opens.

Delete A prompt appears, confirming the deletion. If you confirm, the resource is deleted from
[Resource] the resource navigator.

Addto Package The Package selector appears. See "Adding Resources from the Resource Navigator"
on page 738 for more details.

Find in Resource Console expands the resource group in the resource tree Navigator and highlights the
Tree resource.

Remove from The selected resource is removed from the Recents list.
Recents

Adding Resources to the Favorites List

Maintaining a Favorites list saves you from expanding nested resource groups to
access resources that you use frequently.

You can add up to 10 resources to the Favorites list, one resource at a time. The
resources can belong to any resource group as long as they are of the same resource
type. For example, 10 active channels you add to the Favorites list can come from any
active channel group. This listis persisted through all your Console sessions.

1. On the Navigator's resource tree, click Shortcuts.
2. Right-click the resource and select Add to Favorites.

To use the Favorites options:

1. Click Shortcuts.
2. Right-click a Favorites entry and select an option:

Option Description
Edit [resource The resource's Edit panel opens.
name]

Delete [resource A prompt appears, confirming the deletion. If you confirm, the resource is deleted from
name] the resource navigator.

AddtoPackage The Package selector appears. See "Adding Resources from the Resource Navigator”
on page 738 for more details.

Find in Resource Console expands the resource group in the resource tree Navigator and highlights the
Tree resource.

Remove from The selected resource is removed from the Favorites list.
Favorites
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Printing from the Console

You can print Navigator trees for all resources. You can print resource definitions for
rules, filters, and cases, as well as conditions from the "Common Conditions Editor
(CCE)" on page 890 (for all resources with filters). You can print from all grid or channel
views.

Tip: You have the option to display a Print Preview dialog before you send your job
to the printer. Enable the Print Preview dialog through the Console’s Preferences >
Global Options menu. See "Changing Global Options" on page 48 for details.

Printing Navigation Tree Views of Resources

To print the Navigation tree for a resource:

1. In the Navigator, choose the resource you want to print.

2. Click items in the tree to expand or collapse folders in the tree depending on what
you want to see in the printout.

Tip: A printout of the Navigation tree for a resource will show the tree exactly as
itis displayed on the Console. Folders that are expanded or collapsed on the
Console will show the same way in the printout. To print the tree showing the
items contained in a particular folder, expand the folder in the Navigation tree
before selecting the Print option.

3. Right-click any element in the Navigation tree for that resource and choose Print
<ResourceName> Tree. (For example, Print Rule Tree.) Regardless of which item
you select to access the right-click menu, the whole tree prints.

4. The system displays a print preview that matches the resource's tree view on the
Navigator panel.

5. Click Print to bring up a standard Print dialog, and set these properties (destination
printer, page layout to use, and so on).

6. Click OK to print.

Printing Resource Definitions

You can print resource definitions for rules, filters, and cases. You can print a resource
definition from the Navigator tree or from within the resource editor.
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To print a resource definition:

1. In the Navigator, choose the type of resource you want to print.

2. Right-click an instance of that resource (a rule, filter, or case), and choose Print
<ResourceName> Definition (for example, Print Rule Definition).

Or

Double-click a resource to open its editor in the Inspect/Edit panel, then right-click
the topmost tab in the editor and choose Print <ResourceName> Definition.

The system displays a print preview such as the preview of a Rules definition.

Tip: From the Print Preview of a resource definition, you can export the
displayed information into an HTML file or send the preview directly to a printer.

3. Click Print to bring up a standard Print dialog, and set these properties (which
printer, page layout, and so on).

4. Click OK to print.

To save the print preview as HTML.:

1. On the Print Preview dialog, click the Export to tool button.
2. In the file browser, navigate to the location where you want to save the HTML file.

3. Enter a name for the file in the File Name field. The File Type is Web Page (*.html)
by default.

4. Click Save.

Printing Grid Views

Active channels and active lists are examples of grid views.

To print items from a grid view:

1. Select one or more items in the grid. To select multiple, adjacent items, use the Shift
key and mouse click, or click and drag. To select non-adjacent items, use the Alt
key in combination with mouse clicks.

2. Right-click and choose Print Selected Rows.
The system displays a preview of the printout.
Note: The format of a grid view printout is determined by the number of columns
in the table and the configuration of the Column Flip Limit, which is set in the

Console Preferences dialog. For more information, see "Using Column Flip
Limit to Format Grid View Printouts " on the next page.
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3. Click Print to open the Print dialog, and set these properties (which printer, page
layout, and so on).
4. Click OKto print.

Printing Conditions Tree Summary

You can print Conditions for any resource with filters.

Open the resource in the Editor.

Click the Conditions tab.

Right-click anywhere on the Edit tab in the Common Conditions Editor (CCE).
Select Print Conditions Tree and Summary from the context menu.

The system displays a preview of the printout. For example, here is a Print Preview
of the filter for a rule.

B wnh =

= Print Preview [z,
B @it | 4 4 page[ 1 Jof1 b b (G 100% @ mom|@
[ ArcSight Console o . eenle
% Everit conditions
£ {} RuesEngineWamingEvent
= & Anp

@ Device Event Category = [Fuls[Waming(Loop [ignore case]

2 t Type = arcsight_security _manager [ignone case]
e

{ Dewice Event Category = /Fule/Warning/Loop [ignore case] BHD Type = Base AHD Rgent
Type = arcsight_securicy smanager [ignore case] )

5. Click Print to bring up a standard Print dialog, and set these properties (destination
printer, page layout to use, and so on).

6. Click OK to print.

Using Column Flip Limit to Format Grid View
Printouts

For printing tables from Grid Views (channels, lists, and so forth), you can configure the
Column Flip Limit in the Console Preferences.

Choose Edit > Preferences, and click Grid View Options. The defaultis 10 columns.
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For printing tables from Grid Views (channels, lists, and so forth), you can configure the

Column Flip Limit. (Choose Edit > Preferences and click Grid View Options.) A grid

wview will print as a table or with details per row, depending on the number of columns it
(— has and how the Column Flip Limit is configured.

ﬂ Display and Events Preferences
£ Display
Passwaord Font Tahoma, Plain, 11
¢ Color text by priceity in grid B8
Color text by filter in grid [l
DI e = Events
%, Pause the current channel on event selection ]
= = Do not prompt on verifying rule channel’s timestamp changed H
Giobal Options Do not prompt on channel restart ]
Check avalable database partitions on Active Channel start ]
El Print
o
- D Comn Flip Limit 10
@ Filter Coloring Preferences
Date & Time You have na colors assigned to filters.
)
Latitude &iLongitude | Grid View Activelist Options
@ You have no selected default activelists
Event Graph
=
Notifications.
Manage Hotkeys
(Lo ] (Lconcel ] (Lemtr ]

Grid views with the same or fewer columns than the Column Flip Limit print as a table,
the same as that shown in the Ul on the Console grid view.

Grid views with the same or fewer columns than the Column Flip Limit print
as tables, in the same format shown in the UT on the Consale grid views.

B @eree. | 0 4page| 1 bz e W@ won @ e mE

zcemt — .ln]ct i 'I'i:vl.- [

14 D I'"::'sl{

215 Monder 20)

15350 Eyent  15:35:00 FROO0ZE0345 Base TN O0E W W 3 Pectight 'Warming
QFsT PST

14 D 14 D
2015 Monder 2015

e R o SOU00ZO034G Base A . 3 Mcsight Waming |
opsT psT
14 Dee 14 Det
-
P 2015 Hockor 2015 SOODOZBOIAT Base 8 i e o 3 Aectight Waming 1

15:35:0 Event  15:35000
Lyt ’WNJMMWMW

Wi

Grid views with more columns than the Column Flip Limit print details per-row ratherin a
normal table like that shown on the Console grid view.

Micro Focus ESM (7.2 Service Pack 1) Page 96 of 1109



ArcSight Console User's Guide
Chapter 2: Working in the Console

Grid views with more columns than the Column Flip Limit print as detail per row. The
bracketed section shown here represents the first row of this table.

B @it | 4 4 Page| 1 [of4 » M [EL100% A B mE

[ ArtBight Comvole .M. 0%, |

S
End Time 14 Dec 2015 15:35:00 P5T
Namea Manitor Event
Device Receipt Time 14 Dec 200115 15:35:00 PST
Event ID S0000280346
O— e e
Target Address e R Tl
Priceity 3
Device Verdar ArcSight
Device Sevenky W T
Agoregated Event Count 1
Device Product ArcSight

L L e Tl g B o mh = aa T o s N e

Instructions for setting the Column Flip Limit for grid views is also summarized in
"Setting Grid Options for the Viewer Panel" on page 51.

Saving and Sending Settings

Purpose: The File Save and Save As options allow you to save Console settings (.ast
files) locally. You can also save and load your own personal settings from the ArcSight
Manager by using the File Save to Manager and File Load from Manager options. That
way, for example, you can quickly restore Console settings when you move to an
Console running on a different computer.

Where: File menu

To save your settings to a file:

The Console saves your settings in the file you specified, on the local computer. Later,
you can restore those settings to return the Console to that configuration, using the
File>Open command.

1. Choose File > Save or File > Save As.
2. Inthe Save dialog box, navigate to a directory and enter a file name.
3. Click Save.

To save afile to the ArcSight Manager:

Choose File > Save to Manager.
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Your Console settings are saved to a file (based on your login user name with the .ast
extension) and maintained by the ArcSight Manager.

To reload a file from the ArcSight Manager:

On the File menu, choose Load from Manager. The Console loads the saved settings
(.ast) file and asks whether you want to apply them to your current session. If you say
Yes, the Console restarts and refreshes the display.

To send a file by e-mail:

1. Choose File > Send To.
2. Inthe Send To dialog box, enter the E-mail Address and click OK.

Error and Warning Messages

Certain error messages, warnings, and notifications appear in a small dialog. To capture
the error message and supporting data, click the Copy button or check Copy message
to system clipboard to copy the entire message to the Clipboard. You can then paste
the error message in text fields in the Console, into the body of an e-mail message, or
other applications.
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Managing User Groups

ESM user groups are designed to contain users with a common set of roles (see the
topic, "User Roles," in ESM 107) and permissions. ESM provides the following user
groups:

ESM User Group Types

Group Description

Administrators Associated with the administrator role with all privileges and permissions, including
changing other groups' privileges and permissions

Custom User  Minimum privileges and permissions, but administrator can modify.
Groups

Default User  Further subdivided into subgroups that map to roles in the enterprise's security operations
Groups center (SOC). Each subgroup has a predefined set of privileges but administrator can
modify.

« Analyzer Administrators. Associated with the author role. Responsible for creating ESM
content.

« Operators. Associated with the operator role. Use content created by authors to monitor
security-related activities. Handle and resolve cases as assigned.

« Operators/Analyst. Associated with the business user role.

Tip: If you belong to the Administrators group, you can view all groups and their
associated permissions. Right-click a group and choose Edit ACL to open the ACL
Editor for that group. Refer to "Managing Permissions" on page 107.

Where: Navigator > Resources > Users

To create user groups:
Caution: Do not exceed more than 10,000 resources in a group.

1. Right-click a group and select New Group.
A name text field appears under the group you selected.
2. In the name text field, enter a name.

3. Press Enter.
4. Optional: To add information in the Notes tab, refer to "Using Notes" on page 78.
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To rename user groups:

1. Right-click a group and choose Rename.
2. In the name text field, rename the group.
3. Press Enter.

To edit user groups:

1. Right-click a group and choose Edit Group.
2. In the Group Editor, edit the Name and Description text fields.
3. Click OK.

To move or link (copy) user groups:

Note: To copy multiple resources at once, use Copy and Paste. You can drag and
drop only one resource at a time.

1. Navigate to a group and drag and drop it into another group.

2. Choose Move to move the group or Link to create a copy of the group that is linked
to the original group.

If you choose Link, you create a copy of the group that is linked to the original group.
Therefore, if you edit a linked group, whether it is the original or the copy, all links
are edited as well. When deleting linked groups, you can either delete the selected
group or all linked groups.

To delete user groups:

If you delete a group, the users within that group are also deleted, unless they are also
contained by other groups.

1. Right-click a group and choose Delete Group.
2. Inthe dialog box, click Yes.

To set Console startup views:

You can define the set of active channel and dashboard resource groups that members
of a given ArcSight user group see by default when they first log in. This includes both
ArcSight Console and Command Center users. These channels and dashboards are
initial defaults only: when users begin changing the content of the Viewer panel, the
ArcSight Console and Command Center follow their normal behavior of remembering
the most recent state.

The default active channels and dashboards you select for user groups are listed in the
User Group Editor on the Startup Views tab.
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1. Right-click a user group and choose Edit Group.

2. Inthe User Group Editor, click the Startup Views tab, then the Active Channels or
Dashboards tabs.

3. In either resource tab, click Add to open a resource selector dialog box.

4. Navigate to and select the appropriate active channels or dashboards to set as
users' start-up resources, and click OK. Repeat this step to add more resources.

5. Click Refresh to update the current list of resources, or click Remove to take a
selected resource off the list. Click Edit to change a selected resource in its own
editor.

6. Click Apply to make changes and leave the editor open, or click OK to apply your
changes and close the editor.

The following topics include configuration instructions related to user groups:

"Managing Permissions" on page 107

"Managing Notifications" on page 216

"Managing Notification Destinations" on page 219
« "Creating or Editing a User" on the next page

Managing Users

You manage numbers of users by organizing them into groups based on roles or other
logical groupings, setting their permissions and passwords, and enabling or disabling
their login functionality. Permissions to access specific resources (for example, to create
rules or reports) are granted to specific groups by editing the access control lists (ACLSs)
for those groups.

When users log in, they are allowed to perform any operations for which they are
granted permission through their membership in one or more groups.

When you create an ESM user, that person automatically receives access to a set of
resource groups. Users can store, create, edit, or delete resources within their groups
without jeopardizing other users' resources.

Note: Some system operations, for example, audit event generations, are done on
behalf of a special system user called TROOTUSER. When you are investigating
event details, you might see a user ID with this value. This user ID is valid and
intended for internal use only.

See the following topics:

» "Creating or Editing a User" on the next page
« "Resetting User Passwords" on page 104
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« "Moving or Linking a User" on page 104

» "Deactivating and Reactivating a User" on page 105

« "Deleting a User" on page 106

Creating or Editing a User

Where: Navigator > Resources > Users

Procedure

1. Locate the user group appropriate for the user's role (see "Managing User Groups"
on page 99 for the group types) .

2. Ifyou are creating a user, right-click the group for this user and choose New User.

If you are editing a user, expand the group, right-click the user, choose Edit User.
3. In the User Editor's Attributes tab, set these fields in the Login section:

Login Attributes

Fields
UserID

User
Type

Login
Enabled

Description

User name for login ID. This is a required field.

Choose a user type from the drop-down menu. This is a required field.

The currently supported user types are:

Normal User: Has full privileges to use both the ArcSight Console and Command
Center, and all tools. Only apply this user type to accounts that actually need access to
the ArcSight Manager.

Management Tool: Has only the privileges needed to run certain management tools
used in conjunction with network management products.

Forwarding Connector: Has only the privileges needed by the ForwardingConnector.

Archive Utility: Has only the privileges needed to run the archive utility. Access to
specific resources is controlled through ACLs.

Connector Installer: A specialized identity used only to add SmartConnectors to the
system.

Web User: Has privileges to use the ArcSight Command Center but not the ArcSight
Console or other tools.

Select the Login Enabled checkbox to give the user login privileges (a checkmark
indicates this feature is on).

Or leave it deselected and off (no checkmark showing) to disable logins for this user:

Note: A user account login must be enabledto allow login access to the Console.
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Login Attributes, continued
Fields Description

External  Optionally, provide an alternate, external user ID. (An external user ID might be relevant if
UserID you have user accounts from other applications feeding into user database.)

Password Enter a password for this user. This is a required field.

By default, passwords require a minimum of 6 characters, can contain a maximum of 20
characters, and can contain numbers, letters, or a combination. System administrators
can set special policies or requirements for their sites through a configuration file. For
information on password restrictions see the Administrator's Guide, chapter 2.
"Configuration," "Managing Password Configuration," "Password Character Sets."

You can modify passwords later. See "Resetting User Passwords" on the next page.

Confirm  Re-type the password to confirm it. This is a required field.

4. Setthese fields on the Attributes tab in the User section:

User Attributes
Fields Description
Last Name User's last name
First Name User's first name
Title User's job title

Department User's department

Phone User's phone number
Fax User's fax number
E-mail User's e-mail address. Use the format user@host.domain. The "@" sign and host

domain are required. E-mail addresses are not case-sensitive.

Pager User's pager number, if applicable.

Note: For phone, fax, or pager numbers, parentheses (), dashes (-), and periods
(.) are allowed. Alphabetic characters are not allowed.

Entering data in the Common and Assign sections is optional, depending on how
your environment is configured. For information about the Common and Assign
attributes sections, as well as the read-only attribute fields in Parent Groups and
Creation Information, see "Common Resource Attribute Fields" on page 728.

5. Optional: If you created commands to integrate with other applications, set the
Integration Parameters attributes for the user if applicable. Refer to "Integration
Commands " on page 666and "Setting User Login Parameters" on page 685 for
instructions.

6. Optional: To add information in the Notes tab, refer to "Using Notes" on page 78.
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A user can belong to different user groups simultaneously. Those groups can have
different sets of access rights. Users inherit privileges from their parent groups, so plan
your group assignment carefully.

To assign this same user to another group, see "Moving or Linking a User" below.

Resetting User Passwords

Purpose:

« Administrators reset user passwords directly if a user's original password has been
compromised.

« Users explicitly request they reset their own password.
Permission required: Administrator privileges

Where: Navigator > Resources > Users > user group > user

To reset passwords:

« To letusers reset their own password, right-click the user and select Reset Password.

The ArcSight Manager assigns a new random password (8 characters, including
numbers and letters) and sends it to the selected user's assigned e-mail address.

Or

« Toresetthe user's password yourself, right-click the user and select Edit User. In the
user edit panel, enter the new password and re-enter to confirm.

Caution: Sending a password by e-mail may not be secure.

Alternatively, use the following command on ArcSight Manager to reset a user’'s
password:

arcsight resetpwd
Read the following topics in the ESM Administrator's Guide:

« Managing Password Configuration
« ArcSight Commands for more details on the resetpwd command

Moving or Linking a User

A user can belong to different user groups simultaneously. Those groups can have
different sets of access rights. Users inherit privileges from their parent groups, so plan
your group assignment carefully.

After the user is created, you can assign that user to multiple groups by linking.
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Where: Navigator > Resources > Users

1. Navigate to a user and drag and drop it into another group.

2. Choose Move to move the user or Link to create a copy of the user that is linked to
the original user.

If you select Move, the resource or resource group moves to the new location. If you
select Copy, you create a separate copy of the resource or resource group that will
not be affected when the original resource or resource group is edited. If you select
Link, you create a copy that s linked to the original resource or resource group.
Therefore, if you edit a linked item, whether the original or the copy, all links are also
edited. When deleting linked items, you can either delete the selected item or all
linked items.

Deactivating and Reactivating a User

A user is deactivated for the following reasons:

The ArcSight administrator manually clears the user’s Login Enabled checkbox. The
administrator can also right-click and choose Delete User, then click the Disable
Login button instead of Delete.

The user attempted to log in and failed three times.

By default, the user can log in again if 10 minutes have passed after the previous
login failure. However, you can set the auth.auto.reenable.time to -1 so that after
reaching the failure limit, an administrator must manually re-enable the user.

See the topic "Restricting the Number of Failed Log Ins" in the ESM Administrator's
Guide.

The user has been inactive for 90 days.

If you want to change the inactive period, set the the auth.user.account.age property.
Refer to the topic, "Disabling Inactive User Accounts" in the ESM Administrator's
Guide.

Note: If you are changing any property, make sure to refer also to the topic
"Changing Properties File Settings in the ESM Administrator's Guide.

A deactivated user is denied access to ArcSight Console and ArcSight Command
Center. On the Console, the icon associated with a deactivated user appears gray and
the Login Enabled checkbox is cleared.

Tip: When a user’s login is enabled or disabled, the audit event, User updated, is
generated. However, the event does not indicate what type of update has occurred.
The Enabled or Disabled information is stored in DeviceCustomStringé field. One
way you can view this information is to add DeviceCustomStringé as a column to the
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System Events Last Hour channel.

Where: Navigator > Resources > Users

To reactivate a user:

Navigate to the deactivated user.
Right-click and select Edit User.
Click Login Enabled.

Click Apply.

The usericon’s color is restored.

hownh =

Deleting a User

Permission required:

« Administrator privileges

« Non-administrators with permission to delete users from within their own group. Refer
to "Granting or Removing User Group Permissions" on page 110 for details.

Where: Navigator > Resources > Users

1. Right-click the user and select Delete User.

Caution: A dialog confirms if you want to delete or disable the user’s login
(deactive the user but keep the user definition in the database). Deleting a user
means deleting all resources that user created: the user’s rules, lists, cases, and
so on. Click More Information for a list of these resources. If you need these
resources, copy them to another resource group before deleting the user. If you
need more time, disable the login first to prevent unauthorized access.

2. Inthe dialog box, click Delete to delete the user and the listed user's resources or
click Disable Login to disable the user.
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The tasks of managing users is largely that of managing their access to and use of
resources.

Editing Access Control Lists (ACLSs)

The user groups ACL Editor has these tabs for viewing or editing permissions on
resources, operations, user groups, events, and sortable field sets:

Resources tab - Lists all resources available to the user group with either inspect or
edit permissions; lets you add custom resources and edit permissions to those
resources.

Operations tab - Lists operations for which this user group has permissions and lets
you add and edit operations permissions. For example, a user group can have
permissions to enable or disable data monitors.

User Groups tab - Lists the user groups with either inspect or edit access to the
selected user group; and lets you add user groups.

Events tab - Lists event filters for which this group has permissions and lets you add
or remove event filter permissions. This user group is permitted to see and annotate
only events from the filters listed in the Events tab. By default, custom user groups
inherit their ACL settings for events from the parent group. If the user group has no
access to event filters, the behavior is as if the group’s specified filter in the ACL editor
were Filters/Shared/All Filters/ArcSight System/Core/No Events.

Note: To view event data in reports and query viewers, a nhon-administrator user
must have Read access to the /A1l Filters/ArcSight System group. This
permission can be set in the Resource tab of the ACL Editor. For more
information, see "Granting or Removing Resource Permissions" on the next page.

Sortable Field Sets tab - Lists sortable field sets for which this user group has
permissions.

See also "Access Control Lists" on page 813.

Caution: Always remember to have both ArcSight Console and ArcSight Command
Center users log out and log back in after you change user or resource access
permissions, so they can experience those changes.

Tip: The Resource ACL display shows relationships between users and groups, and
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how permissions are acquired for each of the user groups. Child groups inherit
permissions from parent groups. For example, consider the following scenario.

« A userlogged in as Administrator (belonging to the group /A1l
Users/Administrators) has read and write permissions by virtue of being in the
Administrators group.

« All users have read permissions because they belong to the group /A1l
Users/Default User Groups by default.

« A userlogged in as an Analyzer Administrator has both read and write
permissions because they inherit read permissions from the parent group (/All

Users/Default User Groups)and get write permissions per the Analyzer
Administrators child group.

Granting or Removing Resource Permissions

Caution: Be sure to set permissions on resources and permissions on events
appropriately for user groups.

Preventing users from viewing groups of resources does not necessarily prevent
those same users from viewing event data on those resources.

Users with permissions to view certain events (determined by event filters as
described here), can view all event fields for those particular events (in reports,
query viewers, and so forth) even if they do not have permissions on some
resources reflected in the event data.

For example, a user with no read permissions on an asset could still have
permissions to view event data related to the asset, and thereby have access to the
data contained in the event fields (such as server name, IP address) in the context of
that event.

As a best practice, keep the above in mind when granting permissions on events.
Otherwise, you might give some users a view into resource information through
event data that you did not intend for them to see.

Where: Navigator > Resources > Users > user group

To grant permissions to resources:

1. Right-click a user group and select Edit Access Control.
2. Inthe ACL Editor, select the Resources tab.

Available resources are listed based on user permissions, therefore the list of
resources will not be the same for each group.

Micro Focus ESM (7.2 Service Pack 1) Page 108 of 1109



ArcSight Console User's Guide
Chapter 4: Managing Permissions

3. Add or remove permissions on a resource for this user group as follows.

« To edit permissions on a resource shown in the current list, click the (R) read or
(W) write checkbox next to a target resource to add or remove permissions on that
resource.

A checkmark means that this user group has access to the associated resource. A
blank checkbox means this group does not have access to the resource.

« To add permissions for a resource not shown in the current list, select a resource
from the Resource drop-down menu at the top of the Resources tab and click Add.

Inspect/Edit | =
ACL Editor [Jall Users/Default User Groups/Analyzer Administrators]

Resource: [=] Filter v:

Set Permissions On...
Resources | Operations | User Groups | Events | Sortable Field Sets

The resource selector dialog for the chosen resource is displayed. Select the
resources you want to add permissions for and click OK.

The resource you added is listed as a target on the Resources tab and then you
can edit its Read/Write permissions as needed.

« Toremove a resource from the list (and remove all permissions on it for this
group), select the resource in the list and click Delete. (The Delete button is at the
bottom of the Resources tab).

4. Click OK on the User Group ACL Editor to save changes to Resources permissions.

Granting or Removing Operations
Permissions

Examples of operations are deleting cases, reading and writing fieldsets, and deploying
data monitors, among others. Default user groups available in ESM have their own set
of permissions to which they have permission, such as case deletion, and so on. Other
operations, such as data monitor deployment, require explicit granting of permissions to
user groups. See also "Controlling Who Has Permissions to Deploy Data Monitors" on
page 117.

Any new groups added under Custom User Group may not have any access to most
operations. Administrators can allow or block users for operations permissions by
setting permissions on a particular operation.

Where: Navigator > Resources > Users

1. Choose a group.
2. Right-click the user group and choose Edit Access Control.
3. Inthe ACL Editor, select the Operations tab.
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The operations for which this user group has permissions (if any) are listed.
4. Add or remove user group permissions to perform an operation as follows.

« To add permissions to perform an operation not listed, click Add.
In the Permissions Selector dialog, select the operations (expand the nodes as
required) you want to add permissions for and click OK.

The list of Operations is updated to include the one you added. Operations listed
are those this user group has permissions to perform.

- Toremove permissions to perform an operation, select the operation in the list
and click Delete. The Delete button is at the bottom of the Operations tab.

5. Click OK on the User Group ACL Editor to save changes to Operations permissions.

Granting or Removing User Group
Permissions

Where: Navigator > Resources > Users > user group

To grant permission to edit user groups:

1. Right-click the user group and select Edit Access Control.
2. Inthe ACL Editor, choose the User Groups tab.

The User Groups tab lists all user groups for which members of the selected group
have inspect (Read) or edit (Write) permissions, and lets you add/edit group
permissions.

Set Permissions On...
Resources | Operations | User Groups | Events | Sortable Field Sets

User Group st R W
JAll Users/Administrators

Tip: This is where you grant or deny members of the group you are editing
permissions to edit their own user groups. Depending on your own user
permissions, some user groups may or may not be shown, and Read/Write
checkbox options may or may not be editable.

3. Add or remove permissions on a user group as follows.

« To edit permissions on a user group shown in the current list, click the (R) read or
(W) write checkbox next to a target resource to add or remove edit permissions on
that user group.

A checkmark means that this user group can edit permissions on the associated
group. A blank checkbox means this group does not have edit permissions on it.
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Lser Group “ e | w
Al Users) administr akors

» To add permissions on a user group not shown in the current list, click Add.

| ACL Editor [fall Users/Default User Groups/Operators/Analyst]

Resource: | [&] User

Set Permissions On...
Resources | Operations | User Groups | Events | Sortable Field Sets
T

The resource selector dialog for the chosen resource is displayed. Select the
groups you want to add permissions for and click OK.
rﬁ Users Selector ﬂ1

= 77 users
= [/ shared

[T Administrators

[T [F5 <ustom User Groups

= [T [ pefault User Groups
7[5 analyzer Administratars
= [T Operators

] il st

The user group you added is now listed on the User Groups tab and then you can
edit its Read/Write permissions as needed.

Resources | Operations | User Groups | Events | Sortable Field Sets

User Group 1 R W
[all Users/Administrators
All Users/Default User Groups/Operators/analyst

« Toremove a user group from the list (and remove all edit permissions on it), select
the user group in the list and click Delete. (The Delete button is at the bottom of the
User Groups tab).

4. Click OK on the User Group ACL Editor to save changes to User Group
permissions.

To grant non-administrators permission to delete users:

By default, only administrators have permissions to delete users in a group. If you want
to grant non-Administrator users permission to delete users within their group (Group1
used in this example), first provide Write access to the group by editing access to User
Groups in the ACL Editor, as described in the previous procedure to grant permission to
edit user groups.
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After following the instructions, verify Group1's ACL Editor in the User Groups tab.
Group1 should appear on the list, as shown:

Inspect/Edit =

| ACL EdihorI [/all Users fCustom User Groups,/Group 1] I

Resource: | [&] User

Set Permissions On...
Resources | Operations | USer Groups | Events | Sortable Figl
Lser Group “t R W
fall Users/Administrators
JAll Users/Custom User Groups,/Group1

Additional settings are required. One of them is setting a server property. The other
setting is providing Write access to user Reports. This is because deleting users will
also delete the resources they created, including query viewers, reports, and so on.
Reports created by that user cannot be deleted unless delete permission for that user's
reports is also granted. The following steps provide instructions on the additional
settings.

1. Read thoroughly the ESM Administrator’'s Guide’s topic on Managing and Changing
Properties File Settings. In the server.properties file, set the following property:

user.allowmodification=true

2. Restart the Manager.

3. Log into the ArcSight Console as Administrator, and select the Users resource in
the Navigator.

4. Selectthe group for non-administrators (Group1 as an example) who will be allowed
to delete users in its own group.

5. Right-click Group1 and choose Edit Access Control to display the ACL Editor.
6. On the ACL Editor, click the Resources tab.

7. Select Report in the Resource drop-down menu, and click Add to display the
Reports Selector popup.

8. In the Selector popup, select all users under Reports/Shared/Personal/ and select
each user belonging to Group1. Click OK. All users are shown as Resources
targets.

9. Click to set Read (R) and Write (W) permissions as desired.
10. Click Apply or OK to save your changes.

Members of Group1, even if they are not administrators, can now log into the ArcSight
Console and delete users in their own group. To delete users, refer to "Deleting a User"
on page 106.
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Adding or Removing Enforced Filters

About:

Enforced filters define which events a user group can view. By default, all new groups
cannot view any events. If you view the Events tab on a new group's ACL Editor, the
filter is shown as

/A1l Filters/Arcsight System/Core/No Events

After you add filters to this tab, these filters become the user group's enforced filters that
are enforced at run time. The filters you add can be ArcSight-provided filters or filters
you created, based on individual groups’ requirements.

By default, members of the administrators group can view all events, as indicated by the
Administrators group's enforced filter: /A1l Filters/ArcSight System/Core/All
Events.

Prerequisite:

Event filters must be available before you can add them to the Events tab of the ACL
Editor for the user group. For more information about filters in general, see "Filtering
Events" on page 307. For more information about events, see "Events" on page 1002
and "Event Categorization" on page 1004.

Important notes about enforced filters:

« ESM evaluates the enforced filters with an OR operator. Evaluating events against
filters using OR becomes relevant especially if different filters are applied to a
hierarchy of user groups, or if a user is linked to multiple user groups. You should
keep these relationships in mind, to determine the ultimate set of events that a user
sees.

« An event only needs to match one of the filters, for that event to be accessible. This
means if the ACL Editor's Events tab has multiple filters, not all filters are necessarily
evaluated after the first match is found. You can consider combining multiple filters
into one filter using the MatchesFilter operator, then add that filter to the ACL Editor's
Events tab for the user group, to ensure that all filters are evaluated.

« Active channels, when launched, use the enforced filters associated with the user
who launched the channels.

« Reports and query viewers use the enforced filters to return and display data.
o Trends and data monitors use the enforced filters of the user who created these
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resources.
« Users have the ability to annotate events that match any one of their enforced filters.
Where: Navigator > Resources > Users > user group

1. Right-click the user group and select Edit Access Control.

i ﬁ Users Selector ﬁ1

= 7 Users
= [ Shared

[T Administrators

[T Custom User Groups

= [T Default User Groups
[ analyzer Administrators
= [ [ Dperators

2l ] 2nalst

2. Inthe ACL Editor, select the Events tab.
The default enforced filter is listed on the tab.

Caution: Be sure to set permissions on resources and permissions on events
appropriately for user groups.

Preventing users from viewing groups of resources does not necessarily prevent
those same users from viewing event data on those resources.

Users with permissions to view certain events (determined by event filters as
described here), can view all event fields for those particular events (in reports,
query viewers, and so forth) even if they do not have permissions on some
resources reflected in the event data.

For example, a user with no read permissions on an asset could still have
permissions to view event data related to the asset, and thereby have access to
the data contained in the event fields (such as server name, IP address) in the
context of that event.

As a best practice, keep the above in mind when granting permissions on
events. Otherwise, you might give some users a view into resource information
through event data that you did not intend for them to see.

3. Add or remove user group permissions to view events as follows.

» To add permissions to view events captured by a filter not shown in the current
list, click Add.

| ACL Editor [fall Users/Default User Groups/Operators fAnalyst]
Resource: | [Z] Filter

Set Permissions On...
Resources | Operations | User Groups | Events | Sortable Field Sets
Filter “t
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On the Filters Selector dialog, choose the filters for events that the user group can
view and click OK. For example:

r B
< Filters Selector w
= 7= Filters -

= |77 admins Filters
¥ [=] Case
M=

= [ shared
= 77 all Filters
= 7= Arcsight Administratio

Connectors

= 77 ESM
Canfiguration Changes
= |77 System Health

|7 |E| ArcSight Status Monitoring Even

[[=] AsM Events
O [=] A5M Load Overview -
4 3
| oK | | Cancel | | Help |

% 4

The list of enforced filters for the user group is updated to include the ones you
added:

| ACL Editor [fall Users/Default User Groups/Operators fAnalyst]
Resource: | [=] Filter

Set Permissions On...
Resources | Operations | User Groups | Events | Sortable Field Sets

Filter “t
Jfall FiltersfArcSight Administration/ESM/System Health/ArcSight Status Monitori. ..

Jall FiltersfArcSight SystemfCore /Mo Events

Jfall FiltersfArcSight System,Event TypesMon-ArcSight Internal Events
Jfall Filters/Personal fadmin's Filters /Case

fall Filters/Personal fadmin's Filters Hotlist

The default /No Events filter is disabled as you add enforced filters to the Events
tab.

« To remove enforced filters (event filters for this user group), select a filter in the list
and click Delete. The Delete button is at the bottom of the Events tab. You cannot

delete the default /No Events filter.
4. Click OK on the User Group ACL Editor to save changes to Operations permissions.

Permissions for Sortable Field Sets

ArcSight-provided sortable field sets are used to manage processes that come from all
resources. To minimize the impact on performance, you are provided two pre-indexed

field sets on which you can sort:
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e All Field Sets/ArcSight System/Sortable Field Sets/ Field Set Based on ARC_
E_ET Index

e All Field Sets/ArcSight System/Sortable Field Sets/ Field Set Based on ARC_
E_MRT Index

l/ﬁ.CL Editor [JAll Users/administrators] |

Resource: | g | | | Add...

et Permissians Cn.,.

rResources r Cperations r User Groups |/ Events r Sortable Field Sets
Sortable Field Set =1

JAll Field Sets)ArcSight SyskemSortable Field SetsfField Set Based On ARC_E_ET Index

16l Field Sets/ArcSight System)Sortable Field Sets/Field Set Based On ARC_E_MRT Index

These field sets are indexed for the event’s end time (ET) and Manager’s receipt time
(MRT), respectively. For additional information, see "Sortable Field Sets" on page 1062.

Sharing Resources

Purpose: To share your resources with other users by moving, copying, or linking your
resource to or into another resource's Public group.

Where: Navigator > Resources > resource or resource group

To share a resource:

1. Drag a resource, for example, a filter you created, or a resource group, and drop it
into the Public group.

2. Selectone:

Copy Create a separate copy of the resource that is not affected when the original resource is edited

Link Create a copy of the resource that is linked to the original resource. Therefore, if you edit a
linked resource, whether the original or the copy, all links are edited as well. When deleting
linked resources, you can either delete the selected resource or all linked resources.

You can also multiple-select resources with the Shift key, and drag-and-drop or
keyboard copy-and-paste, to move or link them in another group.

Note: To copy multiple resources at once, use Copy and Paste. You can drag
and drop only one resource at a time.
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Controlling Who Has Permissions to Deploy
Data Monitors

Data monitor deployment is controlled through User Access Control Lists (ACLSs).
Administrators can allow or block users for data monitor deployment permissions.

Depending on the permissions associated with the user group to which they belong,
users may or may not have options available on their ArcSight Consoles to Enable
(deploy) or disable (un-deploy) data monitors. (See also "Enabling or Disabling a Data
Monitor" on page 279.)

Administrators (all users belonging to the Administrators user group) have permissions
to deploy and undeploy data monitors.

Administrators can grant permissions to deploy or disable data monitors for other non-
Administrator through the Users resource Access Control Lists (ACLs) editor, as
described in "Granting or Removing Operations Permissions" on page 109. As with user
permissions for other resources, these are applied at a user group level. As an
administrator, you can grant all users in a given group permission to deploy data
monitors. After user groups are set up and appropriate permissions are applied to those
groups, you can add new users to appropriate groups, and change access permissions
for existing users by moving them in or out of various groups. If you want to allow or
disallow a particular user the option to deploy data monitors, move the user in or out of a
group that has that permission.

Note: About Write and Deploy permissions

Data monitor deployment is an all-or-nothing permission (it apples to all data
monitors), while read and write permissions are specific to each data monitor. So, in
some cases a user could have read-only access to one data monitor and read-write
access to another. To deploy a data monitor, a user needs both deployment
permissions and write permissions. Users with permissions to deploy data monitors
can deploy only those data monitors for which they have write permissions. (Fields
in the data monitor editor are grayed out for all users without write permission.)

To configure data monitor deployment permissions:

1. If needed, set up one or more user groups for non-administrator users to whom you
want to control permissions to deploy data monitors. For example, at the simplest
level you might have a group for analysts and operators who are allowed to deploy
data monitors and another for those you want to block from this option.
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See "Creating or Editing a User" on page 102 and "Managing User Groups" on
page 99 for information on adding, deleting, and editing users and user groups.

2. Follow the instructions provided in "Granting or Removing Operations Permissions"
on page 109 to grant or remove permission to deploy data monitors to a particular
group. As a part of these instructions, you’ll select the Users resource in the
navigator, right-click a group and choose Edit Access Control.

3. Inthe ACL Editor, click the Operations tab, and click Add.

4. On the Permissions Selector, select Deploy under Permissions\Shared\All
Permissions\ArcSight System\Data Monitor\ and click OK to save the settings
and close the dialog.

The list of Operations is updated to include deployment permissions on data
monitors.

ACL Editor [fall Users/Custom User Groups,fGroup1] |

Resource: | g Permission

Set Permissions On...
Resources | Operations | User Groups | Events | Sortable Field Sets

Type
[l Permissions/ArcSight SystemDataMonitor [Deployf

To remove the permission for this group, select the permission and click Delete.
5. Click OK on the ACL Editor to save your changes.
For information on deploying or disabling data monitors, see "Enabling or Disabling a
Data Monitor" on page 279.

For more information on administrator tasks of working with user permissions and ACLs,
see "Managing Permissions" on page 107.

How Upgrades Affect Data Monitor Deploy
Permissions

Upon installation and deployment of a different version of software (for example, version
or patch upgrades), only administrators keep permissions to deploy and disable data
monitors. Non-administrators users do not have deploy permissions on data monitors
even if they had such permissions as part of the previous configuration.

After upgrades, all users have access to already-deployed data monitors. But, initially,
non- administrator users do not have permissions to enable or disable data monitors,
nor have access to new data monitors unless an administrator enables (deploys) these.

To re-establish data monitor deployment permissions for non-administrators users after
an upgrade, administrators can reconfigure fine-grained permissions. They can re-group
users and perhaps link non-administrator users into existing or new groups with more
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permissions (like data monitor deployment), as described in "Controlling Who Has
Permissions to Deploy Data Monitors" on page 117.

Deployment Permissions on Imported Data Monitors

If a user without data monitor deploy permissions imports a data monitor that was
archived in the enabled state, the import succeeds but the data monitor is disabled. After
the import, the user does not have permissions to deploy the data monitor unless an
administrator reconfigures permissions for that user.

If a user with data monitor deploy permissions imports a data monitor that was archived
in the enabled state, the import succeeds and the data monitor keeps its enabled
(deployed) setting. After the import, this user can view the data monitor and re-set its
deployment state as needed.
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The following topics explain how to model your network and configure various aspects
of the network model (assets, locations, zones, and so on), and how to manage
customer accounts (if applicable).

ArcSight operates on a data model that enables you to build a business-oriented view of
data derived from physical information systems. These distinctions help to clearly
identify the events in your network, and provide more layers of detail to correlation.
Modeling your network and its assets is part of setup and ongoing maintenance.

( — |
Network Model Asset Model
(B Assets @ Vulnerabilities
-
[i5) Asset Ranges Locations
l}& Zones ﬁ Asset categories

@ Networks
@] Customers

The network model consists of the asset model and the network model, which,
combined, facilitate building detailed correlation criteria. All of the Network Modeling
resources, except Customers, are available as part of the Assets resource.

« The "The Network Model" below is a representation of the nodes on your network and
certain characteristics of the network itself.

« The "Asset Model" on page 127 describes attributes of the assets themselves for
different purposes.

Tip: For an overview and information about types of assets and the network model,
refer to the “Network Model” section of ESM 101.

The Network Model

The network model is a representation of the nodes on your network and certain
characteristics of the network itself.
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Before you can make an informed decision about what to do about a particular event, it
helps to know something about the event's source and destination. Is the source a
previous attacker, does it come from a hostile region of the world, or is it a trusted server
that has become the source of an attack? Does the destination host critical applications,
oris ita known server of forbidden services?

This kind of information is captured by modeling the assets on your network and
particular pertinent attributes of the network. The network model represents information
for individual assets and whole zones. For critical assets on the protected network,
network modeling captures important facts that help inform your decisions, such as:

All open ports

The operating system running on that host

Known vulnerabilities that might be exposed

Applications present
« The missions these applications support and their criticality to your operation

For less critical assets, such as a block of addresses on the Internet, it may be sufficient
to know general information about them, such as the country in which those assets
reside.

The Network Model consists of the following resources. All of these resources, except
Customers, are part of the Assets resource.

« Assets represent individual nodes on the network, such as servers, routers, and
laptops.

« Asset Ranges represent a set of network nodes addressable as a contiguous block
of IP addresses.

« Zones represent portions of the network itself that are characterized by a contiguous
block of addresses.

« Networks provide an additional distinction to differentiate between two private
address spaces with overlapping IP address ranges.

« Customers describe the internal or external cost centers or separate business units
associated with networks, if applicable to your business environment. Customer
tagging is a feature developed mainly to support Managed Security Service Provider
(MSSP) environments, although it can also be used by private organizations to
denote cost centers, internal groups, or subdivisions. The Customer designation
keeps event traffic from multiple cost centers or business units separately identified.
Think of a customer as the "owner" of an event, rather than the source or target of an
event.
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Assets

An asset is any network endpoint with an IP address, MAC address, host name, or
external ID. For network modeling purposes, an asset is any endpoint you consider
significant enough to characterize with details that make correlation and reporting more
meaningful.

Automatically-Created Assets

The system automatically creates assets to model the network nodes that host ArcSight
components (Managers, Consoles, and SmartConnectors). It also automatically creates
assets for events received from device endpoints on your network that do not already
have assets modeled in ArcSight, and, if applicable, for assets arriving from scan reports
sent by vulnerability scanners brought in by scanner SmartConnectors. This auto-asset
creation feature could require configuration, depending on the assets reporting to the
Manager.

Depending on which method you use, assets are placed in the following locations:
« Assets that are created through scanners are placed in the Resource tree under
Assets/All Assets/<Zone Group>/<Zone>.

« Assets that are auto-created by any other type of SmartConnectors are placed under
Assets/All Assets/ArcSight System Administration/Devices.

As a configuration option, you can also configure it to create assets for devices reporting
through SmartConnectors.

Auto-Created Assets for Components

The system automatically creates assets to model the network nodes that host
components. These assets do not contain vulnerability information, and are used for
system administration.

Component

ArcSight 5 An asset for the Manager is added (if needed) every time the Manager service
Manager s starts.

Consoles [ﬂ An asset is added for each Console the first time it connects with the Manager.

/;\,
~>
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Component

SmartConnectors i An asset is created for SmartConnectors only when the SmartConnector begins
reporting base events from the device it represents. A Connector can be
successfully added to the Manager, but until it starts reporting events from the
device it represents, an asset cannot be created for it in the Asset Model.

It creates assets differently for SmartConnectors in static zones and those in
dynamic zones. For more about static and dynamic zones, see "Zones" on
page 125.

For details about creating assets for SmartConnectors, see "Creating Assets for
SmartConnectors" on page 151.

Devices Discovered by a Vulnerability Scanner

The system also imports asset and vulnerability information from vulnerability scanner
reports generated by products such as Nessus, FoundStone, and ISS Internet Scanner.
Asset information is passed to the Manager via the scanner SmartConnector
appropriate for your vulnerability scanner product based on IP address, MAC address,
and host name.

Updated vulnerability information is added to existing assets with matching identifiers. If
a matching asset does not already exist, the system creates one.

The system creates assets from vulnerability scan reports differently for dynamic and
static zones. For more about dynamic and static zones, see "Zones" on page 125.

For details about how the system creates assets from vulnerability scans, see "Creating
Assets from a Vulnerability Scan Report for Dynamic Zones" on page 150.

Tip: Scanner reports list only information received through the scanner, whereas
Asset Editors include the full list of both scanner data and vulnerability mappings
stored in the system. Therefore, the Editors might show more or different information
than the information from scanner reports.

Devices Reporting Through SmartConnectors

The administrator can configure asset creation for each device that reports to that
SmartConnector based on IP address, MAC address, and host name when the Manager
receives events from SmartConnectors.

This feature makes it possible to add assets to the network model that may not be part of
a regular asset scanning report without having to create them individually. Assets
created using this method do not contain vulnerability information, although once they
are added to the network model, they can be supplemented with matching data that
arrives from a scanner report or that you add individually using the Console.
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Administrators can enable the option to create assets for network devices in the
Manager Configuration Wizard. See the topic “Running the Manager Configuration
Wizard” in the Administrator’s Guide.

The system creates assets differently for devices in static zones and those in dynamic
zones. For more about static and dynamic zones, see "Zones" on the next page.

For details about how the system creates assets for devices reporting through
SmartConnectors, see "Creating Assets for Network Devices" on page 153.

For more about how to tune asset auto creation from the Console, refer to the ArcSight
System and ArcSight Administration Standard Content Guide. For information about an
optional ArcSight Foundation, refer to the Standard Content Guide for that Foundation.
ESM documentation is available on Protect 724.

You can customize how the asset auto-creation function works by modifying settings in
the server.properties file. For addtional details, see "Creating Assets from a
Vulnerability Scan Report for Dynamic Zones" on page 150. For more about working
with properties files, see the topic “Managing and Changing Properties File Settings” in
the Administrator’'s Guide.

For an overview of the ways by which the network model can be populated with assets,
see "Populating the Network Model with Assets" on page 129.

Asset Aging and Model Confidence

Note: Only the assets belonging to the following categories are considered for
aging:
e /All Asset Categories/Site Asset Categories/Scanned/Open Ports

e /All Asset Categories/Site Asset Categories/Scanned Vulnerabilities

The asset aging function keeps track of the last time an asset was scanned, and
incrementally diminishes an asset’s model confidence in the priority formula over time to
zero if it hasn’t been scanned in more than 120 days. (You can configure the time
range.)

An asset’s age is tracked by default. You can opt to automatically disable an asset that
exceeds the configured age limit. This process is described in “Asset Aging” in the
Administrator’s Guide.

Note: Resolving zone information on disabled assets

To ensure that events get sorted properly, the system continues to resolve an asset’'s
zone information and add it to the event, even when the asset is inactive (disabled).
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To see why an asset was disabled:

1. In the Navigator panel, go to the Assets tab in the Assets tree. The disabled asset
appears with a grey icon.

2. Right-click the disabled asset and select Show Disabled Reason. The message
displayed indicates how many days it has been since the asset’s last scan.

To re-enable a disabled asset:

If an asset has been automatically disabled, you can manually re-enable it. In the
Navigator panel in the Assets tab of the Assets tree, right-click the disabled icon and
select Enable.

Asset Ranges

An assetrange is a group of network assets that use a contiguous block of IP
addresses. An asset range is useful if you have many network nodes that would be
impractical to track individually, or that may come and go from the network, such as
desktop PCs and laptops.

When a SmartConnector processes an event, the Manager, or the correlation engine, its
endpoints are identified either as a single asset or as an asset belonging to an asset
range. A reference to the asset or asset range identifier is populated in the event
schema.

Zones

Zones are ArcSight resources that represent a functional part of the network with
contiguous IP addresses, such as DMZ, VPN, wireless LAN, or DHCP.

Every asset or address range is associated with a zone. ArcSight is configured with the
standard global IP address ranges represented as zones, so if your network uses only
these public IP addresses, ArcSight can resolve them without setting up additional
zones.

Zone groups are folders in which one or more zone resource is stored. Although the
assets contained in a zone do not inherit the properties of a zone, the zone groups are
hierarchical, which means that properties assigned to a zone group apply to all the
zones contained within that group.

The following zones are standard:
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Create your own zones if you have overlapping private networks. Private networks
usually model a functional group within your network or a subnet, such as a wireless
LAN, the engineering network, the VPN, or the DMZ.

For details about using the zone editor, see "Managing Zones" on page 170.

Dynamic and Static Zones

The asset auto-creation feature (see "Asset Auto-Creation" on page 149) relies on
zones that are already in place before device discovery occurs, either in customer-
created zones, or in default zones. When you add a SmartConnector, you assign one or
more existing Networks to that Connector. All assets reported by that Connector are
then associated with that Network and the zones the Network represents.

The system differentiates dynamic and static zones to classify the represented asset
types.

Static Zones

Devices in a static zone use static (constant) IP addresses. These are devices that stay
on the network and use the same IP address for all traffic. In order to identify assets in
static zones, the assets must have either a unique IP address, a unique host name, or
both.

Dynamic Zones

Devices in a dynamic zone use dynamic addressing (such as DHCP). Dynamic zones
represent assets that come and go from the network, such as laptops. By default, the

Micro Focus ESM (7.2 Service Pack 1) Page 126 of 1109



ArcSight Console User's Guide
Chapter 5: Modeling the Network

system requires either a MAC address or a host name to identify assets in dynamic
zones. The system first looks for a MAC address; if not available, the host name is used.

Caution: Classifying Zones as Static or Dynamic
It is important that zones are classified properly as dynamic or static.

If a zone is classified as static, but hosts assets that come and go from the network,
the system may not be able to update the network model properly. For example:

» The updated network might have duplicate and disabled assets.

« Otherinformation, such as vulnerability information and open ports, might not be
updated properly.

Static Assets in Dynamic Zones

If an asset is classified as static, but belongs to a dynamic zone, the system treats the
asset as if it was in a static zone. See the description and links above for how the asset
auto-creation feature works for static zones.

Networks

Networks are ArcSight resources that are used to differentiate between zones whose IP
ranges overlap, such as when branch locations assign the same private address spaces
to resources used in other corporate locations.

The system comes configured with two standard networks: /A11 Networks/ArcSight
System/Local and /A1l Networks/ArcSight System/Core/Global. The Local network is
where you add your custom zones. Zone mappings in the Local network override the
default zone mappings provided by the Global network.

The Global network provides default zone mapping if no local networks are defined,
and automatically provides the correct addressing information to ArcSight
SmartConnectors when they are installed.

Custom networks are also used to compartmentalize Customer designations in MSSP
situations.

When you associate a customer or a location with a network in the Network Editor,
zones automatically access this information. (See "Managing Networks" on page 171.)

Asset Model

The resources that make up the asset model are part of the overall network modeling
process. The asset model resources describe attributes of the assets themselves for
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different purposes. Locations and Vulnerabilities are part of the Assets resource.

Locations

The system provides a location database that maps an IP address to the owning body
for the block of IP addresses to which it belongs. Your organization may have finer-
grained detail, such as the physical location of all of your networks or networks outside
your control, or corrections to the database that the system supplies. The Location
resource is the way you can override the default location mappings with location
information relevant to your network.

Location is an attribute you can set if the asset you are modeling resides in a
geographic location that differs from the location set by the mapping database that
associates IP addresses with location information.

Vulnerabilities

The asset vulnerabilities on your network are normally discovered and updated by
scanners. The most common manual change to a vulnerability resource is to associate it
with a Knowledge Base article. You can associate assets with vulnerabilities from either
the Vulnerabilities or Assets editors. (See "Managing Vulnerabilities" on page 164 for
information on the vulnerability editor.)

Asset Categories

Asset categories are ArcSight resources that describe the properties of an asset in terms
of how itis used. Asset categories are one of the key ways to add differentiation,
relevance, and context to the millions of events passing through your network.

Asset categories establish identity, ownership, and criticality of the assets on your
network. The root of a particular category (for example, Criticality in the group

/A1l Asset Categories/System Asset Categories/Criticality) defines the property
itself, whereas the members of the category (for example, the criticality levels very High,
High, and so on) define the possible values for that property.

You can create new asset categories as a right-click option in the navigation panel, and
associate categories with assets using the Asset Editor. Most methods for populating
the network model described in "Populating the Network Model with Assets" on the next
page include adding asset categories to your assets, asset ranges, asset groups, and
zones.
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Asset Categories Assigned to Assets, Asset Ranges, and
Asset Groups

Categories assigned to individual assets and asset ranges apply only to those
individual assets. This is the most granular level to which you can apply asset
categories. If an asset falls into an asset range, it inherits the asset categories assigned
to the asset range.

Asset Groups are a folder containing one or more Asset resources. Asset Groups are
hierarchical, so properties assigned to an Asset Group apply to all the assets in that

group.
Categories assigned to asset groups apply to all assets and asset ranges in that group.

Individual assets and asset categories within a group inherit the categories assigned to
the group, if any, in addition to the asset categories assigned to them individually.

Asset Categories Assigned to Zones

Categories assigned to zones describe the network itself, not assets within it. Use this to
categorize traffic on a network where the assets are not constant, such as a wireless or
VPN network. For example, categories might describe whether the network is wireless,
encrypted, or a VPN. You may be characterizing the network or the traffic on the network
(wireless describes the network; encrypted describes the traffic) rather than the assets.
Asset categories assigned to zones are not passed on to assets contained within that
zone.

For more about asset modeling, see the topic “Asset Model” in ESM 101. For
instructions about how to set asset categories, see the following topics:

« "Populating the Network Model with Assets" below
« "Populating the Network Model Using the Wizard" on page 133
» "Managing Asset Categories" on page 172.

Caution: Always exercise caution when deleting or changing existing asset
categories. Changing an asset category can break existing conditions that use
that category. As a best practice, create new categories in new groups.

Populating the Network Model with Assets

There are several ways to populate the network model with the assets that represent
your monitored network. Most enterprises use a combination of these methods:
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« "ArcSight Console-Based Methods" below
« "SmartConnector-" on the next page
» "ArcSight-Assisted Methods" on page 133

Caution: Do not import assets with an ampersand (&) in the name. The ArcSight
resource framework does not support that character in asset and zone names.

When importing assets using a scanner import connector, the automatically-created
asset group name is based on the new asset's zone name. If that name already
exists in the same folder, then instead of importing the asset there, as you would
expect, the connector imports the asset into either a standard System Asset Group or
a higher level custom Asset Group to prevent a folder name conflict.

Ensure that if you manually create asset range names, they do not match the Zone
names of assets that you intend to import using an asset scanner connector.

ArcSight Console-Based Methods

The Console provides two ways to populate the network model:

« Manually configuring individual network modeling resources
« Using a Network Modeling Wizard

Ji[e]

Assets
S| Asset Ranges
Asset Categories

Networks

Assets Customers

) Mol

=

| Asset Ranges B vulnerabilities

Asset Categories

Zones @ Locations

J Batch load? Yes QO Batch load? No

i

3 Allow ongoing
maintenance? MNo

q Network
Modeling Wizard

O Allow ongoing
maintenance? Yes

Individual Network
Modeling Resources

4| Console-based methods

All the tools for modeling the network are in the Console. The Network Modeling Wizard
provides a quick way to add basic assets to your Network Model at setup time.
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Manually, Using Network Modeling Resources

Set parameters for every asset using the network modeling resources (Assets, Asset
Ranges, Zones, Networks, and Customers) and asset modeling resources (Asset
Categories, Vulnerabilities, and Locations).

Use these tools in conjunction with the other batch-loading methods that only offer
limited distinctions. As long as primary identifiers, such as IP address, host name, and
MAC address, remain the same, the automatic update methods only update fields with
new information so the Network Model remains stable.

See the topic “ArcSight Network Model” in ESM 101.

In a Batch Using the Network Modeling Wizard

The Console provides a Network Modeling wizard as a set-up and configuration tool
(menu option Tools > Network Model). The Network Modeling wizard enables you to
load Assets, Asset Ranges, and Zones along with Asset Category information. If you
also add a vulnerability scanner as described in "SmartConnector-" below, the existing
assets in the model are updated with the vulnerability scan report data.

The Network Modeling Wizard is flexible. It can take output from any device type in CSV
format. The CSV file can include as many new or pre-existing asset categories as are
relevant to the devices without having to add asset category information one by one
later using the Asset Category resource in the Console. This tool is appropriate for initial
set-up and configuration, not as a method for maintaining the network model.

For more about the Network Modeling Wizard, see "Populating the Network Model
Using the Wizard" on page 133.

SmartConnector-

These methods enable batch loading and automatic ongoing maintenance. Both
methods offer limited distinctions.
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Using the Asset Model Import FlexConnector

The system offers an Asset Model Import FlexConnector that reads Asset, Location, and
Asset Category information from a CSV file, which it then sends to the Manager. New
assets are added and existing assets in the model are updated .

This method does not create asset ranges, and assumes that Zones, Networks,
customers, and locations are already created.

For more about the Asset Import FlexConnector, see the Developer's Guide for Asset
Model Import FlexConnector.

Automatically From a Vulnerability Scanner Report

Set up a scanner SmartConnector (such as FoundStone, ISS Internet Scanner, or
Nessus) to use the output of a vulnerability scan to convert device information into
Assets along with Vulnerability information, and basic Asset Categories, such as
operating system and open ports. The scanner connector that corresponds with your
vulnerability scanning product sets up a directory that to regularly scan for updated
reports. It then converts the scanner report output into internal scanner meta-events,
which the Manager converts into Assets, open port and OS Asset Categories, and
Vulnerabilities. For more about the architecture of how this works, see the topic “How
Vulnerability Scans Populate and Update the Network Model” in ESM 101.

You can also set the scanner SmartConnector to save network model data as a CSV
file, which you can then upload into the Manager using the Files resource during your
initial network model setup.

Data derived from vulnerability scanner reports does not create asset ranges, and
assumes that Zones and Networks are already created. Once scanner data is imported,
you can add Customer and Location distinctions to the assets individually. For details
about how the system adds updated vulnerability information arriving from a new
scanner report, see "Reporting on Output from Vulnerability Scanners" on page 169.
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This method is appropriate for updating and maintaining your network model.
Subsequent scans update the basic Asset, Asset Category, and Vulnerability
information without overwriting the other network modeling settings you add individually.

For more information about the scanner SmartConnector for your vulnerability scanning
product, see the SmartConnector Configuration Guide that corresponds with your
vulnerability scanning equipment.

ArcSight-Assisted Methods

ArcSight Professional Services can help you populate the Network Model from an
existing configuration database.

[=]] Assets Customers

———

(= -]

B Asset Ranges | Vulnerabilities
[= -}

E!:E Asset Categories

@ Networks @ Locations

Q Batch load? Yes

O Allow automatic maintenance? No

Configuration Database Archive

EI ArcSight assisted method

As an Archive File From an Existing Configuration Database

Many enterprise networks have third-party systems that already model the properties of
the assets on your network. With the help of ArcSight Professional Services, you can
export these network models, translate the format into the schema using an ArcSight
resource-generating utility, and import it to the Manager as a resource archive with the
help of ArcSight Professional Services.

The tools ArcSight Professional Services use can generate any type of resource, so
using this method, you can have a fully populated network model without having to do
any individual configuration.

Populating the Network Model Using the
Wizard

The Network Model wizard (menu option Tools > Network Model) makes it possible to
quickly populate the network model by batch loading asset and zone information from
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Comma Separated Values (CSV) files.

Caution: Before using the Network Model Wizard :

« Make sure you have Administrator privileges.

« Do notimport assets with an ampersand (&) in the name. The ArcSight resource
framework does not support that character in asset and zone names.

The following data can be imported into the Manager from CSV files:

« Zones define functional parts of a network, such as a wireless LAN, an engineering
network, a VPN or a DMZ. For the column types of the zones CSV file, see "Zones
CSV File Format" on page 139.

« Assets are individual nodes on the network, such as servers and routers. For the
column types of the assets CSV file, see "Assets CSV File Format" on page 141.

« Asset ranges are sets of network nodes addressable as a contiguous block of IP
addresses. They are useful when you have many network nodes that are impractical
to track individually, or that may come and go from the network, such as laptops.
Asset ranges should be a subset of the IP address ranges defined for zones. For the
column types of the asset ranges CSV file, see "Asset Ranges CSV File Format" on
page 143.

You can import combinations of input CSV files at one time using the Network Model
wizard but only one file of each type can be imported during a single import. For
example, if you only have assets to import, you can import only an assets CSV file. If
you have a zones CSV file, an assets CSV file, and an asset ranges CSV file to import,
you can import all three at once using the Network Model wizard.

Specifying CSV Column Types

Each CSV file type defines a set of required columns and optional columns. The CSV
file can contain columns that are not used by the Network Model wizard. Columns can
be in any order but the Network Model wizard requires that you specify their types so the
wizard knows how to interpret them. Specify the column type using one of the following
methods:

« Specify the column type in the header of the CSV file itself, prior to launching the
Network Model wizard. For instructions, see "Specify the Column Type Using a
Header" on the next page.

« While running the Network Model wizard, assign the appropriate column type for each
column in the Select Column Headers panel. For instructions, see "Assign the
Column Type in the Wizard" on page 136.

Columns not used by the Network Model wizard must be assigned the column type
Ignore. Only columns of type Ignore and Category URI can be repeated in the CSV file.
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For all other column types, only one instance of the column type can be assigned in the
file. If duplicate columns of a non-repeatable column type existin the CSV file, one of
the columns should be assigned the Ignore column type. In a zones CSV file for
example, if two name columns appear in the CSV file, assign one to the Name column
type and the other to the Ignore column type.

Specify the Column Type Using a Header

In this method, you specify the column type in the first row (header) of the CSV file itself
before importing the CSV file using the wizard. The column name in the header must
match the column type specified in:

« "Zones CSV File Format" on page 139
« "Assets CSV File Format" on page 141
« "Asset Ranges CSV File Format" on page 143

As shown in following sample zones CSV file, the column names in the first row match
the column types specified in "Zones CSV File Format" on page 139. The wizard
determines how to interpret each column using the column type specified in the header.

Name,Start Address,End Address,Dynamic,Category URI

DMZ Public,<Starting-IP-address>,<Ending-IP-address>,FALSE,

DMZ Corporate,<Starting-IP-address>,<Ending-IP-address>,FALSE,/All Asset
Categories/Site Asset Categories/Business Impact Analysis/Network
Domains/Email/

LAN Corporate,<Starting-IP-address>,<Ending-IP-address>,TRUE,

When this zone’s CSV file is imported into the wizard, the wizard correctly matches the
column types because you specified them in the header.

Select Column Headers for the Zone Data

Click each column heading and select the appropriate column type from the
drop-down list. Only the first 15 rows of data are displayed but all the data will
be imported. Each column must be assigned a column type.

For a description of each of the column headings, click the Help (?) button.

Mame Start Address End Address Ciynamic Category URI
DMZ Public 182.0.2.0 182.0.2 358 FALSE
OMZ Corparate  |123.81.100.0 125 51.100.255 |[FALSE Jall Asset Cateq...
LAM Corporate 202.0.1130 202.0.1123EF  [TRUE
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Specifying Multiple Categories in one Category Column

When manually creating a CSV file for importing Zones, assets or Asset Ranges, you
can specify more than one category to appear in the same category column:

Column Type - Importing Zones CSV File using Header Row:

Name,Start Address,End Address,Dynamic,Category URI,Category URI
HRZone,<Starting-IP-address>,<Ending-IP-address>,FALSE,/All Asset
Categories/ArcSight System Administration/Databases,/All Asset
Categories/ArcSight System Administration/Window Servers
ITZone,<Starting-IP-address>,<Ending-IP-address>,FALSE,/All Asset
Categories/ArcSight System Administration/Databases,/All Asset
Categories/ArcSight System Administration/Window Servers

Importing Zones CSV file without Header row is the same, except without the first line.

The above is an example of importing zones, but using multiple categories works the
same way for importing assets and asset ranges.

Assign the Column Type in the Wizard

In this method, you assign the column type in the Select Column Headers panels while
running the wizard. When the following sample zones CSV file (which does not contain
a header row) is imported, the wizard does not know how to interpret all the columns as
shown below.

DMZ Public,<Starting-IP-address>,<Ending-IP-address>,FALSE,

DMZ Corporate,<Starting-IP-address>,<Ending-IP-address>,FALSE,/All Asset
Categories/Site Asset Categories/Business Impact Analysis/Network
Domains/Email/

LAN Corporate,<Starting-IP-address>,<Ending-IP-address>,TRUE,

Select Column Headers for the Zone Data

Click each column heading and select the appropriate column type from the
drop-down list. Only the first 15 rows of data are displayed but all the data will
be imported. Each column must be assigned a column type.

For a description of each of the column headings, click the Help {?) button.

Mame { Select : Start Address | End Address Dynamic Category URI
DMZ Public Thi e (182,020 192.0.2.265 |FALSE
DMZ Corporate [This zone de,.. 195.51.100.0 (198.51.100... |FALSE fall Asset Ca...
LAM Corporate [This zone de,., [203.0.113.0  (203.0.113... [TRUE
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By default, when this sample data is imported into the wizard, the second column is
automatically assigned to the select column type butitis a description of the zone and
should be assigned the Ignore column type. To change the column type, click the title of
the column, and from the drop-down menu select the appropriate column type from the
list of options.

Select Column Headers for the Zone Data

Click each column heading and select the appropriate column type from the
drop-down list. Only the first 15 rows of data are displayed but all the data will
be imported. Each column must be assigned a column type.

For a description of each of the column headings, click the Help (?) button.

Name |Cateaor... | w | Start Address | End Address Diynamic Category URI
DMZ Public  [ignore h92.0.20 192.0.2255 |FALSE
DMZ Corporate [Mame % n93.51.100.0 |195.51.100... |FALSE jall Asset Ca...
LAM Corporate |Start Address [203.0.113.0 |203.0113. ... [TRLE
End Address
Drynamic
Category URI

Zones CSV File Format

Zones define functional parts of a network, such as a wireless LAN, private networks, or
subnets. For example, the following network areas could be identified as a zone: the
VPN, the DMZ, or an engineering network. Zones are identified with a contiguous block
of addresses.

Caution: Each zone should specify a unique range of IP addresses. The IP
addresses specified by zones should not overlap. If you import a zone that overlaps
with a zone already specified on the ArcSight Manager and the new zone has a
different name than the existing zone, the following occurs:

« The new zone is created.

o The existing zone is invalid and is displayed with the broken zone icon in the
Console.

You can define a set of zones in ESM by batch loading zone definitions from a zones
CSV file. Zones CSV files contain the columns listed in the table below. When a zones
CSV file is selected for import, by default only the first fifteen rows of data are displayed
in Select Column Headers for the Zone Data panel. However, when the data is imported
into the ArcSight Manager, all the rows are imported. For more information, see
"Increasing the Number of Displayed Rows" on page 145.
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For the wizard to determine how to process the imported data, the type of each column
must be specified. For more information, see "Specifying CSV Column Types" on
page 134.

When the Next button is clicked in the Summary of Data to Import panel, the zone data
is imported into the ArcSight Manager. The new zones are created in the /All
Zones/Site Zones group. For example, if a zone called bMzPublic was specified in the
imported zones CSV file, a new zone is created at the following URI: /A11 Zones/Site
Zones/DMZ Public. The new zones are assigned to the default network called Local.

Zone CSV File Columns

Column Required Repeatable
Type Description Column? Column? Example Value
Name A descriptive name for the zone Yes No DMZ Public

such as the purpose or
geographical location.

Start The start of the range of IP Yes No 192.0.2.0
Address  addresses that defines the zone.
End The end of the range of IP Yes No 192.0.2.24
Address addresses that defines the zone.
Dynamic Determines whether the devices No No false

defined in the zone use dynamic .

. Default is
addressing: <
alse

o true—devices inthe zone use
dynamic addressing (DHCP)

« false—devices in the zone use
static IP addressing

Category The asset category to assign to No Yes /A1l Asset
URI zone. . Categories/Site
This columncanbe . .+
NOTE: The Y\/lzard does not create repeated because a Categories/Business
new categories. For the category to zone can be Impact
be assigned, it must already exist. categorized into Analysis/Business
more than one Role/Service/Web/

asset category.

Ignore The column contains data that is No Yes This zone defines the
not used by the Network Model public subnetwork of
wizard when creating zones. For the DMZ.

example, this column could contain
a description of the zone.

An Example of a Zones CSV File

Here is an example of the Zones CSV file:
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HRZoneA, <Starting-IP-address>,<Ending-IP-address>,FALSE,/All Asset
Categories/ArcSight System Administration/Databases/

IT Zone,<Starting-IP-address>,<Ending-IP-address>,TRUE,/All Asset
Categories/ArcSight System Administration/Databases/

Zones CSV File Format

Zones define functional parts of a network, such as a wireless LAN, private networks, or
subnets. For example, the following network areas could be identified as a zone: the
VPN, the DMZ, or an engineering network. Zones are identified with a contiguous block
of addresses.

Caution: Each zone should specify a unique range of IP addresses. The IP
addresses specified by zones should not overlap. If you import a zone that overlaps
with a zone already specified on the ArcSight Manager and the new zone has a
different name than the existing zone, the following occurs:

« The new zone is created.

« The existing zone is invalid and is displayed with the broken zone icon in the
Console.

You can define a set of zones in ESM by batch loading zone definitions from a zones
CSV file. Zones CSV files contain the columns listed in the table below. When a zones
CSV file is selected for import, by default only the first fifteen rows of data are displayed
in Select Column Headers for the Zone Data panel. However, when the data is imported
into the ArcSight Manager, all the rows are imported. For more information, see
"Increasing the Number of Displayed Rows" on page 145.

For the wizard to determine how to process the imported data, the type of each column
must be specified. For more information, see "Specifying CSV Column Types" on
page 134.

When the Next button is clicked in the Summary of Data to Import panel, the zone data
is imported into the ArcSight Manager. The new zones are created in the /All
Zones/Site Zones group. For example, if a zone called bMzPublic was specified in the
imported zones CSV file, a new zone is created at the following URI: /A11 Zones/Site
Zones/DMZ Public. The new zones are assigned to the default network called Local.
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Zone CSV File Columns

Column
Type

Name

Start
Address

End
Address

Dynamic

Category
URI

Ignore

Description

A descriptive name for the zone
such as the purpose or
geographical location.

The start of the range of IP
addresses that defines the zone.

The end of the range of IP
addresses that defines the zone.

Determines whether the devices
defined in the zone use dynamic
addressing:

o true—devices in the zone use
dynamic addressing (DHCP)

« false—devices in the zone use
static IP addressing

The asset category to assign to
zone.

NOTE: The wizard does not create
new categories. For the category to

be assigned, it must already exist.

The column contains data that is
not used by the Network Model
wizard when creating zones. For

example, this column could contain

a description of the zone.

Required
Column?

Yes

Yes

Yes

No

Default is
false

No

An Example of a Zones CSV File

Here is an example of the Zones CSV file:

Repeatable
Column?

No

No

No

No

Yes

This column can be
repeated because a
zone can be
categorized into
more than one
asset category.

Yes

Example Value

DMZ Public

192.0.2.0

192.0.2.24

false

/A1l Asset
Categories/Site
Asset
Categories/Business
Impact
Analysis/Business
Role/Service/Web/

This zone defines the
public subnetwork of
the DMZ.

HRZoneA,<Starting-IP-address>,<Ending-IP-address>,FALSE,/All Asset
Categories/ArcSight System Administration/Databases/

IT Zone,<Starting-IP-address>,<Ending-IP-address>,TRUE,/All Asset
Categories/ArcSight System Administration/Databases/
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Assets CSV File Format

Assets represent individual nodes on the network, such as servers and routers. For
more information, see "The Network Model" on page 120.

You can define a set of assets in ESM by batch loading asset definitions from an Assets
CSV file. Asset CSV files contain the columns listed in the table, below.

When an assets CSV file is selected for import, by default only the first fifteen rows of
data are displayed in Select Column Headers for the Asset Data panel. However, when
the data is imported into the ArcSight Manager, all the rows are imported. For more
information, see "Increasing the Number of Displayed Rows" on page 145.

For the wizard to determine how to process the imported data, the type of each column
must be specified. For more information, see "Specifying CSV Column Types" on
page 134.

When the Next button is clicked in the Summary of Data to Import panel, the asset data
is imported into the ArcSight Manager. The new assets are created in the /A1l
Assets/Site Assets group. For example, if an asset called bMzCorpEmailServer was
specified in the imported assets CSV file, a new asset is created at the following URI:
/A1l Assets/Site Assets/DMZCorpEmailServer. When imported, the new assets are
auto-zoned. For more information, see "Auto-Zoning Imported Assets" on page 162.

Assets CSV File Columns

Column Required Repeatable

Type Description Column? Column? Example Value

Name A descriptive name for the asset. No No DMZ Corp Email
This name must be unique. It is Server 1

recommended to specify a name.
However, if a name is not
specified, a unique name is
generated using the other fields.

Host The host name of the network No No dmz_corp_emll
Name device represented by the asset.
IP Address The IP address of the network Yes No 192.0.2.0

device represented by the asset.

NOTE: If no value is specified for
this column (, , ) the asset is
created with an IP address of
0.0.0.0.
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Assets CSV File Columns, continued

Column Required Repeatable
Type Description Column? Column? Example Value
MAC The MAC address of the network No No 00-00-5E-00-53-00

Address device represented by the asset.
The MAC address is made up of
six groups of two hexadecimal
digits can be separated by colons
(:) or hyphens (-).

Static Defines if the network device is No No false
Addressing statically addressed even though

g Default is
the IP address of the assetisina
. false
dynamic zone:
« true—asset uses static IP
addressing
« false—device uses dynamic
addressing (DHCP)
For more information, see "Static
Addressing in a Dynamic Zone" on
the next page.
Category  The asset category to assign to No Yes /A1l Asset
URI network device. . Categories/Site
This column can Asset
NOTE: The yvizard does not create be repeated Categories/Business
new categories. For the category because a Impact
to be assigned, it must already network device Analysis/Network
exist. can be Domains/Email/
categorized into
more than one
asset category.
Ignore The column contains data that is No Yes This asset defines the
not used by the Network Model Corporate Email
wizard when creating assets. For Serverinthe DMZ.

example, this column could
contain a description of the asset.

An Example of an Assets CSV File

Here is an example of the Assets CSV file:

Lab Test machine,lab-111,<IP-address>,<Mac-address>,true,/All Asset
Categories/ArcSight System Administration/Consoles/,/All Asset
Categories/ArcSight System Administration/Databases/
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Static Addressing in a Dynamic Zone

Set the Static Addressing column to true if the network device is statically addressed
even though the IP address of the asset is in a dynamic zone. For example, set this
column to true, for the following conditions:

« A dynamic zone is defined with an IP range, for example: 192.0.2.0-192.0.2.12.

« A network device with an IP address such as 192.0.2.5 is statically addressed even
though it is defined in the dynamic zone.

For more about static and dynamic zones, see "Zones" on page 125.

Asset Ranges CSV File Format

Asset ranges represent sets of network nodes addressable as a contiguous block of IP
addresses. Asset ranges are useful when you have a number of network nodes that
would be impractical to track individually, or that may come and go from the network,
such as laptops. An asset range can define a group of assets that are not addressed
individually. Asset ranges should be a subset of the IP address ranges defined for
zones.

Caution: Each asset range should specify a unique range of IP addresses. The IP
addresses specified by asset ranges should not overlap. If you import an asset
range that overlaps with an asset range already specified on the ArcSight Manager
and the new asset range has a different name than the existing asset range, the
following occurs:

« The new assetrange is created.

« The existing asset range is invalid and displays with the broken asset range icon
in the Console.

You can define a set of asset ranges in ESM by batch loading asset range definitions
from an assetrange CSV file. Asset range CSV files contain the columns listed in the
table, below. When an assets CSV file is selected for import, by default only the first
fifteen rows of data are displayed in Select Column Headers for the Asset Ranges Data
panel. However, when the data is imported into the ArcSight Manager, all the rows are
imported. For more information, see "Increasing the Number of Displayed Rows" on
page 145.

For the wizard to determine how to process the imported data, the type of each column
must be specified. For more information, see "Specifying CSV Column Types" on
page 134.
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When the Next button is clicked in the Summary of Data to Import panel, the asset range
data is imported into the ArcSight Manager. The new asset ranges are created in the
/A1l Assets/Site Assets group. For example, if an asset range called bMzCorpHR was
specified in the imported asset range CSV file, a new asset range is created at the
following URI: /A1l Assets/Site Assets/DMZCorpHR.

Asset Range CSV File Columns

Column REEEE Repeatable

Type Description Column? Column? Example Value

Name A descriptive name for the asset Yes No DMZ Corp HR
range. This name must be unique.

Start The start of the range of IP Yes No 192.0.2.11

Address addresses that defines the asset
range.

End The end of the range of IP Yes No 192.0.2.20

Address addresses that defines the asset
range.

Category The asset category to assign to No Yes /A1l Asset

URI asset range. . Categories/Site

This columncanbe ;. .+
NOTE: The Yvizard does not create repeated because  ( tegories/Business
new categories. For the category to anassetrangecan 1ppact
be assigned, it must already exist. be categorized into  analysis/Data

more than one Role/HR Data/

asset category.

Ignore The column contains data that is No Yes This asset range
not used by the Network Model defines the all the
wizard when creating asset ranges. corporate human
For example, this column could resources assets.
contain a description of the asset
range.

An Example of an Asset Ranges CSV File

Here is an example of the Asset Ranges CSV file:

HRRangeA, <Starting-IP-address>,<Ending-IP-address>,/All Asset
Categories/ArcSight System Administration/Databases/

IT Range X,<Starting-IP-address>,<Ending-IP-address>,/All Asset
Categories/ArcSight System Administration/Databases/
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Increasing the Number of Displayed Rows

When the data is imported into the ArcSight Manager, all the rows are imported.
However, by default, only the first fifteen rows of data are displayed in Select Column
Headers for the <Resource Type> Data panels.

To increase the number of displayed rows, add the property
usecase.networkmodeling.maxrowfortable to the <ARCSIGHT_
HOME>/config/console.properties file and set the value of the property to a number
greater than fifteen.

Refer to the topic, "Managing and Changing Properties File Settings" in the ESM
Administrator's Guide for procedures to edit properties files properly.

Summary of Data to Import

In the Summary of Data to Import panel, a summary of the network modeling data ready
to import into the ArcSight Manager is displayed.

1. Click Next to start the import process.
A temporary Archive Resource Bundle (ARB) file with the import data is created and
the Install Packages dialog appears.

2. Toinstall the data from the temporary ARB file, click OK in the Update Packages
dialog.
The network modeling data is imported into the ArcSight Manager and the Data
Imported pane displays. In addition, the Installing Packages and the Importing
Packages dialogs appear.

3. Close the Installing Packages and Importing Packages dialogs.

Network Data Imported into ArcSight Manager

When network modeling data is imported from the network modeling data CSV files,
new resources are created in the following groups on the ArcSight Manager:

« New zones are created in the /A1l Zones/Site Zones group. For example, if a zone
called bMzpublic was specified in the imported zones CSV file, a new zone is created
at the following URI: /A1l Zones/Site Zones/DMZ Public.

The new zones are assigned to the default network called Local.

« New assets are created in the /A1l Assets/Site Assets group. For example, if an
asset called bMzCorpEmailServer was specified in the imported assets CSV file, a
new asset is created at the following URI: /A1l Assets/Site
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Assets/DMzCorpEmailServer. When imported, the new assets are auto-zoned. For
more information, see "Auto-Zoning Imported Assets" on page 162.

- New asset ranges are created in the /A1l Assets/Site Assets group. For example, if
an asset range called bMzCorpHR was specified in the imported asset range CSV file, a
new asset range is created at the following URI: /A1l Assets/Site
Assets/DMZCorpHR.

In the Data Imported dialog, click Finish to close the wizard.

Working with Assets, Locations, Zones,
Networks, Vulnerabilities, and Categories

The Assets resource provides tools for managing assets and asset ranges, and tools for
managing the other network and asset modeling features associated with assets:

« Assets ("Managing Assets" below)

« Zones ("Managing Zones" on page 170)

o Networks ("Managing Networks" on page 171)

« Asset Categories ("Managing Asset Categories" on page 172)

« Vulnerabilities ("Managing Vulnerabilities" on page 164)

« Locations ("Managing Locations" on page 173)

Networks and Zones describe characteristics of how the asset is represented in the
network itself. Locations, Vulnerabilities, and Asset Categories describe attributes of the
assets that can be used for prioritization and correlation.

You can organize any of these distinctions into groups upon which you can set up user
access controls.

You can also create a channel based on any of these distinctions to get additional
monitoring views into the events happening on your network.

Managing Assets

This topic explains how to:

o Create, edit, move, and delete assets, and how to select them in the Common
Conditions Editor. For an overview of what assets are, the resources that comprise
them, how they fit into the network model, and the ways to populate the network
model, see "The Network Model" on page 120.

« Show assets in an active channel
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Where: Navigator's Resources tab > Assets

To create or edit an asset:

Tip: In addition to creating assets manually using the Console (as described in this
topic), you can create assets using the Network Model wizard or dynamically from
scanner data.

1. Select an asset group. Expand it if you are editing an asset in that group.
2. Ifyou are creating an asset, right-click the group and choose New Asset.
If you are editing an asset, right-click the asset and choose Edit Asset.
3. Select the Attributes tab and enter or change values in the fields described below.

Asset
Attributes Description

Name The asset's friendly name. This field can default to the asset's host name or IP address.
IP The asset's |IP address, in dotted-decimal notation.

Address

MAC The unique hardware ID for the network device.

Address

Host The asset's DNS name.

Name

Location The location resource for the asset. See "Locations" on page 128.

« Select the location using the drop-down arrow. The arrow displays the Locations
resource tree.

« Alternatively, if the resource tree has too many subgroups to traverse and you know
the location by name, see "Using the Advanced Selector While Editing Resources" on
page 88.

Zone The zone resource for the asset. See "Zones" on page 1060.

« Use the drop-down arrow to select the zone. The arrow displays the Zones resource
tree.

« Alternatively, if the resource tree has too many subgroups to traverse and you know
the zone by name, use the Advanced Selector button. See "Using the Advanced
Selector While Editing Resources" on page 88.
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4. Use the other tabs in the Asset Editor as necessary to add resources:

Asset View Contents

Categories Use the Add button on this tab to select network categories with which to associate
the asset.

Alternate Use the Add button on this tab to select a second asset ID if this asset has an

Interfaces additional ID on another network. Alternate interfaces usually apply only to network

boundary devices, such as bridges, that have two MAC addresses.

Vulnerabilities Use the Add button on this tab to select certain vulnerabilities with which to associate
the asset.

Notes Use the text box and Save button on this tab to write and file additional information
concerning the asset.

For more information, see "Using Notes" on page 78
5. Click OK.

To move or copy an asset:

1. Drag and drop the asset into another group.
2. Choose one:

Move to move the asset

Copy to make a separate copy of the asset

Link to create a copy of the asset that is linked to the original asset. Changes to
either the original or linked asset changes both instances of the asset. Deletion of
either the original or linked asset deletes both instances of the asset.

To delete an asset:

Caution: Take care when deleting assets. Asset groups required for correct
operation are locked; however, depending on your permissions, it is possible to
delete the individual assets in those groups, such as the assets automatically
created to track ArcSight components.

Do not delete ArcSight System Administration assets without consulting an ArcSight
administrator.

1. Right-click an asset and choose Delete Asset.
2. Click Yes to confirm.

To show assets in a channel:

1. Right-click an asset or group of assets and choose Show Assets.
The assets are displayed in an active channel grid view.
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2. Ifapplicable, you can also show not only assets in the selected group but also all
children in the group. To do so, right-click an asset group, and choose Show Assets
Recursively.

To find an asset:

If you want to save time locating one asset in a potentially large set on the Navigator,
use resource search. See "Finding Resources" on page 707 for instructions.

Asset Auto-Creation

ESM automatically creates assets for components and, if applicable, for assets arriving
from scan reports sent by vulnerability scanners via scanner SmartConnectors.

As a configuration option, you can also configure the creation of assets for devices
reporting through SmartConnectors.

This section describes in detail how assets are automatically created from vulnerability
scan reports and, if so configured, for devices reporting through SmartConnectors.

Topics include:

« "Creating Assets from a Vulnerability Scan Report" below, including subtopics
« "Creating Assets for SmartConnectors" on page 151, including subtopics

» "Creating Assets for Network Devices" on page 153

« "Asset Names" on page 158

» "Changing the Default Naming Scheme" on page 159

Creating Assets from a Vulnerability Scan Report

Assets are created from vulnerability scan reports differently for dynamic and static
zones (for more about dynamic and static zones, see "Zones" on page 125).

Tip: Scanner reports list only information received through the scanner, whereas
Asset Editors include the full list of both scanner data and vulnerability mappings
stored in the system. So, the Editors might show more or different information than
that shown in scanner reports.

Creating Assets from a Vulnerability Scan Report for Static Zones

For assets in static zones, you need at least an IP address or a host name to create an
asset. Asset identifiers are looked up in the following order in a static zone:
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MAC address > IP address > host name

The table below describes the action taken based on available IP and host name
information.

Vulnerability Assets in Static Zones

Action taken if previous asset has
Example Action taken if no conflicts similar information

IP=203.0.113.0 Asset created Previous asset updated
hostname=myhost

IP=203.0.113.6 Asset created Previous asset updated
hostname=null

IP=null Asset created Previous asset updated
hostname=myhost

[P=null Asset not created. Either IP orhost  No action taken. Either IP or host

_ name is required. name is required.
hostname=null

Creating Assets from a Vulnerability Scan Report for Dynamic Zones

For assets in dynamic zones, assets are identified by IP address and host name and/or
MAC address. Asset identifiers are looked up in the following order in a dynamic zone
is:

MAC address > host name > |P address

By default, assets are not created in a dynamic zone if there is no host name present.
The property set by default is:

scanner-event.dynamiczone.asset.nonidentifiable.create=false

Also by default, previous assets with similar information are discarded. This ensures
that the network model is kept up to date with devices that are actively reporting events.
The default propenty is set like this:

scanner-event.dynamiczone.asset.ipconflict.preserve=false

You can configure the system to create an asset if the asset has either an IP address or
a host name, or to preserve previous assets with similar information by customizing
settings in server.properties.

If you want to change the default behavior, refer to the ESM Administrator's Guide.
Under the "Configuration Tasks" section, see the topic, "Asset Auto-Creation from
Scanners in Dynamic Zones."
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Creating Assets for SmartConnectors

ESM auto-creates assets for the ArcSight SmartConnectors connected to it. Creating
assets for SmartConnectors is affected by the following conditions:

« ESM does not create an asset if there is no Network defined for the SmartConnector.
This could happen if a SmartConnector is added incorrectly, or if an unforeseen
condition occurs, such as a database corruption. If you do not specify a Network for
the Connector during setup, ESM uses the default RFC1918 system zones.

« ESM does not create an asset unless the event is a base event: thatis, an event
generated by the device whose events the SmartConnector represents. For example,
ESM creates an asset for the SmartConnector if the event is a firewall event, but it
does not create an asset for the SmartConnector if the eventis an ArcSight internal
event, such as heartbeat events with the Manager.

« ESM does not create an asset for the SmartConnector if the Connector Asset Auto
Creation Controller filter (at /A11 Filters/ArcSight System/Asset Auto
Creation/Connector Asset Auto Creation Controller)is specially configured to
exclude traffic from assets in this zone.

If the Connector Asset Auto Creation Controller filter is configured to exclude
Connectors in a certain zone, such as a zone designated for VPN traffic that comes
and goes from the network, then ESM does not create an asset for that Connector
every time VPN traffic comes in from that Connector. This ensures that assets are not
created unnecessarily.

For more about the Asset Auto Creation Auto Controller filter and how to configure it,
refer to the Standard Content Guide — ArcSight System and ArcSight Administration. For
information about an optional ArcSight Foundation, refer to the Standard Content Guide
for that Foundation. ESM documentation is available on Protect 724.

Creating Assets for SmartConnectors in Static Zones

By default, the SmartConnector auto-create function is enabled. For static zones, ESM
needs both the IP address and host name to positively identify the SmartConnector
asset. The table below shows the action taken when base events come in from devices
involving that SmartConnector.
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SmartConnector Assets in Static Zones

Example

ip=198.51.100.0

hostname=myhost

ip=198.51.100.255

hostname=null

ip=null

Action taken if
no previous
SmartConnector

Asset created

Asset not created.
Both the IP
address and host
name are
required.

Asset not created.
Both the IP

If a SINGLE enabled SmartConnector
with the same IP address exists in the
same zone

Existing asset is relocated to the zone
assigned to the Connector. If there's an
asset with the same name in the group, the
new asset is renamed by adding ‘_#, for
example, asset_1.

Existing asset is relocated to the zone
assigned to the Connector. If there's an
asset with the same name in the group, it
gets renamed.

Asset not created. Both the IP address and
host name are required.

If multiple
previous
SmartConnectors
with the same
name exist in the
zone

No asset created.

No asset created.

No asset created.

hostname=myh
ostname=myhost address and host

name are
required.

Asset not created. Both the IP address and No asset created.

host name are required.

Asset not created.
Both the IP
address and host
name are
required.

ip=null

hostname=null

Creating Assets for SmartConnectors in Dynamic Zones

By default, the SmartConnector auto-create function is enabled. For dynamic zones, it
first looks for a MAC address, then a host name to positively identify the
SmartConnector asset. The table below shows the action taken when base events
come in involving that SmartConnector. (If multiple previous assets with the same name
exist in the zone, no asset is created.)
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SmartConnector Assets in Dynamic Zones

Example

ip=198.51.100.0
hostname=myhost

mac=00005E0053FF
ip=198.51.100.20

hostname=myhost
mac=null
ip=198.51.100.61
hostname=null
mac=00005E0053AB
ip=198.51.100.96
hostname=null
mac=null

ip=null
hostname=myhost
mac=null

ip=null

hostname=null

Action taken if no
previous
SmartConnector

Asset created.

Asset created.

Asset not created.
Both the IP address
and host name are
required.

Asset not created.
Both the IP address
and host name are
required.

Asset not created.
Both the IP address
and host name are
required.

Asset not created.
Both the IP address
and host name are

If a SINGLE enabled asset with the same IP address
exists in the same zone

Existing asset is relocated to the zone assigned to the
Connector. If there's an asset with the same name in the
group, the new asset is renamed by adding ‘_#’, for
example, asset_1.

Existing asset is relocated to the zone assigned to the
Connector. If there's an asset with the same name in the
group, it gets renamed.

Asset not created. Both the IP address and host name are
required.

Asset not created. Both the |P address and host name are
required.

Asset not created. Both the |IP address and host name are
required.

Asset not created. Both the |IP address and host name are
required.

mac=00005E0053DB required.

Creating Assets for Network Devices

By default, the Manager also auto-creates assets for the network devices that originate
the events. This feature can be configured during Manager setup using the Manager
Setup Wizard.

Creating assets for devices is affected by the following conditions:

« The Manager does not create an asset if there is no Network defined for the
SmartConnector. This could happen if a SmartConnector is added incorrectly, or if an
unforeseen condition occurs, such as a database corruption. If you do not specify a
Network for the Connector during setup, ESM uses the default RFC1918 system
zones.

« The Manager does not create an asset unless the event is a base event: that s, an
event generated by the device whose events the SmartConnector represents. For
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example, the Manager creates an asset for the device if the event is a firewall event,
but it cannot create an asset for the device if the event is an ArcSight internal event,
such as heartbeat events with the Manager.

« The Manager does not create an asset for the device if the Connector Asset Auto
Creation Controller filter (at /A1l Filters/ArcSight System/Asset Auto
Creation/Device Asset Auto Creation Controller) is specially configured to
exclude traffic from assets in this zone.

If the Connector Asset Auto Creation Controller filter is configured to exclude events
from Connectors in a certain zone, such as a zone designated for VPN traffic that
comes and goes from the network, then the Manager does not create an asset for the
device the Connector represents every time VPN traffic comes in from that Connector.
This ensures that The Manager does not create unnecessary assets.

For more about the Connector Asset Auto Creation Auto Controller filter and how to
configure it, refer to the ArcSight System and ArcSight Administration Standard Content
Guide. If you have an optional ArcSight Foundation, refer to the same guide for
information on that Foundation. ESM documentation is available on Protect 724.

Creating Assets for Network Devices in Static Zones

If you configured Manager setup to auto-creates assets for the network devices
generating assets, it takes the following actions based on IP address and host name in
static zones.

Network Device Assets in Static Zones

Action taken if no previous Asset with same information exists on any zone

Example device related to SmartConnector
IP=192.0.2.0 Asset created. Move asset to a new group. If there is already an
_ asset with the same name, the previous one is
hostname=myhost
renamed.
ip=192.0.2.255 Asset not created. Both IP Asset not created. Both IP address and host name
_ address and host name are are required.
hostname=null )
required.
ip=null Asset not created. Both IP Asset not created. Both IP address and host name
_ address and host name are are required.
hostname=myhost .
required.
ip=null Asset not created. Both IP Asset not created. Both |P address and host name
_ address and host name are are required.
hostname=null )
required.

Creating Assets for Network Devices in Dynamic Zones

If you configured Manager setup to auto-create assets for the network devices
generating assets, it takes the following actions based on IP address, host name, and
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MAC address in dynamic zones.

Note: To auto-create assets for network devices in dynamic zones, both IP address
and host names are required.

Network Device Assets in Dynamic Zones

Action taken if no previous  Asset with same information exists on any

Example device zone related to SmartConnector
ip=192.0.2.0 Asset created. Move asset to a new group. If there is already an

_ asset with the same name, the previous one is
hostname=myhost

renamed.

mac=00005E005300
ip=192.0.2.255 Asset created. Move asset to a new group. If there is already an

_ asset with the same name, the previous one is
hostname=myhost

renamed.

mac=null
ip=192.0.2.11 Asset not created. Host name  Asset not created. Host name is required.
hostname=null Is required.
mac=00005E0053AB
ip=192.0.2.30 Asset not created. Host name  Asset not created. Host name is required.
hostname=null Is required.
mac=null
ip=null Asset not created. IP address  Asset not created. |P address is required.
hostname=myhost Is required.
mac=null
ip=null Asset not created. Both IP Asset not created. Both IP address and host name

_ address and host name are are required.
hostname=null .

required.

mac=00005E00FF

Asset Auto-Creation from Scanners in Dynamic Zones

The following properties relate to how the Manager creates assets from a vulnerability
scan report for dynamic zones.

Create Asset with IP Address or Host Name

By default, the Manager does not create an assetin a dynamic zone if there is no host
name present, as described in "Creating Assets from a Vulnerability Scan Report for
Dynamic Zones" on page 150. The property set by default is:

scanner-event.dynamiczone.asset.nonidentifiable.create=false
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You can configure the Manager to create the asset as long as it has either an IP address
or a host name. In server.properties, change scanner-
event.dynamiczone.asset.nonidentifiable.create from false to true. The Manager
discards conflicts between an IP address and host name (similar IP address, but
different host name and/or MAC address).

Caution: Creating an asset if no host name is present can result in an inaccurate
asset model.

Setting scanner-event.dynamiczone.asset.nonidentifiable.create to true means
that assets are created if the asset has either an IP address or a host name.

This could lead to disabled assets or duplicated assets being created. Change this
configuration only if you are using a dynamic zone to host ostensibly static assets,
such as long-lived DHCP addresses.

When this property is set to true, the Manager takes the following actions.

Asset Creation with IP Address Only or Hosthame Only

Action taken if no Action taken if previous asset with similar
Example conflicts information
IP=198.51.100.0 Asset created. Asset created, previous asset is deleted.
hostname=myhost
mac=00005E005300
ip=198.51.100.60 Asset created. Asset created, previous asset is deleted.
hostname=myhost
mac=null
ip=198.51.100.100 Asset created. Asset created, previous asset is deleted.
hostname=null
mac=00005E0053FF
ip=198.51.100.255 Asset created. Asset created, previous asset is deleted.

hostname=null

mac=null
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Asset Creation with IP Address Only or Hostname Only, continued

Action taken if no Action taken if previous asset with similar
Example conflicts information
ip=null Asset not created.
hostname=myhost
mac=null
ip=null Asset not created.
hostname=null
mac=00005E0053AB
ip=null Asset not created.

hostname=myhost
mac=00005E005302

Preserve Previous Assets

This setting applies when the Manager creates assets from a vulnerability scan report
for dynamic zones. By default, if a previous asset with similar information already exists
in the asset model, the Manager creates a new asset and delete the old one, as
described in "Creating Assets from a Vulnerability Scan Report for Dynamic Zones" on
page 150.

If you want to preserve the previous asset rather than delete it when a scan finds a new
asset with similar information, you can configure the Manager to rename the previous
asset. In server.properties, change scanner-
event.dynamiczone.asset.ipconflict.preserve from false to true.

Caution: Preserving previous assets results in a larger asset model.

Setting event.dynamiczone.asset.ipconflict.preserve to true means that assets
are continually added to the asset model and not removed. Use this option only if
you know you must preserve all assets added to the asset model.

When you configure the Manager with
scanner-event.dynamiczone.asset.nonidentifiable.create=false and scanner-
event.dynamiczone.asset.ipconflict.preserve=true,

it takes the following actions:
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ESM Actions for Preserved Previous Assets

Example
IP=203.0.113.0
hostname=myhost
mac=00005E005300
ip=203.0.113.2
hostname=myhost
mac=null
ip=203.0.113.84
hostname=null
mac=00005E0053FF
ip=203.0.113.10
hostname=null
mac=null

ip=null
hostname=myhost
mac=null

ip=null
hostname=null
mac=00005E0053AB
ip=null
hostname='myhost'

mac=00005E005302

Asset Names

Action taken if previous asset with similar information and preserve =true

Asset created, previous asset is renamed.

Asset created, previous asset is renamed.

Asset created, previous asset is renamed.

No action taken. Either host name or MAC address is required.

Asset not created.

Asset not created.

Asset not created.

The Manager names the auto-created assets using the following templates. The
creation rules work differently depending on how the events arrive: by Connector or by
scanner; and whether they belong to a dynamic or static zone.

Asset Names from Scanner Events

By default, assets that come from scanners use the naming scheme outlined below,
depending on whether the assets came from a static or dynamic zone. This scheme
controls how asset names appear in channels and labels in the user interface.
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Asset Names from Scanner Events

Static Zone Dynamic Zone
Property scanner-event.auto- scanner-event.auto-
create.asset.name.template create.dynamiczone.asset.name.template
Value $destinationAddress - $destinationHostName

$!destinationHostName

Example 198.51.100.0 - myhost myhost

You can reconfigure this default naming scheme the server.properties file, for
example, if you want to show the host name first, or use an underscore to separate the
elements. For details, see the topics, "Advanced Configuration for Asset Auto Creation
and "Changing the Default Naming Scheme" in the ESM Administration Guide.

SmartConnector and Device Asset Names

SmartConnector and device assets are given the host name of the system that hosts
them:

name = hostname

Changing the Default Naming Scheme

By default, the Manager names assets that come from scanners using the naming
scheme outlined in "Asset Names" on the previous page.

Asset Default Names

Static Zone Dynamic Zone
Property scanner-event.auto- scanner-event.auto-
: create.asset.name.template create.dynamiczone.asset.name.template
Value: $destinationAddress - $destinationHostName

$!destinationHostName

Example 192.0.2.1-myhost myhost

You can reconfigure this default naming scheme, for example, if you want to show the
host name first, or use an underscore to separate the elements.

For example, you want the asset name for an asset in a static zone to appear this way in
the user interface:

myhost_192.0.2.1
In this case, change the default

$destinationAddress - $!destinationHostName
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to

$!destinationHostName_$destinationAddress

Selecting Assets in the Common Conditions Editor

Purpose: After assets are added to your network model, you can select them when you
are defining conditions that help you analyze the assets' role in the event being
investigated.

Where used: The Asset Selector appears where you are defining conditions for these
resources

Rule's Conditions tab
See "Adding Asset Conditions" on page 517 for an example.
Query's Conditions tab

See "Query Conditions" on page 334 for an example. The query is used in query
viewers, trends, and reports.

Filter's Filters tab

Same example as for rules.

Active Channel's Filter tab

The channel is using a filter resource containing the asset condition.

Data Monitors use conditions by referencing a filter resource.

Micro Focus ESM (7.2 Service Pack 1) Page 160 of 1109



ArcSight Console User's Guide
Chapter 5: Modeling the Network

On the Common Conditions Editor panel, add an Asset condition by clicking the Assets
on the icon menu or by right-clicking a node and selecting New "Assets" Condition.
Below is an example of how a new Assets condition is defined on the filter resource's
Filters tab:

< Inspect/Edit = B &

Inspect/Edit | ?

| [=] Filter:Hostile Scanners Activi... |

Attributes | Filter | Local Variables | Notes
ﬂ' & 11 "= @ Filters B Assets @ vulnerabilities [53 Active Lists

Edit | summary
7% Event conditions
= {} eventl
= & AND
@ Type != Correlation
@ ScannerHost.Scanner Address Is MOT NULL
@ TrustedScannerHost.Scanner Address Is MNULL

@ =m

JEvent conditions feventl fAND fAssets
Source AssetID | [ Is |NULL -

Asset Categories | pssets

= [ Asset Categories
= 77 shared
= L@ All Asset Categories
I_@ ArcSight Solutions
I_@ ArcSight Systemn Administration
I_@ Site fsset Categories

I_@ Swyskerm fsset Cakegories
Unassigned

You can select assets to add to a condition as
part of building conditions for filters, queries
for reports or query viewers, rules, and any
other resource that uses the Common
Conditions Editor. Right-click on a node in the
CCE and choose New "Assets" Condition,
or click the Assets icon on the icon bar.

W | oK || Cancel || Apply || Help |

Auto-Zoning an Asset

Purpose: To assign an asset or a group of assets into a network zone.
Where: Navigator > Assets > an asset group

» You can auto zone up to 1,000 assets at a time using the Navigator.
» You cannot use Auto Zone to move locked assets.
1. Right-click an asset or group of assets and choose Auto Zone.

2. Inthe Network Selector dialog, browse for the network that containing the zone with
an IP address range that includes the asset.

3. Select the network and click OK.
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If a matching zone with an address range that includes the selected asset can be
found in the network, the zone is assigned to the asset.

For example, a zone called bMzCorporate is defined in the Local network on the
ArcSight Manager with a starting address of 192.0.2.0 and an ending address of
192.0.2.22. If an asset called bMzCorpDatabase with an IP address of 192.0.2.11 is
selected for auto zoning in the Local network, the DMZCorporate zone is assigned
to DMZCorpDatabase asset because the IP address of the bMZCorpDatabase asset is
in the range of addresses specified in the bMzCorporate zone.

If no matching zone is found in the network, no zone is assigned.

Auto zoning can automatically occur when assets are imported using the Network
Model wizard. For more information, see "Auto-Zoning Imported Assets" below.

Auto-Zoning Imported Assets

When new assets are imported into the ArcSight Manager using the Network Model
wizard, an attempt is made to assign the assets to the appropriate zone from the default
network called Local. This process is called auto-zoning.

When the asset is imported, if a zone is found with an address range that includes the
imported asset and that zone is located in the Local network, the matching zone is
assigned to the asset. For the asset to find the matching zone, the matching zone must
either:

« Already exist on the ArcSight Manager prior to the import.

« Be imported with the asset as part of the same import process—part of the same
transaction. Zones are created before assets in the import process.

If no matching zone is found in the network, no zone is assigned.

The following example illustrates the auto-zone process. A zone called bMzCorporate is
defined in the Local network on the Manager with a starting address of 192.0.2.0 and
an ending address of 192.0.2.22. If an asset called bMzCorpDatabase with an IP address
of 192.0.2.11 is imported by the wizard, the bMzCorporate zone is assigned to
DMZCorpDatabase asset because the IP address of the DMzCorpDatabase asset is within
the range of addresses specified in the bMzCorporate zone, and the DMZCorporate zone
is located in the Local network.

Note: Only one asset with a given host name is allowed in a given zone on a
network. When two assets with the same host name are imported, and if the
Manager assigns them to the same zone in the same network, both assets are
imported but one of the assets is disabled and displays with the broken-asset icon in
the Console.
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Managing Asset Groups

Asset groups are created to store similar groups or assets in a single location. Groups
can be created within groups to meet enterprise needs. When a group is created within
a group, the new group inherits the existing group's permissions. If a group is deleted,
the assets within that group are also deleted. ArcSight provides these groups:

« Shared: this group lists assets to which the user has permission.

« Unassigned: this group lists assets not assigned to a group.

If you have Administrator access you also see another group hamed "All Assets" that
contains all asset groups and assets.

Caution: Do not exceed 10,000 assets for each asset group. This is to ensure that
automatic aging of assets works as expected. Asset aging is described in "Asset
Aging and Model Confidence" on page 124. For instructions on how to configure
asset aging, refer to the "Asset Aging" topic in the ESM Admnistrator's Guide.

To create an asset group:

1. In the Navigator panel's drop-down menu, choose Assets.

2. In the Assets resource tree, right-click a group and choose New Group. A "name"
text field appears under the group you selected.

3. In the name text field, type in a name.
4. Press Enter.

To rename an asset group:

1. In the Assets resource tree, right-click a group and choose Rename.
2. Inthe "name" text field, rename the group.

To edit an asset group:

1. In the Assets resource tree, right-click a group and choose Edit Group.
2. In the Group Editor, edit the Name and Description text fields.

To move or copy an asset group:

1. In the Assets resource tree, navigate to a group and drag and drop it into another
group.

2. Choose Move to move the group, Copy to make a separate copy of the group, or
Link to create a copy of the group that is linked to the original group.
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If you choose Copy, you create a separate copy of the group that is not affected
when the original group is edited. If you choose Link, you create a copy of the group
that is linked to the original group. Therefore, if you edit a linked group, whether the
original or the copy, all links are edited as well. When deleting linked groups, you
can either delete the selected group or all linked groups.

To delete an asset group:

1. In the Assets resource tree, right-click a group and choose Delete Group.
2. In the dialog box, click Yes.

Managing Vulnerabilities

This topic describes how to perform the authoring and management tasks for
vulnerabilities such as creating, editing, moving, and retrieving vulnerable assets.

See also "Modeling the Network" on page 120.

Note also that you can create a vulnerability channel. For more information on active
channels, see "Monitoring Active Channels" on page 224.

Where: Navigator > Resources > Assets > Vulnerabilities tab

To create a vulnerability:
1. In the Navigator panel's drop-down menu, choose Assets, then click the
Vulnerabilities tab.
2. Right-click a group and choose New Vulnerability.
3. On the Vulnerabilities Attributes tab, type in the following text fields:

Vulnerability
Attribute Description
Name The vulnerability's name (required). It can be generated by the ArcSight Manager in

response to vulnerability scanners. If so, this field is identical to the External ID field
except that the pipe (]) is replaced with a dash (-). For example, CVE | CVE-1999-200
is represented as CVE - CVE-1999-200.

Knowledge Optional: A link to a knowledge base article that further describes the vulnerability.
Base Atrticle

External ID An ID of the format <standards body>|<id>, such as CVE | CVE-1999-200.
Owners ArcSight users (analysts) who are interested in the vulnerability.
Notification ~ ArcSight users (analysts) who are notified of events involving the vulnerability.

Groups

4. On the Vulnerable Assets tab, click the Add New button, if you've defined assets
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that include this vulnerability.

Note: Refer to "Working with Vulnerable Assets" on the next page for details on
using the Vulnerable Assets tab.

To edit a vulnerability:

1. Right-click a vulnerability and choose Edit Vulnerability.
2. On the Attributes tab, type in the text fields as described above.
3. On the Vulnerable Assets tab, click the Add New button, if you've defined assets

that include this vulnerability.
To move or copy a vulnerability:

1. Drag and drop a vulnerability into another group.
2. Choose one:
« Move to move the vulnerability,
« Copy to make a separate copy of the vulnerability, or

« Link to create a copy of the vulnerability that is linked to the original vulnerability.

If you choose Copy, you create a separate copy of the vulnerability that is not
affected when the original vulnerability is edited. If you choose Link, you create a
copy of the vulnerability that is linked to the original vulnerability. Therefore, if you
edit a linked vulnerability, whether it be the original or the copy, all links are edited
as well. When deleting linked vulnerabilities, you can either delete the selected
vulnerability or all linked vulnerability copies.

To delete a vulnerability:

1. Right-click a vulnerability and choose Delete Vulnerability.
2. Inthe dialog box, click Yes.

To add a vulnerability to an asset:

1. Open a vulnerability active channel

2. Right-click a vulnerability and choose Add To Asset.

3. In the Asset Editor, click OK.

Selecting Vulnerabilities in the Common Conditions Editor

Purpose: After assets are added to your network model, you can select them while you
are defining conditions to track associated vulnerabilities.
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Where used: The Vulnerabilities selector appears when you are adding a Has

Vulnerability condition to an asset.

« Rule's Conditions tab

See "Adding Vulnerability Conditions" on page 518

« Query's Conditions tab

See "Query Conditions" on page 334 for an example. The query is used in query

viewers, trends, and reports.
« Filter's Filters tab

Same example as for rules.
« Active Channel's Filter tab

The channel is using a filter resource containing the asset condition.

Data Monitors use conditions by referencing a filter resource.

On the Common Conditions Editor (CCE) panel, add a Has Vulnerability condition on
an asset node and selecting New "Has Vulnerability" Condition:

<L Inspect/Edit =B8] % ]

Inspect/Edit

oI~k

% Query:1_Q_Asset

- Conditions | Local Variables | Notes

Field Conditions

u & 1= .Filters B assets @ Vulnerabiities .Ach’ve Lists

Edit | Summary

(% Asset conditions

= [/ vulnerabilities
[l [77 Shared
= [77 all yulnerabilities
Arachnids
Bugtrag
CERT
CWE
MCAFEE
MSKE
M55E6
ncircle
MNessus
ovaL
#-Force
Unassigned

®m [T
=20

HEE
O0O00eeE®

Working with Vulnerable Assets

This topic describes tasks associated with the vulnerability resource's Vulnerable

Assets tab.
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Where: Navigator > Resources > Assets > Vulnerabilities tab

To retrieve vulnerable assets:
1. Right-click a vulnerability and choose Edit Vulnerability.

2. Select the Vulnerable Assets tab.
If you used a vulnerability scanner, all vulnerable asset discovered by the scanner

are listed on this tab.

3. To refresh the vulnerabilities list, click the Refresh button (@).

To add an asset to a vulnerability list:

1. Right-click a vulnerability and choose Edit Vulnerability.
2. In the Vulnerability Editor, select the Vulnerable Assets tab.

3. Click the Add button (57 #dd),
4. Select an assetin the Assets Selector and click OK.

To delete an asset from a vulnerability list:

1. Right-click a vulnerability and choose Edit Vulnerability.
2. In the Vulnerability Editor, select the Vulnerable Assets tab.

3. Selectan asset and click the Delete button (I # ).
4. Inthe dialog box, click Yes.

Managing Vulnerability Groups
This topic describes the tasks involved in managing vulnerability groups.

Where: Navigator > Resources > Assets > Vulnerabilities tab

To create a vulnerability group:
1. Right-click a vulnerability group and choose New Group.
A "name" text field appears under the group you selected.
2. Inthe "name" text field, type in a name.
3. Press Enter.

To rename a vulnerability group:

1. Right-click a vulnerability group and choose Rename.
2. Inthe "name" text field, rename the group.
3. Press Enter.
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To edit a vulnerability group:

1. Right-click a vulnerability group and choose Edit Group.
2. In the Group Editor, edit the Name and Description text fields.
3. Click OK.

To move or copy a vulnerability group:

1. Navigate to a vulnerability group and drag and drop it into another group.
2. Choose:

« Move to move the group,

« Copy to make a separate copy of the group, or

« Link to create a copy of the group that is linked to the original group.

If you choose Copy, you create a separate copy of the group that is not affected
when the original group is edited. If you choose Link, you create a copy of the group
that is linked to the original group. Therefore, if you edit a linked group, whether the
original or the copy, all links are edited as well. When deleting linked groups, you
can either delete the selected group or all linked groups.

To delete a vulnerability group:

1. Right-click a vulnerability group and choose Delete Group.
2. Inthe dialog box, click Yes.

Showing Affected Assets

The Analyze in Channel options on the grid view include the ability to explore events
that potentially exploit asset vulnerabilities. You can also view an event's targeted
assets.

To show exploited vulnerabilities:

1. Selectan eventin a grid view.

2. Right-click the event and choose Analyze in Channel > Show Exploited
Vulnerabilities. Available information appears in the Vulnerabilities tab of the
relevant Asset Editor.

To show an event's targeted asset:

1. Selectan eventin a grid view.

2. Right-click the event and choose Analyze in Channel > Show Targeted Asset.
Available information appears in the Asset Editor.
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Assets are part of your network model. Refer to "Modeling the Network" on page 120 for
more information.

Reporting on Output from Vulnerability Scanners

You can review the output of asset-vulnerability scanners in active channels and in the
Vulnerabilities tab of the Asset Editor.

1. Choose the Assets resource tree in the Navigator panel.

2. Inthe Assets tab of the Assets tree, right-click an individual asset and choose
Scanner Reports. If scanner asset-vulnerability reports are available for the
selected asset, they appear in a Viewer panel grid view as an active channel.

3. You can use the standard controls described in Using Grids and Active Channels to
review the reports collectively.

4. Also in the channel view, you can double-click vulnerability scanner events to open
them in the Asset Editor, where the Vulnerabilities tab lists the vulnerability details.

For information on creating and editing assets, see "Modeling the Network" on
page 120.

You can create an active channel for selected scanner reports. For information on using
active channels, see "Monitoring Active Channels" on page 224.

Reporting on Asset Vulnerabilities

You can create reports to show which assets are vulnerable to particular vulnerabilities
or threats. ArcSight also provides Asset Reports that can be run from the Reports
resource tree in the Navigator panel. For more information, see "Using Report
Templates" on page 429.

1. In the Navigator panel's drop-down menu, choose Assets, then click the
Vulnerabilities tab.

2. In the Vulnerabilities tree, right-click a vulnerability and choose Vulnerable Assets
Report.

3. In the Report Parameters dialog box, accept the vulnerability listed in the
Vulnerability URL text field or click the Vulnerability button to run the report on
another vulnerability.

4. Choose a Report File Format from the drop-down menu and click OK.

Reports can be archived in PDF, HTML, Excel, Comma Separated Value (csv), or Rich
Text Format (rtf). The default PDF format should be used when archiving reports.
Compared to PDF reports, other reports may lose formatting information and look
different from what you expect. In addition, Excel format is more memory-intensive than
PDF.

Micro Focus ESM (7.2 Service Pack 1) Page 169 of 1109



ArcSight Console User's Guide
Chapter 5: Modeling the Network

Managing Zones

For an overview of zones and how they fit into the network model, see "Zones" on
page 125.

Shrinking or splitting zones

« The Zone Editor cannot be used to shrink a zone if there are assets that fall outside
the range of the new zone. For example, if you have a zone with an address range of
192.0.2.110192.0.2.27 and an asset in that zone with an IP address of 192.0.2.15,
you cannot change the upper end of the zone range to 192.0.2.10 but you can
changeitto 192.0.2.20.

« Forshrinking or splitting zones that might encounter such issues, we suggest using a
package export and import operation. You can export the asset resources and then
import them back in. Package import and install automatically assigns assets to
appropriate zones similar to the auto-zoning used by the Network Model Wizard. See
"Managing Packages" on page 733, "Populating the Network Model Using the
Wizard" on page 133, and "Auto-Zoning Imported Assets" on page 162.

Keeping separate zones for mixed-family IP addresses

If your network has both IPv4 and IPv6 addresses, have separate zones for IPv4 and
IPv6 addresses. When an IPv4 address is compared to an IPv6 address or used in a
mixed-family zone, the IPv4 address is handled as IPv4-mapped IPv6. If you create a
mixed-family zone, some users may find results of this mapping as unexpected. Micro
Focus therefore recommends creating zones that just contain one type of address.

Zone Attributes

Attribute  Description

Name A descriptive name for the IP address range the network zone represents (required)
Start Provide an IP address that identifies the start of the network scope.

Address

End Provide an IP address that identifies the end of the network scope.

Address
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Zone Attributes, continued
Attribute  Description

Dynamic  Click this option on or off to indicate whether this network uses dynamic addressing

Addressing « Checkmark (toggle on) this option to indicate that the network you are describing uses

dynamic addressing (Dynamic Host Configuration Protocol or DHCP server)

» Leave this option unchecked (toggle off), if the network you are describing does not use
dynamic addressing (but, rather, uses static IP addresses)

Location The location resource for this zone. See "Locations" on page 128.
« Select the location using the drop-down arrow. The arrow displays the Locations resource
tree.

« Alternatively, if the resource tree has too many subgroups to traverse and you know the
location by hame, see "Using the Advanced Selector While Editing Resources" on
page 88.

Network The network in which this zone resides.

« Select the zone using the drop-down arrow. The arrow displays the Zones resource tree.

« Alternatively, if the resource tree has too many subgroups to traverse and you know the
zone by name, see "Using the Advanced Selector While Editing Resources" on page 88.

In addition to the above zone Attributes, the Zone Editor includes subtabs for adding
Assets and Categories into the zone you are configuring.

Managing Networks

For an overview of networks and how they fit into the network model, see "Networks" on
page 127.

Network
Attribute Description

Name A descriptive name for the network (required)

Customer The Customer name is typically used if configuring assets for a customer on behalf of a
managed security service provider (MSSP).

o Select the customer using the drop-down arrow. The arrow displays the Customers resource
tree.

« Alternatively, if the resource tree has too many subgroups to traverse and you know the
customer by nhame, use the Advanced Selector k22 button. See "Using the Advanced
Selector While Editing Resources" on page 88.

Location  This is an optional field for a descriptive name of the geographical location of the network.

« Select the location using the drop-down arrow. The arrow displays the Locations resource
tree.

« Alternatively, if the resource tree has too many subgroups to traverse and you know the
location by name, use the Advanced Selector *sbutton. See "Using the Advanced Selector
While Editing Resources" on page 88.

Micro Focus ESM (7.2 Service Pack 1) Page 171 of 1109



ArcSight Console User's Guide
Chapter 5: Modeling the Network

In addition to network Attributes (described above), the Network Editor includes subtabs
for adding Connectors and Zones into the selected network you are configuring.

Managing Asset Categories

To view the available asset categories:

1. On the Navigator resource tree, choose Assets.

2. Go to the Categories tab and expand a node, for example, Site Asset Categories.
The Categories tab provides options to organize assets into groups based on
categories.

From the Navigator right-click menu on Asset Categories, you have several views and
tools to help manage assets. From this menu, you can:
« Create channels to show asset categories and assets.
o Show Asset Categories displays all top-level asset categories of an asset category
group.
o Show Asset Categories Recursively displays sublevels of asset categories, if any,
of an asset category group

« Move assets into and out of category groups.

« Create new category groups.

« Configure access control lists (ACLs) to limit or allow user access to groups of assets
(see "Managing Permissions" on page 107).

One asset can have multiple asset categories. You can also assign asset categories to
groups of resources. This transfers the asset category onto all the members of the group
and its subgroups.

To assign an asset category:

1. In the Navigator drop-down menu, go to Assets. Select the Assets tab. Go to
ArcSight System Administration/Agents, to find the SmartConnectors installed for
your environment.

2. Right-click the asset or asset group you wish to categorize and select Edit Asset (or
Edit Group).

3. In the Inspect/Edit panel, click the Categories tab. Click the add icon (<) at the top of
the screen.

4. In the Asset Categories Selector pop-up window, select the asset categories that
apply to this asset and click OK. For example:

a. The usage category that applies to the asset (for example, /A1l Asset
Categories/Site Asset Categories/Business Impact Analysis/Business
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Role/Revenue Generation)

b. The criticality level that applies to the asset (for example, /A1l Asset
Categories/System Asset Categories/Criticality/Very High)

5. Repeat steps 3 and 4 for every asset or group of assets you want to classify in one
of the asset categories.

For an overview of asset categories and how they fit into the network model, see "Asset
Categories" on page 128.

Managing Locations

For an overview of locations and how they fit into the network model, see "Locations" on
page 128.

Where: Navigator > Assets > Locations subtab

To create or edit a location:

1. Right-click an unlocked Locations group and choose New Location.
2. Setthe following attributes:

Location
Attribute Description

Name A descriptive name for the geographical location (required)

Latitude  Latitude for the location.

The format for this measurement is a preference setting for the Console (menu option Edit >
Preferences, click Latitude and Longitude). For more information, see "Setting Latitude and
Longitude Options" on page 55.

Longitude Longitude for the location

The format for this measurement is a preference setting for the Console (menu option Edit >
Preferences, click Latitude and Longitude). For more information, see "Setting Latitude and
Longitude Options" on page 55.

Address  Provide details for City, Region Code, Postal Code, and Country as required.

Managing Customers

Purpose: Customer tagging is a feature developed mainly to support Managed Security
Services Provider (MSSP) environments, although it can also be used by private
organizations to denote cost centers, internal groups, or subdivisions. The Customer
designation keeps event traffic from multiple cost centers and/or business units clearly
identified and separate. For more general information about this feature, see ESM 101.
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The Customers resource tree, when populated, maps out the various external or internal
customer accounts your enterprise tracks for cost, security analysis, or administrative
reasons. These accounts, if present, are usually set up as part of the ArcSight
deployment process. If the Customers resource tree is abbreviated or empty, your
organization is probably not using this feature.

When the Customers resource tree is populated, you primarily use its branches as
references in analysis filters that exclude or include certain customers.

Apart from analysis, the activities necessary to maintain the Customers resource tree
include creating new customer references, editing existing references, and occasionally
deleting references.

Where: Navigator > Resources > Customers

To create customers:

When you create a customer, remember that the branch you add to the resource tree
has to match the Customer URI attribute configured for that branch in the relevant
SmartConnectors. In other words, you create customer-tracking resources only for those
customers that have parallel URI values set in the SmartConnectors that monitor their
devices.

1. Right-click a customer group and choose New Customer.

2. In the Customer Editor, enter values for the properties that identify the customer.
Note that the Name value has to complete the correct Customer URI for this account
as found in its related SmartConnectors.

3. On the Networks tab, add the network for this customer, as required.
4. Click Apply to update the customer and leave the editor open, or OK to complete

editing and close the editor.
To edit customers:

1. Right-click a customer and choose Edit Customer.
2. Change the values, as appropriate.

3. Click Apply to update the customer and leave the editor open, or OK to complete
editing and close the editor.

To delete customers:

1. Right-click a customer and choose Delete Customer.
2. Click Yes to confirm the deletion.
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ArcSight SmartConnectors, if installed and configured to send events to the Manager,
are available on the Console for further configuration. SmartConnectors that appear on
the Console as resources are called registered connectors.

You can configure ArcSight SmartConnectors to optimize their performance and
increase their functionality. For example, you can configure SmartConnectors to enable
aggregation, batching, and time filter correction functionality. You can also send control
commands from the ArcSight Console or the ArcSight Command Center to
SmartConnectors to manage the flow of events.

Selecting and Setting SmartConnector
Parameters

From the ArcSight Console, use the Connector Editor to control SmartConnectors that
are registered in the ArcSight Manager.

Configuring the SmartConnector

A SmartConnector can have a default and a number of alternate configurations.

An alternate configuration is a set of runtime parameters that is used instead of the
default configuration during a specified portion of every day. For example, you might
want to specify different batching schemes (by severity or size) for different times of a
day. You can define more than one alternate configuration per destination and apply
them to the destination for different time ranges during the day. For example, you can
define a configuration for 8 am to 5 p.m. time range and another configuration for the 5
pm to 8 am time range.

Where: Navigator > Resources > Connectors

To define default configurations:

1. Right-click the SmartConnector you want to manage and choose Configure.

This opens the Inspect/Edit panel for the Connector Editor. On the Connector tab,
the Name field is automatically populated with the name assigned during
SmartConnector installation.

2. Referto "Connector Tab Configuration Fields" on page 177 for descriptions of the
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attributes.

3. On the Default tab, change any additional Batching, Time Correction or other
parameters as desired, using the configuration fields explanations provided in
"Default Content Tab Configuration Fields" on page 178.

Entering data in the Common and Assign sections is optional, depending on how
your environment is configured. For information about the Common and Assign
attributes sections, as well as the read-only attribute fields in Parent Groups and
Creation Information, see "Common Resource Attribute Fields" on page 728.

The Description entry associated with the setting provides tool tip information. These
parameters are not localized since they come directly from the connector and the
connector may contain new resources (since it may be a newer version).

4. Optional: To add information in the Notes tab, refer to "Using Notes" on page 78.

5. Click Apply to add your changes and to keep the Connector Editor open, or click OK
to close the editor.

The framework for connector commands operates in a similar way. Configuration of the
connector command menu is achieved by sending the list of commands that are
supported on the connector at registration time.

To create alternate configurations:

1. Open the Inspect/Edit panel of the SmartConnector.
2. On the Default tab, click Add Alternate.

A new tab, Alternate #1, is added to the edit panel. The alternate tab provides fields
for entering a time interval.

3. Under Time Interval, enter times for From and To.

The configuration fields for Alternate #1 are initially the same as the Default's
entries. Make additional changes as required, then click Apply.

4. Repeat the process if you want additional alternates using different time intervals
and different parameters. For example, create alternates if you want varying
batching schemes based on severity or size on certain times of the day.

If the time ranges of the combined alternate configurations do not span 24 hours, the
default parameters will be used to cover the time intervals not already defined in the
alternates.

Connector Editor Tabs

The Connector Editor provides several options you can adjust. The options are
organized in tabs and subtabs, described below.
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Tabs on the Connector Editor

Connector Tab Configuration Fields

Basic identification, ownership, and date/time parameters.
Networks

The ArcSight networks to which the connector is or can be assigned. Click the Add button on this tab to
assign the connector to a network.

Note: Network and zone assignment for connectors in a tiered ESM architecture

In atiered ESM architecture, you are sending events from one ESM source to the ESM destination. The
ESM installations are similar and therefore the networks and zones are the same. You must therefore
assign connectors (including Forwarding Connector) to the same network, and the network must be
assigned to the zone. This ensures the preservation of Reference Pages information, if this resource group
attribute is configured.

See the following topics:

« "Working with Assets, Locations, Zones, Networks, Vulnerabilities, and Categories" on page 146 for
information on how to configure zones and networks in your asset model

« "Working with Resource Groups" on page 714 for information about the Reference Pages attribute
Default Content Tab Configuration Fields
Includes options for report batching, aggregation, and time corrections.

Default: Filters

A filter condition editor for constraining what the connector reports. (See "Managing SmartConnector Filter
Conditions" on page 192 and "Common Conditions Editor (CCE)" on page 890 for details on how to define
filters for connectors.)

Alternate: Content

A set of options identical to those under Default, which you can use to create alternate configurations.
Appears only after you add an Alternate tab.

Alternate: Filters

A filter condition editor for constraining what the connector reports, in an alternate configuration.
Notes: Table

A text editor for, and tabular list of, configuration notes.

Notes: List

A text editor for, and text presentation of, configuration notes.

Connector Tab Configuration Fields

You do basic configuration through the Connector and Default: Content tabs. Many of
these fields correspond to resource editor fields. See also "Common Resource Attribute
Fields" on page 728.
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Fields on the Connector Tab

Field

Name Description

Name The Name text field is automatically populated with the name assigned during
SmartConnector installation.

ID The identification string assigned during SmartConnector installation.

Status The SmartConnector's current mode of operation.

Connector A description of the (usually) physical location of the SmartConnector. This appears in all the
Location events issued from the connector.

Device A description of the (usually) physical location of the device the SmartConnector is
Location monitoring. This appears in all the events issued from the connector.

Version The connector's software version number.
Comment  Optional descriptive text

Model If this is a model import connector, select the associated user.
Import
User

Default Content Tab Configuration Fields

After configuring SmartConnector to send events, you can configure their operation
further through the settings listed in Modify Destination Settings section. The details for
the selections are provided in the following tables.

The following table shows the configurable settings.

Configurable Settings
Name Field Value Field

Batching SmartConnectors can batch events to increase performance and optimize network
bandwidth. When activated, SmartConnectors create blocks of events and send them
when they either (1) reach a certain size or (2) the time window expires. You can also
prioritize batches by severity, forcing the SmartConnector to send the highest-severity
event batches first and the lowest-severity event batches later.

Enable Create batches of events of this specified size (50, 100, 200, 300, 400, 500, or 600
Batching (per  events). The default is 100.
event)

Caution: You could potentially lose data with batch sizes 500 and 600. Contact Customer
Support before using 500 or 600 batch size.

Enable The SmartConnector sends the events if this time window expires (1, 5, 10, 15, 30, 60).
Batching (in
seconds)
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Configurable Settings, continued

Name Field Value Field

Batch By This is Time Based if the SmartConnector should send batches as they arrive (the
default) or Severity Based if the SmartConnector should send batches based on severity
(batches of Highest Severity events sent first).

Time The settings in this group provide several ways to fix problems with devices that do not

Correction report the time correctly.

Use (No | Yes) Override the time the device reports and instead use the time at which the

Connector connector received the event. This option assumes that the connector is more likely to

Time as report the correct time.

Device Time

Enable Device

Time

Correction (in

The default is No.

The SmartConnector can adjust the time reported by the device Detect Time, using this
setting. This is useful when a remote device's clock isn't synchronized with the ArcSight
Manager. This should be a temporary setting. The recommended way to synchronize

seconds) clocks between Manager and devices is the NTP protocol.

Enable The SmartConnector can also adjust the time reported by the Connector Time
Connector SmartConnector itself, using this setting. This is for informational purposes only and
Time allows you to modify the local time on the SmartConnector. This should be a temporary

Correction (in

seconds)

Set Device

Time Zone To

setting. The recommended way to synchronize clocks between Manager and
SmartConnectors is the NTP protocol.

(Disabled | <TimeZone>) (Default is Disabled) Ordinarily, it is presumed that the original
device is reporting its time zone along with its time. And if not, it is then presumed that the
SmartConnector is doing so. If this is not true, or the device isn't reporting correctly, you
can switch this option from Disabled to GMT or to a particular world time zone. That zone
is then applied to the time reported.

Refer to the SmartConnector User's Guide for the updated list of zones.

Device Time These are the time span and frequency factors for doing device-time auto-correction.

Auto-

correction

Future The connector auto-corrects if the detect time is greater than the connector time by Future

Threshold Threshold seconds.

Past The connector auto-corrects if the detect time is earlier than the connector time by Past

Threshold Threshold seconds.

Device List A comma-separated list of the devices to which the thresholds apply. The default, (ALL)
means all devices.

Time

Checking

Future The number of seconds by which to extend the connector's forward threshold for time

Threshold checking. Default is 5 minutes (300 seconds).

Past The number of seconds by which to extend the connector's rear threshold for time

Threshold checking. Default is 1 hour (3600 seconds).
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Configurable Settings, continued

Name Field

Frequency

Cache

Cache Size

Notification
Threshold

Notification
Frequency

Network

Heartbeat
Frequency

Enable Name
Resolution

IPv6 Name
Resolution

Name
Resolution
TTL (secs)

Wait For
Name
Resolution
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Value Field

The SmartConnector checks its future and past thresholds at intervals specified by this
number of seconds. Default is 1 minute (60 seconds).

Changing these settings does not affect the events cached, it only affects new events
sent to the cache.

SmartConnectors use a compressed disk cache to hold large volumes of events when the
ArcSight Manager is down or when the SmartConnector receives bursts of events. This
parameter specifies the disk space to use. The default is 1 GB which, depending on the
connector, can hold about 15 million events, but it also can go down to 5 MB. When this
disk space is full, the SmartConnector drops the oldest events to free up disk cache
space. (5 MB, 50 MB, 100 MB, 200 MB, 250 MB, 500 MB, 1 GB, 2.5GB, 5GB, 10 GB, 50
GB.)

The size of the cache's contents at which to trigger a notification. Default is 10,000.

How often to send notifications when the Notification Threshold is reached. (1 min, 5 min,
10 min, 30 min, 60 min.)

This setting controls how often the connector sends a heartbeat message to the ArcSight
Manager. The default is 5 seconds, but it can go from 5 seconds to 10 minutes. Note
that the heartbeat is also used to communicate with the SmartConnector; therefore, if its
frequency is set to 10 minutes, then it could take as much as 10 minutes to send any
configuration information or commands back to the SmartConnector.

(No | Source/Dest only | Yes) The SmartConnector tries to resolve |IP addresses to host
names, and host names to IP addresses, if the event rate allows it and if required. This
setting controls this functionality. The Source, Target and Device IP addresses and
Hostnames may also be affected by this setting. The Source/Dest Only choice means
that the device address and device host name fields are ignored for name resolution. (The
defaultis Yes.)

« |IPv4 Only for Legacy Events (default)
« |IPv6 (Prefer IPv4 for reverse resolution) for Legacy Events
« |IPv6 (Prefer IPv6 for reverse resolution) for Legacy Events

This is the amount of time (Time to Live) the name resolution is to be in effect. The name
resolution entries are cached for this time (default is 3600).

(Yes | No) If set to Yes, the SmartConnector waits for name resolution to be completed.
When Yes is selected, event processing might be slowed down significantly and even
cause lost events. (default is No).
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Configurable Settings, continued

Name Field

Name
Resolution
Host Name
Options

Name
Resolution
Domain from
Email

Clear Host
Names Same
as IP Address

Set Host
Names to IP
Addresses
When
Unknown

Don’t Resolve
Host Names
Matching

Don't
Reverse-
Resolve IP
Ranges

Remove
Unresolvable
Names/IPs
from Cache

Limit
Bandwidth To
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Value Field

« Set host name only (default)

« Set host name only (lowercase)

« Set host and domain names

o Set host and domain names (lowercase)

For reverse resolution (IP Address to Host name), only the host name field is set. If host
name only is not used, the host name is split up and put into both the DNS domain and the
host name fields. This affects the source, destination, device and agent address.

(Yes | No) If set to Yes, the host name and DNS domain fields are empty, and the
corresponding user name field appears as an e-mail address, then the domain from the e-
mail address is put in the DNS domain field. This only affects the source and destination
fields (default is Yes).

(Yes | No) If set to Yes and the host name field is set to an IP Address that matches the
corresponding IP Address field, then the host name field is cleared. This affects the
source, destination, and device fields (default is Yes).

(Yes | No) If set to Yes, host names that remain unresolved are set to IP addresses
(default is No).

By default, host names are resolved to their IP addresses. You have the option to specify
a regular expression for all or part of a host name for which you do not want the system to
attempt host name resolution to an IP address.

When this option is configured, the system cannot resolve host names matching this
expression.

By default, IP addresses are resolved to their domain names. You have the option to
specify IP address ranges for which you do not want the system to attempt reverse-
resolution to domain names.

Click in the field to enter the IP address range. To enter a single IP address, enter the
address under the From column and leave the To column blank, then click Apply. For an
address range, enter the starting IP address under From and the ending address under To,
then click Apply. This field allows you to enter a list of ranges.

When this option is configured, the system cannot reverse-resolve IP addresses that fall
within any of the specified ranges.

(Yes | Yes (w/ negative cache) | No) If set to No, unresolvable host names or IP
addresses continue to be in the cache. If set to Yes, unresolvable host names or IP
addresses are removed from the cache. If set to Yes (w/negative cache), the connector
remembers what names/IPs have been unresolvable so that time is not wasted trying to
resolve them frequently.

Default is Disabled. A list of bandwidth options you can use to constrain the connector's
output over the network. (Disabled, 1 kbit/sec to 10 Mbits/sec.)
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Configurable Settings, continued

Name Field

Transport
Mode

Cache Mode

Address-
Based Zone
Population
Defaults
Enabled

Address-
Based Zone
Population

Zone
Population
Mode

Customer URI
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Value Field

You can configure the SmartConnector to cache to disk all the processed events it
receives. This is equivalent to pausing the SmartConnector. However, you can use this
setting to delay event-sending during particular time periods. For example, you could use
this setting to cache events during the day and send them at night. You can also set the
connector to cache all events, except for those marked with a very-high severity, during
business hours, and send the rest at night. (Normal | Cache | Cache but send Very High
severity events).

(Normal | Drop if Dest Down) This option is meant to be used on a primary destination to
control the caching behavior of the primary destination when it is down, and the connector
starts sending events to the failover destination. In the Normal mode, events are cached
and sent to the primary destination when it comes back up. In the Drop if Dest Down
mode, the events are not cached and dropped and therefore not sent to the primary
destination when it becomes available again (default is Normal).

(Yes | No) If Yes, the default zones built into the connector will be used to assign zones.
These zones are only used if a network model has not been sent by ESM or ArcMC, or if
that network model does not cover some addresses. If the Address-Based Zone
Population setting (below) is specified, you may want to change this to No.

If specified in setup or ArcMC, this is a comma-separated list that must contain a multiple
of three items. The first of each three is the starting IP address of a zone, the second is the
ending IP address of the zone, and the third is the URI of the zone to assign to addresses
in that range. These zones are only used if a network model has not been sent by ESM or
ArcMC, or if that network model does not cover some addresses. If Address-Based Zone
Population Defaults Enabled is set to Yes, the zones specified here take precedence over
those.

For example for two zones this could be: 15.0.0.0,15.255.255.255,/All Zones/ArcSight
System/Public Address Space Zones/Hewlett-Packard
Company,17.0.0.0,17.255.255.255,/All Zones/ArcSight System/Public Address Space
Zones/Apple Computer Inc.

(Normal | Rezone (override) | No Zoning (clear)) Setting to Normal means zones are
computed and assigned, if not already set. Rezone (override) re-computes and re-assigns
already populated zones. No Zoning (clear) clears the zones, if already populated. (default
is Normal).

Applies the given customer URI to events emanating from the connector. Provided the
customer resource exists, all customer fields are populated on the ArcSight Manager. If
this particular connector is reporting data that might apply to more than one customer, you
can use Velocity templates in this field to conditionally identify those customers.
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Configurable Settings, continued

Name Field

Field Based
Aggregation

Value Field

This feature is an extension of basic connector aggregation. Basic aggregation aggregates
two events if, and only if, the fields of the two events are the same per the following fields:

o AgentID

« Name

« Device event category

« Agent severity

o Destination address

» Destination user ID

« Destination port

« Request URL

o Source address

« Source user D

« Source port

« Destination process name
« Transport protocol

« Application protocol

« Device inbound interface
« Device outbound interface
« Additional data (if any)

» Baseevent IDs (if any)

Field-based aggregation implements a more flexible aggregation mechanism; two events
are aggregated if only the selectedfields are the same for both events.

Note: Field-based aggregation creates a new alert that contains only the fields that were
specified, so the rest of the fields are ignored, unless “Preserve Common Fields” is set to
“Yes!!-

Field-based aggregation offers several advantages over basic aggregation, including:

« Control over what fields to aggregate on

« Start and end time set to the earliest start time and latest end time, respectively (instead
of taking the values from the first event in the group, like basic aggregation)

« Option to preserve common fields
« Option to sum one or more numeric fields

SmartConnector aggregation significantly reduces the amount of data received, and
should be applied only when you use less than the total amount of information the event
offers. For example, you could enable field-based aggregation to aggregate "accepts" and
"rejects"” in a firewall, but you should use it only if you are interested in the count of these
events, instead of all the information provided by the firewall.
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Configurable Settings, continued

Name Field

Time Interval

Event
Threshold

Field Names

Fields to Sum

Preserve
Common
Fields

Filter
Aggregation

Time Interval

Event
Threshold

Fields to Sum
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Value Field

Choose a time interval, if applicable, to use as a basis for aggregating the events the
connector collects. Aggregation time interval and threshold settings need to both be set in
order for the aggregation to be enabled.

(Disabled, 1 sec, 5 sec, and soon, up to 1 hour.)

Choose a number of events, if applicable, to use as a basis for aggregating the events the
connector collects. This is the maximum count of events that can be aggregated; for
example, if 150 events were found to be the same within the time interval selected (i.e.,
contained the same selected fields) and you select an event threshold of 100, you then
receive two events, one of count 100 and another of count 50. This option is exclusive of
Time Interval. (Disabled, 10 events, 50 events, and so on, up to 10,000 events.)

Choose one or more fields, if applicable, to use as the basis for aggregating the events the
connector collects. Use Ctrl+click to select multiple fields. The result is a comma-
separated list of fields to monitor. For example, "eventName,deviceHostName" would
aggregate events if they have the same event- and device-host names. You can use any
of the event fields displayed in the event inspector; the name can contain no spaces and
the first letter should not be capitalized.

Choose one or more fields, if applicable, to use as the basis for aggregating the events the
connector collects.

If specified, this set of numeric fields is summed rather than aggregated, preserved, or
discarded. The most common fields to sum are bytesIn and bytesout. Note that if any of
the fields listed here are also in the list of field names to aggregate, they are aggregated
and not summed.

(Yes | No) Choosing Yes adds fields to the aggregated event if they have the same values
for each event. Choosing No, the default, ignores non-aggregated fields in aggregated
events.

Filter Aggregation is a way of capturing aggregated event data from events that would
otherwise be discarded due to an agent filter. Only events that would be filtered out are
considered for filter aggregation (unlike Field-based aggregation, which looks at all
events).

Choose a time interval, if applicable, to use as a basis for aggregating the events the
connector collects. It is exclusive of Event Threshold. (Disabled, 1 sec, 5 sec, and so on,
up to 1 hour.)

Choose a number of events, if applicable, to use as a basis for aggregating the events the
connector collects. This is the maximum count of events that can be aggregated; for
example, if 150 events were found to be the same within the time interval selected (that is,
contained the same selected fields) and you select an event threshold of 100, you then
receive two events, one of count 100 and another of count 50. This option is exclusive of
Time Interval. (Disabled, 10 events, 50 events, and so on, up to 10,000 events.)

(Optional) Choose one or more fields, if applicable, to use as the basis for aggregating the
events the connector collects.
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Configurable Settings, continued

Name Field
Processing

Preserve Raw
Event

Turbo Mode

Value Field

(Yes | No) Some devices contain a raw event that can be captured as part of the generated
alert. If that is not the case, most connectors can also produce a serialized version of the
data stream that was parsed/processed to generate the ArcSight event. This feature
allows the connector to preserve this serialized "raw event" as a field in the event
inspector. This feature is disabled, by default, since using raw data increases the event
size and therefore requires more database storage space.

You can enable this by changing the Preserve Raw Event setting. If you choose Yes, the
serialized representation of the "Raw Event" is sent to the selected destination and
preserved in the Raw Event field.

If your configuration, reporting, and analytic usage permits, you can greatly accelerate the
transfer of a sensor's event information through SmartConnectors by choosing one of two
"turbo" (narrower data bandwidth) modes.

Complete is the default transfer mode, which passes all the data arriving from the device,
including any additional data (custom, or vendor-specific). This corresponds to
turbo.enabled=false onthe Manger. Since this value is not the default, be sure to add
this property to the Manager's server.properties file.

The first level of Turbo acceleration is called Faster and drops just additional data, while
retaining all other information. The Fastest mode eliminates all but a core set of event
attributes, in order to achieve the best throughput. Consider the possible effects such a
restricted data set might have from a given device (for example, on reports, rules, threat
resolution) before selecting it.

The specific event attributes that apply to these modes in your enterprise are defined in the
self-documented $ARCSIGHT_HOME/config/connector/agent.properties file forthe
ArcSight Manager. Because these properties may have been adjusted for your needs, you
should refer to this file for definitive lists.

Only scanner SmartConnectors must run in Complete mode, to capture the additional
data.

Note: SmartConnector Turbo Modes are superseded by the Turbo Mode in use by the
ArcSight Managers processing their events. For example, a Manager set to Faster cannot
pass all the data possible for a SmartConnector that is set for the default of Complete.
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Configurable Settings, continued

Name Field

Enable
Aggregation
(insecs)

Limit Event
Processing
Rate

Fields to
Obfuscate

Value Field

Note: If you have already used this feature for setting up previous SmartConnectors, you
can continue to do so. However, ArcSight recommends that you use the new "Field Based
Aggregation" on page 183 feature as a more flexible option.

Here is the description of the legacy “Enable Aggregation” feature, for those who are still
using it:

When enabled, Enable Aggregation (in seconds) aggregates two or more events on the
basis of the selected time value. (Disabled, 1, 2, 3, 4, 5, 10, 30, 60)

The aggregation is performed on one or more matches for a fixed subset of fields:

o AgentID

« Name

« Device event category

« Agent severity

« Destination address

« Destination user ID

« Destination port

« Request URL

« Source address

« Source user D

« Source port

« Destination process name
« Transport protocol

« Application protocol

« Device inbound interface
« Device outbound interface
« Additional data (if any)

« Base event IDs (if any)

The aggregated event shows the event count (how many events were aggregated into the
displayed event) and event type. The rest of the fields in the aggregated event take the
values of the first event in the set of aggregated events.

You can moderate the SmartConnector's burden on the CPU by reducing its processing
rate. This can also be a means of dealing with the effects of event bursts.

The choices range from Disabled (no limitation on CPU demand) to 1 eps (pass just one
event per second, making the smallest demand on the CPU).

Be sure to note that this option's effect varies with the category of SmartConnector in use,
as described in the SmartConnector Processing Categories table below.

Using MD5 hashing, this option allows you to specify a list of fields for obfuscationin a
security event.
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Configurable Settings, continued

Name Field

Store Original
Timen

Enable Port-
Service
Mapping

Uppercase
User Names

Enable User
Name
Splitting

Split File
Name into
Path and
Name

Value Field

This parameter allows you to move the original device receipt time to a specified field if
altered by the time correction.

If Enabled and one of the two fields destination port and application protocol is set, and
the other is not, the one that is set is used to set the other. For example, if the destination
port is 22 and application protocol is not set, then the application protocol is set to ssh.

Default is Disabled.
(Disabled | Enabled)

Default is Disabled. If set to any of the enabled settings, the two user name fields are
automatically changed to uppercase.

The original values are saved as follows:

« Enabled (orig to ID) saves the original values to the sourceUserID and
destinationUserlD fields, respectively, overwriting any values that may have been there
previously.

» Enabled (orig to ID or Flex) saves the original values in the same fields if they do not
already contain values, or to the flexString1l (source) and flexString2 (destination)
fields if the ID fields do contain values.

« Enabled (orig to Add. Data) saves the original values to additional data fields called
OrigSrcUsrName and OrigDstUsrName, respectively.

Note: The uppercase operation is typically done using the default Locale for the chosen
platform. You can set this to a particular Locale by setting the
connector.uppercase.user.name.locale property in agent.properties to the desired Locale
(using "en_US" for U.S. English, for example).

(Yes | No) If this is set to yes and the destination user name contains commas in the
event, this parameter duplicates that event. Each user name in the list is placed in one of
the events.

For example, if the destination user name in an event is “User 123, User 456, then that
event is sent twice, with the destination user name set to “User 123" in the first and “User
456" in the second.

Default is No.

(Yes | No) If this is set to yes and an event’s file name field is set but its file path field is
not, this parameter splits the file name into a path and a name, placing each part into
appropriate fields.

For example, if the file name field is set to C: \dir\file.ext and the file path is not set,
then the file path is set to C: \dir and the file name to file.ext. The separator character can
be either\ or/ as the system looks to the SmartConnector to determine its platform.

Default is No.
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Configurable Settings, continued

Name Field

Event Integrity
Algorithm

Generate
Unparsed
Events

Preserve
System
Health Events

Value Field
(Disabled | SHA-256 | SHA-1| MD5 | SHA-512)

If this is set to one of the algorithms (such as SHA-256), andthe Preserve Raw Event
parameter is Enabled, then additional event integrity internal events are generated,
normally at a rate of about 1 per 50 normal events.

The crypto signature field is also set in each event in the format: "#seq(alg) :digest",
where seq is a persistent event sequence number, alg is the message digest algorithm,
and digest is the hexadecimal message digest.

These extra events and the crypto signature field values can be used to verify that no
events were tampered with after generation.

Supported algorithms are: SHA-256, SHA-1, MD5, and SHA-512.
Default is Disabled (that is, no algorithm is applied).

(Yes | No) If set to yes and some incoming event data cannot be parsed (perhaps because
a device has been upgraded since the SmartConnector parser was written), then a special
event named “Unparsed Event” is generated. The raw event appears in the event message
field.

If set to No, the SmartConnector log files indicate the unparsed events.
Default is No.

(Yes | No) If set to yes, internal system health events are preserved.

SmartConnectors generate system health events that provide information about the
systems on which they are installed (for example, disk usage, network memory, JVM
memory, percentage of processing of CPU memory usage, and so forth). By default, these
events are not retained or passed on to ArcSight destinations and, therefore, not available
for viewing. Setting this option to yes makes them available in the Console.
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Configurable Settings, continued
Name Field Value Field
Enable Device (<NumberOfMilliseconds>|-1 (disabled))

fﬂts:\ﬁzrin (in If set to a <NumberOfMilliseconds>, the selected SmartConnector generates internal
- 9 events periodically 1 minute (60000 milliseconds) or greater with the status of the devices
millisec) . . o
for which the connector is receiving normal events. These events have the name
"Connector Device Status."
Enabling periodic device status monitoring events helps monitor both the SmartConnector
and device uptime.
Device status monitoring events include this information, if available:
« Event name (Connector Device Status)
« Vendor and Product information
« Source Address and Host Name
o Zone
» Last event received
« Total number of events for the device since the connector started
« Event count since last call
Device status monitoring events can be set to generate every 1 minute (60000
milliseconds), or less frequently (that is, a greater number of milliseconds than the
minimum).
If you specify less than 60000, you get a warning in the log that the minimum is 60000
milliseconds (1 minute) and the system uses the minimum.
If you enter a non-number in the field, it generates an error in the log that the value could
not be parsed. In this case, the feature is disabled (and logged as such).
In such cases, there is no indication on the Console that anything went wrong because
there is no way for the Connector to convey that error.
Payload Some SmartConnectors use Payload sampling to send a portion of packet payload (as
Sampling opposed to the complete payload) along with the original event. This portion is retrieved
(when using the on-demand payload retrieval in the event inspector.
available)
Maximum You can configure the maximum length of the payload sample using the following values:
Length « Discard
o 128 bytes
» 256 bytes
o 512 bytes
« 1Kbyte
When the Discard option is chosen, no payload sample is sent inside the original event.
Mask Non- This feature allows you to mask the non-printable characters in the payload sample.
printable
Characters
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Configurable Settings, continued

Name Field

Filters

Filter Out

Very High
Severity
Event
Definition

High Severity
Event
Definition

Medium
Severity
Event
Definition

Low Severity
Event
Definition

Unknown
Severity
Event
Definition

Value Field

Agent severity is the translation of the device severity into normalized values. For
example, some connectors use a device severity scale of 1-10, whereas others use a
scale of high, medium and low.These values are normalized into a single agent severity
scale. The default scale is Low, Medium, High, and Very High. An event can also be
classified as Unknown if the data source did not provide a severity rating.

Filters for SmartConnectors are exclusive (filter out). Events that meet the connector
filtering criteria are not forwarded to the destination. During SmartConnector set up, you
can configure the connector to use filter conditions that do not pass events to the
destination according to specific criteria. For example, you can use filters to exclude
events with certain characteristics or events from specific network devices.

Enter a filter condition to sort for very high severity events.

Enter a filter condition to sort for high severity events.

Enter a filter condition to sort for medium severity events.

Enter a filter condition to sort for low severity events.

Enter a filter condition to sort for unknown severity events.

SmartConnector Processing Categories

The following table shows the SmartConnector processing categories.
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SmartConnector Processing Categories

SmartConnector

Type Effects of Limited Usage

Syslog Due to the nature of UDP (user datagram protocol, the transport protocol used by

connectors Syslog), these connectors can potentially lose events if the configurable event rate is
exceeded. This is because the connector delays processing to match the event rate
configured, and while in this state, the UDP cache may fill and the operating system
drop UDP messages.

SNMP Similar to Syslog connectors, when the event rate is limited on SNMP connectors,

connectors they potentially lose events. SNMP is also UDP-based and has the same issues as
Syslog.

Database Since connectors "follow" the database tables, limiting the event rate for database

connectors connectors can slow the operation of other connectors. The result can be an event

backlog sufficient to delay the reporting of alerts by as much as minutes or hours.
However, no events are lost, unless the database tables are truncated. After the event
burst is over, the connector may eventually catch up with the database if the event rate
does not exceed the configured limit.

File connectors Similar to database connectors, file-based connectors "follow" files, so limiting their
event rates also causes an event backlog. This can eventually force the connector to
fall behind by as much as minutes or hours, depending on the actual event rate.
Similarly, the connectors may catch up if the event rate does not exceed the
configured rate.

Proprietary API These connectors' behavior depends on the particular API, (for example, OPSEC

connectors behaves differently than PostOffice and RDEP). But in most cases, there is no event
loss unless the internal buffers and queues of the APl implementation fill up. Therefore,
these connectors work much like database or file connectors.

SmartConnector Time Interval Options

This time interval applies to the Alternate Settings and it specifies when the alternate
settings must be used by the SmartConnector. For example, if you want to cache the
events during the day and send everything at night, you can configure the Transport
Mode to cache in the default configuration and configure the Transport Mode to normal
in the Alternate Settings, then you would set the time interval from 8PM to 8AM (next

Inspect/Edit
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« From: Specifies the starting time to apply the Alternate settings.

» To: Specifies the ending time for the Alternate settings, when it reverts to the default
settings). If this is less than the From setting, the value is interpreted as the next day.
For example, a setting from 8PM to 8AM is interpreted as starting at 8PM and ending
at 8AM the following day.

To save configuration changes to the SmartConnector, click OK.

Managing SmartConnector Filter Conditions

SmartConnectors have built-in filters that function as a filtering tool between devices
and the ArcSight Manager, using filtering conditions. Filtering conditions are set with a
combination of AND or OR statements and data field values. Extra or unneeded events
are filtered out to minimize the number of events sent to the ArcSight Manager and
analyzed in the ArcSight Console.

Adding SmartConnector Filter Conditions

1. In the Navigator panel, choose the Connectors resource tree.
2. In the Connectors resource tree, right-click a SmartConnector and select Configure.
3. Go to the Default > Filter tab.
The Filters tab displays a lists the default filters for the SmartConnector.
4. Select a filter for which you want to customize a condition.
The Common Conditions Editor appears.

Agent : TA_b.! — 1@ ?
| Connector | Networks| Default | Alternate#ll thes|

Content |; Filters

| Filter:

= WFilter Out

# "ery-High Severity” Event Definition
# "High Severity” Event Definition

# "Medium Severity” Event Definition
# “Low Severity” Event Definition

‘o "Unknown Severity” Event Definition

U & Il = . Filters . Assets . Vulnerabilities E

Edit | summary

[5¢ Event conditions

=4}

@ False

AW
@ on Conditions Editor » | [l +/- Global Variable...

Name [e] Conditi

5. Right-click the event alias, event1, and select New Condition.
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In the popup, select a data field from the drop-down menu and start defining your
statement. For help with defining condition statements, see "Common Conditions
Editor (CCE)" on page 890, especially "Condition Tree Command Buttons" on
page 893 and "Condition Tree Context Menu Commands" on page 895.)

Select a logical operator on the drop-down menu. See "Logical Operators" on
page 1013 for details.

Enter a value in the last text field to complete the conditional statement.
Click OK.

Deleting SmartConnector Filter Conditions

In the Navigator panel, choose the Connectors resource tree.
In the Connectors resource tree, right-click the SmartConnector and choose
Configure.

In the Filtering section on the Advanced tab, right-click a condition and choose
Delete condition.

Setting Special Severity Levels

You can customize or conditionalize the event-severity levels reported by
SmartConnectors. Customizing means pre-setting a given SmartConnector's filter to one
specific severity level; conditionalizing is essentially the same, but with the addition of a
filter condition to determine when the pre-set severity level is reported.

To configure a custom or conditional severity level:

1.
2.

Choose the Connectors resource tree in the Navigator panel.

In the Connectors resource tree, right-click the appropriate SmartConnector and
choose Configure.

In the Connector Configuration Editor, select the Connector: Default: Filters tab.
In the Filters tab, select a severity level.

In the Filter Condition dialog box choose a field, a logical operator, and enter a
value for the condition.
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Inspect/Edit g2 x

f @ Connector:Mifty Event Player |

(Connector | Networks | Default | Alternate#1 | Notes |

|| Content I Filters

Filter:

[} Filter out

[} very-High Severity” Event Definit
D "High Severity” Event Definition
D "Medium Severity” Event Definition
D "Low Severity” Event Definition

D "Unknown Severity” Event Definition

Select a Seventy filter to include as part of a
condition on a SmartConnector event filter.
You can click other severity filters to specify
...... different conditions for each one.

Filters |4 Assets 1 Vulnerahilities

Summary

{5 Event conditions

? {} eventl
@ Category Significance Contains Hostile

Specify a condition for this severity level.
When an event meets the condition, the

associated severity level is applied to the event.

|:ommon Conditions E|| - |

| »

MName Op Condition
ategory Behavior
ategory Device Group

ategory Object V4

ategory Dutcome F

ategory Significance  [Containe  Hostile

ategory Significance

ategory Technigue

evice Address

evice Direction

evice Dns Domain

q] Il | [*]
3, search for: | | v x
| Add Alternate || Delete |
Lo || concel || aonly || ueb |

6. Click OK in the Filter Condition dialog box and Apply or OK in the Connector

Configuration Editor.

In the example, we selected the "Very-High Severity” filter and defined a condition in
which Category Significance contains Hostile. When this condition is met, the severity

of the event becomes "Very-High."

For more information, see "Managing SmartConnector Filter Conditions" on page 192.
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Sending Model Mappings to SmartConnectors

Updates to network model mappings are sent automatically from the ArcSight Manager
to SmartConnectors within heartbeat messages. The heartbeat messages themselves
are sent on an interval which can be anywhere from every 5 seconds to every 10
minutes, but network model mappings are included in the messages only when there
are updates to the model.

Note: The interval on which information is exchanged between the Manager and
SmartConnectors is determined by the Heartbeat Frequency setting on each
Connector. (See information on "Heartbeat Frequency" on page 180 in default
content tab configuration fields under "Selecting and Setting SmartConnector
Parameters" on page 175.)

If you have made several configuration updates to the network model on the Manager
and would like these changes to take effect immediately on the SmartConnectors
without waiting for the next automatic refresh, you can use the following command to
send the update information to a selected Connector.

Where: Navigator > Resources > Connectors

To send model mappings to SmartConnectors:

Right-click the SmartConnector you want to update and choose Send Model mappings
now.

This sends information about the current network model mappings from the Manager to
the selected Connector. It forces a comprehensive refresh of the zone mappings and
network model information on the Connector.

Sending Control Commands to
SmartConnectors

From the Console, you can issue basic event-flow-control commands to
SmartConnectors, get the operational status of a SmartConnector, or issue control
commands to network devices through their SmartConnectors. This topic discusses the
first two points.

To author rule-driven device-command responses to events, see "Adding, Editing, or
Removing a Rule Action" on page 536.
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Getting Connector Status

You can see a SmartConnector's current operational state at any time.

Where: Navigator > Resources > Connectors

To get a connector status report:

1.
2.

Right-click the SmartConnector.
Select Send Command>Status>Get Status.

The Connector Status window displays all the connector's current parameters. You
have the option to save the information in a text file by clicking the Save icon.

Sending Standard Flow-Control Commands

Note: Familiarize yourself with the effects of certain commands described in this
topic.

Because there is no local cache, events that occur while a connector is stopped or
paused are not retained.

If a SmartConnector runs out of disk space, it can lose its ability to track events.

The Terminate command should only be used in very special circumstances
because it kills all SmartConnector processes.

See "Adding, Editing, or Removing a Rule Action" on page 536 for a description
of the rule-based automated alternative for giving SmartConnector commands.

Where: Navigator > Resources > Connectors

1.

Right-click the SmartConnector, choose Send Command, and one of the following
menu options described below.

Note: Commands available on this menu vary depending on which
SmartConnectors you are using. The standard set of commands is described
here.
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SmartConnector Status

Category

Status
Category

Connector
Process
Category

Event
Flow
Category

Network
Category

Command Descriptions

Get Status

Provides a full report on the selected SmartConnector's current operational state.
Get Device Status

Provides the status of the device that reports to the SmartConnector. (Currently only
available for the CiscolDS/IPS SmartConnector.)

Restart

Stops, then restarts a running SmartConnector.

Caution: After a connector is terminated, Console commands cannot access it.
Therefore, a restart works only on a connector that is currently running.

Terminate

Shuts down the SmartConnector and all processes the SmartConnector started.
Caution: Once a connector is terminated, Console commands (including Connector
Process > Restart) cannot access it. The connector must be restarted manually from the
machine on which it is installed.

Pause

Stops the SmartConnector from sending events to the ArcSight Manager.

Note: Events received from the target device are saved in the connector cache (even
though the connector is in Pause state).

Stop

Stops the SmartConnector from sending events to the ArcSight Manager.

Caution: A Stop command causes the SmartConnector to stop sending all events,
which means it is not sending events to the connector cache, either.

Start

Prompts the SmartConnector (previously in Stop or Pause state) to start sending
events to the ArcSight Manager.

Flush Name Resolver Cache

Clears cache for Network name resolver.
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SmartConnector Status, continued
Category Command Descriptions

Upgrade Upgrade

Category | aunches a Command Parameters dialog for remote upgrade to newer versions of
ArcSightSmartConnectors for managed assets.

Provide the version number of the connector to which you want to upgrade and a wait
time to verify that the upgrade completed successfully. (If the upgrade is not successful,
the system performs an automatic rollback to the previous version of the connector.)

Click OK to start the upgrade.

See "Upgrading SmartConnectors" on page 209 for prerequisites for the upgrade process
and detailed information on how to upgrade Connectors.

Rollback Upgrade

Launches a Command Parameters dialog for remote rollback of connector version to a
specified previous version. See "Upgrading SmartConnectors" on page 209 for complete
information.

Adjust Rename Mismatched Override Files

Category  Enables you to remotely rename an connector parser override file whose version stamp
no longer matches the parser that it was intended to override. Renaming it appends “.1”
(or 2, or 3, if earlier numbers are in use), which stops the file from being used.

The first parameter is a regular expression you can specify to match specific override
files (or blank, the default, for all). The second parameter is a boolean where true, the
default, means restart the connecter if any files are renamed.

The Console's status bar shows a confirmation message when the flow control option
takes effect.

Tech Support Commands

Tech Support commands are provided for use primarily by ArcSight Customer Support.
Brief descriptions of these Tech Support commands are provided for informational
purposes, but these commands are not intended for use by ArcSight customers except
as instructed by Customer Support.

Tech Support Category Commands

Command Description

Get Support Info Gets logs and other feedback on connectors.

Get 'agent.properties' Shows the list of properties for the selected connector.

Get Upgrade Logs Gets upgrade logs on connectors.

Get 'agent.wrapper.conf’' Shows the wrapper configuration for the selected connector.
Get Configuration XML File Shows the XML configuration file for the selected connector.
Get Thread Dump Gets one thread dump for the selected connector.
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Tech Support Category Commands, continued

Command

Get Two Thread Dumps

Get Heap Dump

Get last N lines of 'agent.log'

Get System Properties

Enable Event Flow Tracing

Disable Event Flow Tracing

Get Event Flow Tracing Log

DNS Test

Enable Map File Logging

Disable Map File Logging
Get Collected Map File Logging

Description

Gets two thread dumps for the selected connector spaced by the
time interval specified. By comparing both thread dumps,
Customer Support can troubleshoot connectors with threads that
are hanging for unknown reasons.

This generates a heap dump, if possible, which can be useful to
ArcSight in some situations to analyze problems. The destination
ID is used as part of the file name, the file is placed in the same
directory as the connector's logs, and normally only 10 such files
are kept.

Shows an excerpt from the connector log file based on the number
of lines you specify. The default is 500 lines.

Shows system properties for the selected connector, including
details on variables such as Java runtime name, Java virtual
machine (VM) version, operating system name, paths for various
Java components, paths for ArcSight Home, user directories, user
home, and so forth.

Allows you to specify a component and fields to log for initiating an
event flow trace. Component and field names must be provided per
appropriate syntax. The component should be chosen from the
components listed in the Get Status results.

Disables event flow tracing on the selected component.

When tracing is enabled on the selected connector, the connector
logs data about events it receives.

This command takes one parameter, which is either a host name to
resolve or an |P address to reverse resolve. This is useful to see
what results would normally be expected for the name resolver
component of the connector, since it uses the same mechanism to
do the lookup as the name resolver uses.

Directs the AgentNATProcessor component, which processes
map files for each event, to log what it is doing for each event. By
default the last 100 events are logged.

Directs the AgentNATProcessor to stop logging.

Gets the collected log messages for the most recent events (100,
by default), which may help debug problems with why a map file is
not operating as expected.
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Mapping Commands for Additional Data Fields

The following commands provide access to SmartConnector component mapping and
event categorization for advanced users.

Mapping Commands

Command Description

Mapping Category

Get Additional  Returns a list of additional data names seen for each device vendor/product combination
Data Names since the connector started running. For example:

Additional Data Names Seen:
Generic (no vendor/product):
testl [3 times]

testll

testl3 [2 times]
Vendor/product [vend/prod]:
testl

testl0 [6 times]

By default, the command limits the list to show only the most recent 100 device
vendor/product combinations and the most recent 100 names for each.

Tip: You can change this limit by editing the SmartConnector property
agent.additionaldata.mapper.track.max.names inthe file $ARCSIGHT_
HOME/ArcSightSmartAgents/current/user/agent/agent.properties onthe machine
where the connector is installed. In most cases we recommend keeping the defaults. If
you change a property setting such as this, restart the connector.

If a data name is not a string, its data type is displayed in the list. If the connector saw an
additional data name more than once, the command output indicates the number of times
the name was seen.

Micro Focus ESM (7.2 Service Pack 1) Page 200 of 1109



ArcSight Console User's Guide
Chapter 6: Managing SmartConnectors

Mapping Commands, continued
Command Description

Map Additional Brings up a dialog where you can map an additional data name for the selected connector.

Data Name If you are using additional data, add the turbo.enabled=false property tothe Manager's
server.properties file. If you are unfamiliar with properties file setting, refer to the ESM
Administrator's Guide, topic on "Managing and Changing Properties File Settings."

Mame Value
= Misc

Device vendor

Device product

Additional data name

ArcSight field

| (04 || Zancel

For a generic mapping, you can leave the Device vendor and Device product fields
blank. For a specific mapping, fill in these fields with the appropriate vendor and product
names.

Typically, the Additional data name is one of the names shown in the Get Additional
Data Names output (but can be another name not on that list).

The ArcSight field must be a valid ArcSight event field.
Click OK to create the mapping.
Here is an example of the command output for a successful generic mapping:

Successfully mapped additional data name [testll] to event field
[message] for vendor/product []

A successful device vendor/product-specific mapping returns output similar to this:

Successfully mapped additional data name [test1@] to event field
[message] for vendor/product [vend/prod]

If the additional data name has not been seen, the name is still mapped, but with a
warning like this:

Successfully mapped additional data name [foo] to event field
[deviceCustomStringl] for vendor/product [vend/prod] (note that
additional data name [foo] has not been seen for vendor/product
[vend/prod])

If the ArcSight field is not valid, the error returned is similar to this:

Failed to map additional data name [bar] to event field [messages] for
vendor/product [vend/prod] (event field [messages] is unknown)
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Mapping Commands, continued

Command Description
Unmap Brings up a dialog where you can unmap an additional data name for the selected
Additional Data connector.
Name
Mame Value
= Misc
Device vendor
Device product

Additional data name

| o4 || Cance

To remove a generic mapping, you can leave the Device vendor and Device product
fields blank. To remove a specific mapping, fill in these fields with the appropriate vendor
and product names. The additional data name should be one that was previously mapped
for the specified device vendor and product combination.

Click OK to unmap the data name.
Here is an example of the command output for a successful generic unmapping:

Successfully unmapped additional data name [testll] for vendor/product

[]
A successful device vendor/product-specific unmapping returns output similar to this:

Successfully unmapped additional data name [foo] for vendor/product
[vend/prod]

If the specified additional data name was not previously mapped, the output looks like
this:

Failed to unmap additional data name [foo] for vendor/product
[vend/prod] (not previously mapped)

Notes:

« One additional data name can be mapped to more than one ArcSight field for the same
device vendor/product combination, and in this case unmapping it unmaps it from all
ArcSight fields for that device vendor/product. This is an unlikely scenario, however.

o The converse case, where multiple additional data names are mapped to the same
ArcSight field for the same device vendor/product combination, results in the last
mapping taking precedence over any previous mappings to that ArcSight field for that
device vendor/product. No warning is generated in this case.

Categorizer mapper Category
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Mapping Commands, continued
Command Description

Reload custom There are several ways to set event category information for events. The least common of

categorizations these is to store custom categorization files (organized by vendor and product) on the
connector machine inthe user/agent/aup/acp/categorizer/current directory (or
the user/agent/acp/categorizer/current directory).

If such categorization files exist and have been changed, this command reloads them
without restarting the connector.

Reload custom Rescans and reloads map files in the user/agent/map directory on the machine where
map files the connector is installed.

The map files are named in the form map.n.properties, where n is a number starting
with 0. Use this command to immediately apply the latest changes. Not all connector
setups include custom map files.

Caution: Map files are created on some connector machines to fulfill specific needs. If
you are not familiar with the categorizer/mapping setup of an environment, we
recommend that you do not use these commands.

Reload Re-scans and reloads external map files in the user/agent/extmap directory on the
external map machine where the connector is installed.
files

The map files are named in the form extmap.n.properties, where n is a number starting
with 0. Use this command to immediately apply the latest changes. Not all connector
setups include custom external map files.

Caution: External map files are created on some connector machines to fulfill specific
needs. If you are not familiar with them, we recommend that you do not use Reload
commands.

Managing SmartConnector Groups

You can best manage ArcSight SmartConnectors when you organize them into groups.
You'll find all uncategorized SmartConnectors in the Unassigned group.

You can move or copy groups and SmartConnectors into other groups in the
Connectors resource tree by using drag-and-drop. If a group is deleted, the
SmartConnectors within that group are also deleted.

You should not delete a Connector resource at the ArcSight Console, unless the
corresponding SmartConnector is first stopped. If the SmartConnector on the device is
running and its Connector resource is deleted, the SmartConnector cannot send events
to the ArcSight Manager, causing the SmartConnector to start caching events and
eventually dropping these events.

Where: Navigator > Resources> Connectors

Tip: Optional: To add information in the Notes tab, refer to "Using Notes" on
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page 78.

To create a SmartConnector group:

1. Right-click a group and choose New Group.

A "name" text field appears under the group you selected.
2. Inthe "name" text field, type in a name.
3. Press Enter.

To rename a SmartConnector group:

1. Right-click a group and choose Rename.
2. Inthe "name" text field, rename the group.
3. Press Enter.

To edit a SmartConnector group:

1. Right-click a group and choose Edit Group.
2. In the Group Editor, edit the Name and Description text field.
3. Click OK.

To move or copy a SmartConnector group:

1. Navigate to a group and drag and drop it into another group.

2. Choose Move to move the group, Copy to make a separate copy of the group, or
Link to create a copy of the group that is linked to the original group.

If you choose Copy, you create a separate copy of the group that is not affected
when the original group is edited. If you choose Link, you create a copy of the group
that is linked to the original group. Therefore, if you edit a linked group, whether it be
the original or the copy, all links are edited as well. When deleting linked groups,
you can either delete the selected group or all linked groups.

To delete a SmartConnector group:

1. Right-click a group and choose Delete Group.
2. Inthe dialog box, click Yes.
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Importing and Exporting SmartConnector
Configurations

You can import and export SmartConnector configurations as a means of sharing
custom configurations among several connectors on the same or multiple Managers.
Rather than redefining a complex configuration on each connector, you can export the
configuration as an XML file and then import it into connectors that share some or all of
its configuration settings. An override feature allows you to make changes to any of the
parameter values upon import.

Importing a SmartConnector Configuration

Tip: Save and import SmartConnector configurations as XML files.

Where: Navigator > Resources > Connectors
1. Right-click the SmartConnector into which you want to import a new configuration
and choose Import Connector Configuration.

2. In the file browser, navigate to and select the. xm1 file that contains the connector
configuration, and click Open.

This displays a dialog showing original and proposed new configuration settings for
the selected connector, with an option to override any of the proposed new values.

3. Click Show to show the details of the import or Hide to hide them.

a. Limitthe import to only filters by keeping all values in the original configuration
and choosing to override only the filter values with the imported values as is
detailed in SmartConnector Filters.

Scroll down to the Filters section at the end of the Import dialog to see the filters.

When you are satisfied with the settings to import and overrides (if any), click OK
to import the configuration.

b. This dialog shows original values for the selected connector configuration and
new values applied upon import. You can override any of the settings you do not
want to import by either keeping the parameter value in the original configuration
or defining a new value.

c. On the Import Connector Configuration dialog, review the import information and
override any values that you do not want to import.
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Exporting a SmartConnector Configuration

Tip: SmartConnector configurations must be saved as XML files.

Where: Navigator > Resources > Connectors

1. Right-click the SmartConnector you want to export, and choose Export Connector
Configuration As.
This brings up a file browser where you can navigate to the location where you want
to save the configuration as an XML file.

2. Inthe file browser, navigate to and select the location where you want to save the
configuration, provide a name for the file, and click Save.

SmartConnector Filters

You can import and export only the filters associated with SmartConnectors as a part of
an import or export on a SmartConnector.

To export a SmartConnector filter, export the connector that uses the filter as described
in "Exporting a SmartConnector Configuration" above.

To import a SmartConnector filter into another connector:

1. Select the the SmartConnector to which you want to add a new filter.

2. Follow the steps in "Importing a SmartConnector Configuration" on the previous
page.

3. On the Import Connector Configuration dialog, scroll down to the Filters section at
the end of the Import dialog to see the SmartConnector Filters.

4. Limit the import to only the filters you want by keeping all values in the original
configuration and choosing to override only the filter values with the import.

5. Click OK.

Using Additional Data Fields

Some devices include event data with data fields that are not included in the standard
event data schema. You can configure your SmartConnector to send these fields as
additional data and map them to ESM schema fields. The mapping can vary based on
the device vendor and product and can be controlled from the ArcSight Console, with
the mappings stored on the SmartConnector machine.
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Prerequisite:

Add the turbo.enabled=false property to the Manager’s server.properties file. If you
are unfamiliar with properties file setting, refer to the ESM Administrator's Guide, topic
on "Managing and Changing Properties File Settings."

To map additional data fields:

Where: Navigator > Resources > Connectors

1. Expand a connector group and locate the SmartConnector you want to configure for
additional data field mapping. Make sure this connector is in the running state.

2. Right-click the connector and select Send Command > Mapping > Get Additional

Data Names.
Mapping k et Additional Data Names
Categorizer /mapper “» Map Additional Data Mame...
Test k Unmap Additional Data Name...

3. See Get Additional Data Names sample output. Take note of the field names of
interest. You will enter these fields for mapping later in this procedure.

4. Right-click the connector again and select Send Command > Mapping > Map
Additional Data Name. The following is displayed:

Mame

= Misc
Device vendor
Device product

Arcsight field

Additional data name

Value

o
=

| | Cancel

5. Enter values, for example:

Field
Device vendor
Device product

Additional data
name

ArcSight field

Example value
For example, Cisco
For example, Cisco Secure ACS

Field name from the connector to be mapped. Taken from the generated name list
from the previous step

ArcSight field to store the additional data

Micro Focus ESM (7.2 Service Pack 1) Page 207 of 1109



ArcSight Console User's Guide
Chapter 6: Managing SmartConnectors

See also Map Additional Data Name for additional instructions on entering values in
the mapping dialog, additional instructions for changing the server.properties file,
and sample messages.

6. To verify the mapping, right-click the connector again and select Send Command >
Status > Get Status. Check the NGCustomAdditionalDataMapper<n> variables in the
output. For example:

NGCustomAdditionalDataMapper®...........cc.... Generic
mappings:testll=>message
NGCustomAdditionalDataMapperl.......cccvuue.n Mappings for

vend/prod:testl@=>message, foo=>deviceCustomStringl

Note: Only mappings for loaded device vendor/product combinations are
included. This includes mappings for vendor/product combinations that have
had mapping or unmapping commands executed (even unsuccessful ones), and
vendor/product combinations for which additional data-laden events have been
seen. Unloaded mappings on disk are not included.

Create a map file on the SmartConnector host:

Connector map files are used to map a field value to another field, and more. For proper
map file construction, follow the information in the FlexConnector Developer’s Guide,
which is available from Protect724. Refer to the topic, "Map Files."

Map files follow the filename format, map.X.properties, where Xis the next sequential
number following any other existing map file in that directory.

Store the map file in the SmartConnector host in this directory:
$ARCSIGHT _HOME/user/agent/map/map.X.properties

Updatingthis file does not require any connector restarts.

To display additional data fields in the active channel:

1. Create an active channel and specify the event fields to be displayed. See "Creating
or Editing an Active Channel" on page 224 for instructions.

2. Right-click on the column header and select Columns > Add/Remove Column >
Additional Data.
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3. Select the additional data field columns to be added to the active channel.

Once the additional data fields are available on the channel, you can select the
event (the row) and look at the Event Inspector panel for event details. Scroll all the
way down the event details and look for the Additional Data category.

Note: Limitations
« Additional data fields cannot be part of a field set.

- Additional data fields cannot be viewed on the ArcSight Command Center.

Upgrading SmartConnectors

You can centrally manage and configure SmartConnectors and update them remotely.
Use the Upgrade command on the ArcSight Console to upgrade to newer versions of
SmartConnector software for managed devices. Use the Rollback command to revert to
a previous version on an upgraded connector.

The Upgrade command lets you launch, manage, and review the status of upgrades for
all SmartConnectors. A fail-over mechanism launches SmartConnectors with previous
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versions if upgrades fail. All communication and upgrade processes between
components (Console, Manager, connectors) take place over secure connections.

The ArcSight Console reflects current version information for all of your
SmartConnectors.

Note: SmartConnector remote upgrade is supported for connectors installed on
Linux and Windows platforms only.

Overview of the Upgrade Process

1. As an ArcSight customer, you receive e-mail notifications about new connector
releases from Customer Support.

2. ArcSight administrators download the latest releases to the ArcSight Manager
where they are available for SmartConnector upgrades.

Tip: SmartConnector upgrade version files are delivered as ArcSight Update
packs (.aup) files. (ArcSight update packs are compressed file sets, similar
to.zips.) The administrator copies the. aup file to ARCSIGHT_HOME/updates/ onto

a running ArcSight Manager. The Manager automatically unzips the. aup file and

copies its contents to ARCSIGHT_HOME/repository/.

3. From the ArcSight Console, administrators select connectors to be upgraded (one at

a time) and launch the upgrade command for each of them.

4. The selected connectors upgrade themselves, restart, and send upgrade results
(success or failure) back to the ArcSight Console through the ArcSight Manager.
The upgraded connector runs in the same home directory as the old connector.

« Ifthe upgrade is successful, the new connector starts and reports on successful
upgrade status.

« Ifthe upgraded connector fails to start, the original connector restarts automatically

as a fail-over measure. This is essentially an automatic rollback, and restart.

ArcSight
Manager

4| Upgrade connector
to new version.

Upgrade connector

to new wersion.
ArcSight 14
Console

{ SmartConnector|
—
Upgrade succeeded
or failed.

Upgrade succeeded
or failed.

Tip: Monitoring SmartConnector Upgrade Status

SmartConnectors automatically determine their upgrade status when they start.
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« When a connector starts up, it determines whether it is upgraded.

« If so, it waits for a configurable time interval for events from the monitored
device to be processed.

« If, after that time interval, events have been processed, the SmartConnector
is deemed up and running. The ArcSight Console indicates that the upgrade
for that connector is a success and the newer connector version is reflected.

Additional notes on the SmartConnector upgrade procedure:

When upgrading SmartConnectors, be sure to download current versions of the
connector configuration guides from the ArcSight Product Documentation page of
Protect724. New or revised information is provided in these guides as appropriate per
each release of SmartConnectors. To check version numbers on your current
connectors, see "Getting Status and Versions on Installed SmartConnectors" on

page 213.

You need administrative permissions to upgrade connectors.

Newer versions of the connectors you want must be available on the Manager to
which you are connected.

The option for remote upgrade is available only on SmartConnectors of version
4.0.2.xxxx.0 or newer. Earlier versions of Connectors (or Agents) must be upgraded
manually by installing a newer version of the connector.

As a prerequisite to upgrading connectors, both the ArcSight Manager and the
connector must be running.

The Upgrade SmartConnectors command is available as one of several
SmartConnector control commands.

SmartConnector Upgrade Procedure

Where: Navigator > Resources > Connectors

1.

Select the connector you want to upgrade, right-click to bring up the context menu,
and choose Send Command > Upgrade > Upgrade.

This opens a Command Parameters dialog.
Provide the following information in the dialog.

« Version - The Version field provides a drop-down menu showing the connector
versions available on this Manager. Choose the Version number of the connector
to which you want to upgrade.

. Event wait (sec) - Number of seconds the upgrade process waits for the first
event from the device after the new, upgraded connector is started. If no events
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are received from the device within the specified time frame, the upgrade is
considered "failed" and the old connector is launched.

This optional check is an additional safeguard against upgrade failures. For
example, the connector binaries may have been upgraded successfully, but the
new version may have problems communicating with the device. In that case, this
check assumes that the upgrade failed and bring back the old connector.

If the Event wait (sec) value is 0 (the default), then the upgrade does not perform
this check.
3. Click OK to close the dialog and start the upgrade.

As the upgrade proceeds, the connector shows as down and then running again in the
resource tree. Status messages on the ArcSight Console indicate whether the upgrade
succeeds or fails. You can check the logs for the connector to determine if the upgrade
succeeded. (Send Command > Tech Support > Get 'agent.properties' and Get
Upgrade Logs.)

Rolling back to a Previous Version

« You need administrative permissions to roll back Connectors.

« Rollback automatically reinstates the most recent version prior to the currently
installed version. You cannot do a remote rollback on a connector to other than the
previously installed version.

o Check with Micro Focus Customer Support for ArcSight products on the
SmartConnector version to which you can roll back.

Where: Navigator > Resources > Connectors

1. Select the connector you want to upgrade.

2. Right-click and select Send Command > Upgrade > Rollback from the context
menu.

As the rollback proceeds, the connector shows as down and then running again in the
resource tree. You can check the logs for the connector to determine if the rollback
succeeded. (Send Command > Tech Support > Get 'agent.properties' and Get
Upgrade Logs.)

Troubleshooting

If an upgrade or rollback fails, you can review the related logs. Choose Send Command
> Tech Support > Get Upgrade Logs from the ArcSight Console menus.

You can also use the Send Logs wizard to collect and compress logs, which you can
then attach to an email, if desired.
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Getting Status and Versions on Installed
SmartConnectors

Before or after you upgrade a SmartConnectors, you may want to check version
numbers of currently installed connectors or get other status information. There are
several ways to get information on currently installed connectors (including various
control commands, channels, dashboards). Two of these are highlighted here as easy
ways to get connector version information.

Where: Navigator > Resources > Connectors

To get status on a SmartConnector:

1. Select the connector you want to upgrade.

2. Right-click and select Send Command > Status > Get Status from the context
menu.

The Status information on a connector includes "Agent Version" near the top of the
message window. The information includes, but is not limited to, the content version,
connector type, responses processed, and so on.

To view SmartConnector Dashboards:

1. Select Dashboards from the Navigator panel.

2. Expand the folders to find various dashboards. To view a dashboard, right-click it
and choose Show Dashboard.

You can find SmartConnector dashboards in /Dashboards/Shared/All
Dashboards/ArcSight Administration/Connectors/System Health.

Consuming Events from Transformation Hub

ESM can consume events from the ArcSight Transformation Hub. This is done first by
configuring the SmartConnector as follows:

During SmartConnector setup:

1. Add the ArcSight Manager destination as described in the ArcSight
SmartConnectors User's Guide.

Additionally, set these options:
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Option Setting Purpose

AUP Master true To enable event enrichment with zone information. If the setting is true,

Destination ESM sends zone information back to the connector. The connector then
adds the zone information in events forwarded to ESM.

Filter Out All true Tofilter out and aggregate, and therefore reduce event volume sent to

Events ESM. This increases efficiency and reduces processing time.

2. Save the configuration.
3. Add another destination. This time, select Transformation Hub, also described in
the ArcSight SmartConnectors User's Guide.

« For Content Type, select ESM. This configures the connector to send binary
events to Transformation Hub.

« Specify the topic that was configured in Transformation Hub that will be
consumed by ESM. Make note of this topic name because you will specify it again
during Manager setup.

During ArcSight Manager setup:

1. Make sure you have ESM defined connection information to the Transformation Hub
deployment.

2. Specify the same topic as in the SmartConnector.
If this configuration was not done during ESM installation, refer to the ESM
Administrator's Guide for procedures to use the managersetup command and launch
the configuration wizard again.

On the Console, the Transformation Hub connector is represented as follows:

Icon Color Description

Og Green Indicates that
o The connector has been set up with ArcSight Manager as destination with AUP Master
Destination = true, and Filter Out All Events = true.

« The connector has been set up with Transformation Hub destination with ESM as content
type with topic also specified.

« ArcSight Manager has been set up as an Transformation Hub consumer.
CI,?, Grey Indicates that the Manager setup is not configured as a Transformation Hub consumer even
if the SmartConnector itself is set with the appropriate Transformation Hub destination,

content type, and topic. Therefore, Manager is not consuming events coming in from
Transformation Hub.

Note: Transformation Hub configurations on the SmartConnector side and the
Manager side must match.
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If the SmartConnector is not set up with the Transformation Hub destination for ESM,
even if the Manager is configured for Transformation Hub consumption during
Manager setup, the icon on the Console will appear as a regular connector.

For more information about Transformation Hub, refer to the ArcSight Open Data
Platform Transformation Hub Guide.
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Notifications and their content are created using rules configured with the Send
Notification rule action (see "Rule Actions Reference" on page 542).

Managing Received Notifications

If the Notifications button in the ArcSight Console toolbar indicates that new notifications
have arrived (=) you click that button to open the Naotifications tab in the Viewer panel.
This is your central notification repository if you belong to the destination group
configured to receive notifications on the Console (the notification group’s Destination
Type is set to Console).

You can open the Notifications manager at any time by clicking the toolbar button, even
if no new notifications are present.

To use the Notifications manager you first choose a category tab for the type of
notification received.

Notification
Category Use

Pending These are notifications that you have not yet handled (reassigned to one of the following
@ categories). Pending notifications older than 24 hours are automatically refiled as Not
Acknowledged.

Undeliverable These are notifications that were not delivered.

Acknowledged These are notifications to which you have replied.

Not Pending notifications that go unacknowledged or unresolved for more than 24 hours are
Acknowledged automatically refiled as Not Acknowledged.

Resolved These are notifications for which you or a colleague have found a resolution and so have
marked the notification accordingly.

Informational ~ These are notifications that are provided for information purposes only and do not require
n resolution or intervention.

The Informational tab includes a Delete button. If you no longer need an informational
notification, select it and click Delete.
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Note: If you do not see notifications appearing, make sure your ESM user identity
(not just your e-mail address) is set as a destination in the Notifications Editor.

In a category, click Acknowledge to mark a selected notification as acknowledged. Click
View Event to see the event that triggered a notification. Click Resolve to reclassify the
notification as Resolved.

For each category of notification there is a common set of columns of information
concerning them.

Notification
Column Definition
Priority This is the same priority set by the SmartConnector and modified by the current threat level

formula (and seen in grid views), unless modified by the rule that triggered the notification.

Triggering The event that caused the rule to trigger the notification.
Event

Notification =~ The branch of the Notifications resource tree to which this destination belongs.
Group

Escalation  The Escalation Level (and implied destinations) the notification has reached while waiting for
Level resolution.

Create Time The time at which the notification was created

Note: Also note that you can set a severity threshold for notification pop-ups and
sounds in ArcSight Console Preferences.

Managing Notification Groups

On the Console, a notification group is denoted as a destination. This means this group
is the recipient of notifications.

Purpose: The ArcSight Console has default destination groups that you can use. A
destination group is assigned to users to receive specific notifications.

Where used:

« User attribute, described in "Creating or Editing a User" on page 102

« Rule action for sending notifications in case certain rule conditions are met. See
"Rule Actions Reference" on page 542.

Caution: Do not exceed more than 10,000 resources in a group.

Where: Navigator > Resources > Notifications > Destinations > Shared > All
Destinations
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To create or edit destination groups:

Note: As a user, you can create new groups under All Destinations, but not new
subgroups under existing system-defined groups.

1. If you are creating a group, right-click All Destinations and select New Group.
If you are editing a group, right-click the group and select Edit Group.
2. Setthe following attributes:

Field Description

Name Enter a name for the group.
Caution: If you are renaming an existing group, check for the following:

« If this group is assigned to a user, edit that user's Notification Groups attribute by
selecting the renamed destination.

« If arule action to send notification is set to send to this group, edit that rule action by
selecting the renamed destination.

Reference  Entertext as required for the group or for members. Refer to "Reference Pages" on
Pages page 1035 for information.

Entering data in the Common and Assign sections is optional, depending on how
your environment is configured. For information about the Common and Assign
attributes sections, as well as the read-only attribute fields in Parent Groups and
Creation Information, see "Common Resource Attribute Fields" on page 728.

3. Press Enter.

To rename destination groups:

Caution: If you are renaming an existing group, check for the following:
« Ifthis group is assigned to a user, edit that user's Notification Groups attribute by
selecting the renamed destination.

« If a rule action to send notification is set to send to this group, edit that rule action
by selecting the renamed destination.

1. In the Notifications resource tree, right-click a group and choose Rename.
2. Inthe text field, rename the group.
3. Press Enter.

Micro Focus ESM (7.2 Service Pack 1) Page 218 of 1109



ArcSight Console User's Guide
Chapter 7: Managing Notifications

To delete destination groups:

Caution: If you are deleting a destination group, check for the following:

If this group is assigned to a user, edit that user's Notification Groups attribute by
selecting the another destination.

If a rule action to send notification is set to send to this group, edit that rule action
by selecting another destination.

In the Naotifications resource tree, right-click a group and choose Delete Group.
Click Yes.

Managing Notification Destinations

Destinations are mapped to user groups, therefore, make sure the user group exists
("Managing User Groups" on page 99) for the destination you are creating.

To create or edit destinations:

1.

6.
7.
8.

In the Notification resource tree in the Navigator panel, right-click an escalation level
(such as Level 1).

If you are creating a destination, choose Add New Destination.

If you are editing a destination, right-click a notification destination and choose Edit
Destination.

For more information, see "Changing Notification and Acknowledgment Settings" on
the next page.

In the Notification Editor, enter a label for the notification in the Name field.

Optionally set a Start Time and End Time during the day within which the
notification is to be active. The defaultis all day (12:00:00 AM to 11:59:59 PM).

Select a Destination Type and the related parameters for that type, as follows:
« For Console, additionally select a user or a user group. This displays the
notification on the users’ ArcSight Console when they log in.

« For Email Address, enter a valid email address and additionally select a user or
user group.

* Note: Always set the ArcSight User/Group identity for all destination types.

For User/Group, select the group from the resource selector popup.
Optional: To add information in the Notes tab, refer to "Using Notes" on page 78.
Click OK.
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To move or copy destinations:

1. In the Notification resources tree, find a destination and drag it to a different
escalation level. You can drag across groups if needed.

2. Right-click the destination and choose Move to move it, Copy to make a separate
copy, or Link to create a copy of the destination that is linked to the original
destination.

If you choose Copy, you create a separate copy of the destination that is not affected

when the original destination is edited. If you choose Link, you create a copy of the
destination that is linked to the original destination. Therefore, if you edit a linked
destination, whether the original or the copy, all links are edited as well. When
deleting linked destinations, you can either delete the selected destination or all
linked destination copies.

To delete destinations:

1. In the Notification resource tree, right-click a notification destination and choose
Delete Destination.

2. Inthe dialog box, click Yes.

Changing Notification and Acknowledgment
Settings

Administrators can configure notifications, acknowledgments, and wait-time settings.
The escalation time window or wait-time depends on the event's severity.

Note: If notifications and acknowledgments were disabled during Manager setup,
mail server settings made through the ArcSight Console do not take effect until you
re-run the Manager configuration wizard to enable notifications and
acknowledgments on the Manager side.

To re-enable notifications settings, follow instructions in the ESM Administrator's
Guide to:

» Stop the ArcSight Console and Manager.
« Re-run the Manager configuration wizard and enter settings for your SNMP server.

To change e-mail settings:

1. In the Notification resource tree, right-click a group and choose Settings, then Edit
E-mail Settings.
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2. In the Notification Editor, type in the following text fields:

Notification

Fields Definition

From The e-mail address from where the notification messages are sent. It is important that

Address the "from address" specified is one that is not rejected by the SMTP server, since some
SMTP servers reject unknown e-mail addresses. For notifications sent by cell phone,
any cell phone must be e-mail enabled.

Outgoing The host name of the local outgoing mail server. This is the SMTP server ArcSight uses

Mail Server  to send e-mail. The Outgoing Mail Server must be accessible from the ArcSight
Manager for e-mail notifications to be sent. SMTP is used to send e-mail. An SMTP
server must be configured either at install time or set here.

Incoming The local incoming mail server host name.

Mail Server

Incoming Select either IMAP or POP3 mail protocols.

Mail

Protocol

E-mail The e-mail account name. For notifications sent by e-mail, you need to add an address

Account to the e-mail Address field.

Account Enter the password for the account.

Password

Confirm Re-enter the same password to confirm.

Password

Note: POP3 and IMAP can be used to check for e-mail acknowledgments. You
can specify these options at install time, or set them here. For
acknowledgements, the relevant fields are "incoming mail server," which is the
POP/IMAP server to specify to check e-mail, "incoming mail protocol," which is
either POP3 or IMAP, "account" and "password," which are the login name and
password to access the mailbox from the incoming mail server. Note that replying
to mails from the notification "from address" should reach the mailbox accessible
to the "account" login.

3. Type the E-mail Account password in the Password text field and confirm itin the
Confirm Password text field.

4. Click OK.

To change wait time settings:

The default wait-time values for Very-High severity and High severity are setat 5
minutes, Medium is set for 30 minutes, and Low is set for 2 hours.

1. In the Notification resource tree, right-click a group and choose Settings, then Edit
Escalation Wait Time.
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2. In the Notification Editor, type in the wait time for the hour (Hr) and minute (Min) text
fields for Very-High, High, Medium, or Low severity.

3. Click OK.

Testing Notification Groups and Destinations

This topic describes how to test notification groups and destinations.

To test group notifications:

In the Notification resource tree, right-click a populated notification group and choose
Test Group Notification.

A test notification message is sent to the notification destination. Test notifications are
not sent to group notification destinations if the End Time has expired. For example, if
you test group notification at 6:00:00 PM and the End Time states 5:00:00 PM, a
notification message is not sent to the group.

To test destination notifications:

In the Notification resource tree, right-click a notification destination and choose Test
Destination Notification.

A test notification message is sent to the notification device. Test notifications are not
sent to notification destinations if the End Time has expired. For example, if you test a
notification destination at 6:00:00 PM and the End Time states 5:00:00 PM, a notification
message is not sent to the device.

Managing Escalation Levels

This topic describes how to handle the tasks required for managing escalation levels.

To add an escalation level:

In the Notifications resource tree, right-click a notification group and choose Add
Escalation Level.

New escalation levels are added in sequential order. If you want to add a level between
two existing levels, add another level then move destinations accordingly. For example,
if you have Level 1 and Level 2 and you want to add a level between them, add another
level, Level 3. Then, move all destinations from Level 2 to the new Level 3.
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To delete an escalation level:

1. In the Notifications resource tree, select the last escalation level in a notification
group.

Note: All destinations within this escalation level are also be deleted. If you want
to save the destinations, make sure you move them to another level before
deleting.

2. Right-click the escalation level and choose Delete Escalation Level.
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This topic describes how to monitor events coming from SmartConnectors using tools
that are displayed in the Viewer panel. You can monitor events through a rich set of
views, including active channel and grids, dashboard graphics and tables, and active
lists, as described in the following topics:

Monitoring Active Channels

Active channels provide a streaming view of events coming into your system that can be
viewed numerous ways using numerous types of filters and field sets.

Creating or Editing an Active Channel

This topic shows how to create active channels manually, from triggered rules, and from
filters.

Tip: Press Enter to register edits made in editors and channel columns.

To ensure that ESM registers a change you make to a field in editor and channel
columns, press Enter before clicking Apply or OK.

Where: Navigator > Resources > Active Channels

To create or edit an active channel:

1. Locate an active channel group.
2. Ifyou are creating an active channel, select New Active Channel.

If you are editing an active channel, expand the group, right-click an active channel,
and choose Edit Active Channel.

3. Setthese options:
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Active Channel Attributes

Attribute

Start Time

Usage

The relative or absolute time reference that begins the period to track events in the
channel. Edit the time expression, choose a common expression from the drop-down
menu, or click the Selector button to choose an absolute date and time value. See
"Timestamp Variables" on page 1068 for more options.

Notes:

« Time intervals: Based on Start Time and End Time settings, the active channel

rounds up time as follows:

If the interval from start to end time in minutes is less than 10 minutes, the time
interval will be at seconds precision.

If the interval from start to end time in minutes is greater than 1440 minutes, then the
time interval will be at hours precision.

Otherwise, the time interval will be at minutes precision.
Change in Daylight Savings Time: If a channel is open when Daylight Savings Time
starts or ends, it does not show the correct start time until you restart it.

You can change the default start time for new channels by editing the
console.properties fileinthe <ArcSight_Console_HOME>/ current/config
directory.For example, add the this line...

console.channel.newChannel.defaultSubtractTime="$Now - 2h"

... to change the start time to two hours ago. For a list of possible time values see the
Start Time: field pull-down menu. Refer to the topic, "Managing and Changing
Properties File Settings" in the ESM Administrator's Guide.
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Active Channel Attributes, continued

Attribute
End Time

Useas
Timestamp

Usage

The relative or absolute time that ends the period to actively track the events in the
channel. Edit the time expression, choose a common expression from the drop-down
menu, or click the Selector button to choose an absolute date/time value. See
"Timestamp Variables" on page 1068 for more options.

Notes:

Time intervals: Based on Start Time and End Time settings, the active channel
rounds up time as follows:

If the interval from start to end time in minutes is less than 10 minutes, the time
interval will be at seconds precision.

If the interval from start to end time in minutes is greater than 1440 minutes, then the
time interval will be at hours precision.

Otherwise, the time interval will be at minutes precision.

Change in Daylight Savings Time: If a channel is open when Daylight Savings Time
starts or ends, it does not show the correct start time until you restart it.

If a channel is open when Daylight Savings Time starts/ends, the live channel does
not show the correct start time until you restart it.

If setting the End Time results in the message “Invalid end date for sliding channel,”
the channel is set to Continuously evaluate instead of Evaluate once at attach
time. Either re-set the End Time or change the Time Parameters option for the
channel to Continuously evaluate.

Avoid creating active channels that query more than once day. For active channels
that query more than once day, use Evaluate time parameters once at attach
time instead of Continuously evaluate. Betteryet, use trends for these types of
active channels. See also "Best Practices to Optimize Channel Performance” on
page 247.

Choose the event-timing phase that best supports your analysis. End Time represents
the time the event ended, as reported by the device. Manager Receipt Time is the
event's recorded arrival time at the ArcSight Manager.

Micro Focus ESM (7.2 Service Pack 1) Page 226 of 1109



ArcSight Console User's Guide
Chapter 8: Monitoring Events

Active Channel Attributes, continued
Attribute  Usage

Evaluation Choose whether the channel will Continuously evaluate to show events that are

of time qualified by Start and End times which are re-evaluated constantly while the channel is

parameters running, or Evaluate once at attach time to show only the events that qualify when the
channel is first run.

A channel setto Continuously evaluate is also known as a sliding channel, and
typically has its End Time option set to $Now.

Filter If creating a new channel, select an existing filter for the events processed through the
channel. If you prefer, click Define to create a new filter to be used by this channel.
Follow the instructions in

If editing a channel, go to the Filter tab to make your edits.

Fields Choose an existing event field set for the events processed through the channel. The
default field set is for users who view a channel for the first time. If no default is
specified, the ArcSight system default is used. When a user closes a channel, ArcSight
saves the field set (and all other Console settings) to the user’s . ast file.

After a user has opened a channel once, the Console does not use the default field set for
that user again. Changing the default only affects other users who have never opened the
channel before.

4. Click the Examples button to see how to specify commonly used channel values.

Entering data in the Common and Assign sections is optional, depending on how
your environment is configured. For information about the Common and Assign
attributes sections, as well as the read-only attribute fields in Parent Groups and
Creation Information, see "Common Resource Attribute Fields" on page 728.

5. Click the Filter tab to edit the channel's filter condition as described in "Creating or
Editing a Filter" on page 307.

To view the full conditions for the MatchesFilter operator, click the Summary tab
and then click the Expand Filter button to display the filter conditions for debugging.

Note that in this case, the display of the MatchesFilter full logic does not display the
sub-filter of the matched filter. Full logic is displayed only for the first level of
matched filter conditions.

6. Click the Sort Fields tab to explicitly set which fields to sort the channel on in grid
views, the sort order for those fields, and whether sorting for each field is ascending
(A to Z) or descending (Z to A).

7. Click the Local Variables tab to use ArcSight local variables with the channel's
filters.

Tip: You can create local variables, which are only available to the resource you
are creating (in this case, an active channel), or use global variables. For
information on creating global variables, see "Creating or Editing a Filter" on
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page 307 and "Global Variables" on page 611.

8. Optional: To add information in the Notes tab, refer to "Using Notes" on page 78.
9. Click OK to save the channel and to open and run it in the Viewer panel.

To view results of triggered rules in channels:

See "Verifying Rules with Events" on page 554.

To create active channels from filters:

« In the Filters resource tree, right-click a filter and select Create Channel with Filter.
o Do the same for:

o Connectors

o Assets, including vulnerabilities, zones, and categories

o Stages

o Cases with events. For such cases, right-click and select Case Details Channel.
See "Viewing a Case's Events in a Channel" on page 645.

Viewing Active Channels

Viewing and using active channels include creating them, filtering them, customizing
contents, changing presentation formats or layouts, and deleting them.

When viewing an active channel, keep the following in mind:

« Ifachannel is open when Daylight Savings Time goes into or out of effect, the live
channel will not reflect the correct start and end times until the channel is closed and
re-opened.

« If an active channel uses a filter that applies conditions to a list data type field, the
active channel will include multiple rows for the same event or resource (for example,
actors) channels. This behavior is expected.

Purpose:

« View events
« View resources such as assets, vulnerabilities, cases, and so on
Where: Navigator > Resources > Active Channels

To view an active channel:

1. Right-click a channel.
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2. Select Show Active Channel.
The selected channel is displayed in the Viewer.

To edit the time window for an active channel:

1. Click the edit time window button that looks like a pencil (next to the active channel
Start Time).

2. Modify the Start Time and End Time.
3. Click OK.

To view resources in active channels:

Right-click a resource or group, and choose Show <ResourceName>. The resources
are displayed in an active channel view.

To view results of triggered rules:

See "Verifying Rules with Events" on page 554.

Monitoring Events in the Active Channel

Click an active channel's tab at the top of the Viewer panel and select the Grid view of
that channel using the tab at the bottom. When new events occur, they are displayed at
the top of an active channel as a new row. Events can appear in ArcSight Severity or
filter colors. You can set the color-code for events by using the steps described in
"Setting Grid Options for the Viewer Panel" on page 51.

Full Search and Event Search on ArcSight
Command Center

You can launch a search from the Console's event channel to the ArcSight Command
Center. The following types are supported:

« Event Full Search is searching for a matching value (for example, abc) stored in
multiple fields.

« Event Search is searching for a matching value (for example, abc) stored in one
specified field (for example, only in the Name field).
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To launch a search:

1. Open an active channel.

2. Select a cell with the value you want to search. For example, the field (column) is
Target Address and its value is 198.51.100.0.

3. Right-click the cell that has the value. From the context menu:

« To search for the value 198.51.100.0 on multiple fields (not just the Target
Address field), select Event Full Search.

« To search for the value 198.51.100.0 on a specific field on the channel, for
example, Target Address, select that cell, select Event Search.

The ArcSight Command Center is launched on the preferred browser.

4. Enter your name and password to log in.

The Command Center displays the Event Search page with the results.

« Ifyou selected Full Event Search, the search results will display instances of
198.51.100.0 in the source address and destination address fields.

« Ifyou selected Event Search, the search results will display instances of
198.51.100.0 in the Destination Address field only, because you came from the

Target Address field on the Console's active channel.

Refer to the ArcSight Command Center User's Guide for more information about the

search feature.

Supported fields for the search are:

Supported fields
AGENT_ADDRESS
AGENT_SEVERITY
AGENT_ZONE_NAME
APPLICATION_PROTOCOL
CATEGORY_BEHAVIOR

CATEGORY_OBJECT

CATEGORY_TECHNIQUE

CUSTOMER_NAME

AGENT_HOST_NAME
AGENT_TYPE
AGENT_ZONE_RESOURCE
BYTES_IN

CATEGORY_CUSTOM_
FORMAT_FIELD

CATEGORY_OUTCOME

CATEGORY_TUPLE_
DESCRIPTION

DESTINATION_ADDRESS
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AGENT_NT_DOMAIN
AGENT_ZONE
AGENT_ZONE_URI
BYTES_OUT

CATEGORY_DEVICE_
GROUP

CATEGORY _
SIGNIFICANCE

CUSTOMER

DESTINATION_DNS_
DOMAIN
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Supported fields
DESTINATION_HOST_NAME

DESTINATION_PORT

DESTINATION_TRANSLATED_

ADDRESS

DESTINATION_USER_
PRIVILEGES

DESTINATION_ZONE_
RESOURCE

DEVICE_ADDRESS

DEVICE_CUSTOM_NUMBER3

DEVICE_EVENT_CLASS_ID
DEVICE_VERSION
EXTERNAL_ID
FLEX_NUMBER1
FLEX_STRING2

MESSAGE

OLD_FILE_ID
OLD_FILE_PERMISSION
REASON

REQUEST_CONTEXT
REQUEST_URL_FILE_NAME
SEVERITY
SOURCE_HOST_NAME
SOURCE_PORT

SOURCE_TRANSLATED_
ADDRESS

SOURCE_USER_PRIVILEGES
SOURCE_ZONE_RESOURCE
SOURCE_ZONE_URI

DESTINATION_MAC_ADDRESS DESTINATION_NT_

DESTINATION_PROCESS _
NAME

DESTINATION_USER_ID

DESTINATION_ZONE

DESTINATION_ZONE_URI

DEVICE_CUSTOM_NUMBER1

DEVICE_CUSTOM_STRING1

DEVICE_PRODUCT
DEVICE_DOMAIN
FILE_NAME
FLEX_NUMBER2
GENERATOR
NAME
OLD_FILE_NAME
OLD_FILE_SIZE
RELEVANCE

REQUEST_METHOD
REQUEST_URL_QUERY
SOURCE_ADDRESS
SOURCE_MAC_ADDRESS
SOURCE_PROCESS_NAME
SOURCE_USER_ID

SOURCE_ZONE
SOURCE_ZONE_URI

VULNERABILITY_EXTERNAL _
ID
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DOMAIN

DESTINATION_SERVICE_
NAME

DESTINATION_USER_
NAME

DESTINATION_ZONE_
NAME

DEVICE_ACTION

DEVICE_CUSTOM_
NUMBER2

DEVICE_CUSTOM_
STRING2

DEVICE_VENDOR
EVENT_ID
FILE_PATH
FLEX_STRING1
LOCALITY
OLD_FILE_HASH
OLD_FILE_PATH
OLD_FILE_TYPE

REQUEST _CLIENT_
APPLICATION

REQUEST_URL
SESSION_ID
SOURCE_DNS_DOMAIN
SOURCE_NT_DOMAIN
SOURCE_SERVICE_NAME
SOURCE_USER_NAME

SOURCE_ZONE_NAME
TRANSPORT_PROTOCOL
VULNERABILITY_URI
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Using Views

Views can vary in scope and scale, from broad to narrow, and from graphic to detailed,
depending on how your enterprise is organized and monitored.

To select a view:

In the Viewer panel, click a tab at the top to choose an active channel by name. On a
channel, you can select various instances of that channel (such as a grid view and bar
chart of the same data) by clicking its tile or its tab at the bottom of the panel.

Alternately, to advance quickly through each of the tabs in the Viewer panel, press
Ctrl+Shift+N or Ctrl+Shift+A to jump forward or backward, respectively. These
keystrokes apply to any type of view in the Viewer panel.

To change view layouts:

You change individual view layouts with the Layout Selector menu available from the
blue icon at the lower-right corner of the Viewer panel. Click this icon to choose:

Layout
Option Result
Tab Fill the active channel display with the current view and make other open views selectable by

tabs at the lower border.

Tile Best Fit Display all views in the active channel as variously shaped tiles, giving each a proportional
amount of space.

Tile Display all views in the active channel horizontally, giving each a proportional amount of
Horizontally space.

Tile Display all views in the active channel vertically, giving each a proportional amount of space.
Vertically

To float a view:

In the active channel's name tab, right-click and choose Float.

To close one or all views:
In the active channel's name tab, right-click and choose Close or Close All.

To close an individual view Shift+click its name tab. You can also right-click a view
name tab and choose Close from the popup menu.
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To close all views except the current one:

In the active channel's name tab, right-click and choose Close All But Current.

To add another type of presentation (view) for the data in an active channel:

1. Click the View Type icon in the lower-right corner of the Viewer panel.
2. Select from among the grids and the various types of chart or graphic views.

To change view layouts of channels within a container:

This technique applies to individual channels within a view container, such as data
monitors within a dashboard.

1. Click the Layout icon

2. Selectto show or arrange the views by Tab, or Tile Best Fit, Tile Horizontally, or
Tile Vertically.

Investigating Views

This topic explains how to use the Console's Analyze in Channel command to refine
and explore channels contextually, using attributes of the events already being
displayed in grid views.

The Analyze in Channel command uses these attributes, and the values found in their
events, to automatically formulate simple filters or conditions.

When you create or refine a filter through Analyze in Channel, the Viewer panel
automatically opens a new view of the channel with the filter applied. You explore the
filter's effect in this view. You can keep the view by saving the channel under a new
name, or discarding it by right-clicking in the grid and choosing Close.

When you use Analyze in Channel to add a condition to a resource editor such as Rules
or Filters, the condition appears in the editor panel where you can modify it or click
Apply to putitinto effect.

The new or modified views you generate with the Analyze in Channel command can be
grids, or you can choose to display them in applicable chart formats using the Viewer
Selector icon in the lower-right corner of the Viewer panel.

To learn more about the event attributes these options use, see "Data Fields" on
page 914.
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Viewing an Exploited Vulnerability

The Analyze In Channel options include the ability to look for potentially exploitable
vulnerabilities associated with an event.

1. Selectan eventin a grid view.

2. Right-click the event and choose Analyze in Channel > Show Exploited
Vulnerability. Available information appears in the Vulnerabilities tab of the relevant
Asset Editor.

Viewing a Targeted Asset

You can also find out more about an asset targeted by an event.

1. Selectan eventin a grid view.

2. Right-click the event and choose Analyze in Channel > Show Targeted Asset.
Available information appears in the Asset Editor.

Filtering an Active Channel

You can filter active channels through the Filter tab of the Active Channel Editor.

1. Right-click the filter name in the header.
2. Select Edit Filter to open the editor.
3. Create a filter as described in "Creating or Editing a Filter" on page 307.

Tip: Understanding how to use the Common Conditions Editor (CCE) is integral to
creating and editing filters. See "Common Conditions Editor (CCE)" on page 890 for
more information.

See also "Filtering Active Channels with Inline Filters" below.

Filtering Active Channels with Inline Filters

Active channels have a means for creating simple filters based on using a value found
in one column, or creating AND conditions between values found in two or more columns.

These filters are called inline filters, a very rapid way to constrain detailed views. While
inline filters are in use, they affect all views generated for the channel.

You can create, change, save, hide, and remove inline filters from the active channel.
Also, you can create and manage multiple inline filters from this view.
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Note: Custom columns are not available as arguments for inline filtering.

To create an inline filter:

1. Click the Inline Filter link in the event header or click the Edit Inline Filter [/ button
at the top right of the active channel to display the inline filtering fields.

Active Channek: Total Events: 4,220 —
Start Time: 15 5ep 2016 14.27:00 POT Very High: a
End Time: 15 3ep 2016 15:28:00 FOT High: Q
Filter: MatchesFilter ("ArcSight Internal Events™) Medium: a

Low: 4,220 I—
Inline Filter: Mo Filter Very Low: a
Radar -

Fanager Receipt Time % MName ¥ File Name Target User Name  Simple Attacker Target Category \

[ Highlight IR |I| Cancel || Clear || Help

o+

2. Enter a value by which you want to filter for one or more fields relating to a column in
the grid:
a. Click inside a field to display an equals operator and a selector button to display
a list of possible values for the field.

Mame ¥ I

- |

Monitor Event

These possible values are based on the displayed events.

b. If desired, click the ellipsis button (...) to bring up the Condition Editor dialog in
which to create the filter for the selected field.
3. Click Apply to apply the filter immediately to the view. The inline filter is displayed in
the header under the standard filter.

The channel header displays the inline filter name under the standard filter used by
the channel.

Active Channelk

Start Time: 15 Sep 2016 14:43:00 PDT
End Time: 15 5ep 2016 15:49:00 POT
Filter: MatchesFilter ("ArcSight Internal Events™)

Inline Filter: Name = "Manitor Event™
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To change an inline filter:

1. Click the Edit Inline Filter button.
2. Optionally click Clear if you want to remove the old fields.
3. Choose new values and click Apply.

To remove an inline filter:

Right-click over the Inline Filter name in the header for the selected event and choose
Remove Inline Filter.

To save an inline filter:

1. Right-click over the Inline Filter name in the header for the selected event.
2. Choose Save Inline Filter.
This opens a Filters Selector dialog that shows the Filters tree.

3. Navigate to the Filters subfolder where you want to save the current filter, and click
OK.

To highlight the filtered events with color:

1. Click the Highlight check box (on is check marked).
2. In the dropdown, select a color from the palette.

To create and manage multiple inline filters:

« Click the + button next to the Highlight options under the inline filters to add filter
definition rows.

« Click the - button to remove filter rows.

Multiple inline filters provide a means of creating a filter with complex conditions, inline
in an active channel. For example, in the Name column for an event, you could specify
that the event name contains ActivelList on the first filter row and that the name does
not contain Successful. You could extend this filter by specifying what you are looking
for in some of the other fields or even add more qualifiers on the Name field. All fields
can be narrowed down in this way, using multiple filter definition rows.

Applying a Field Set to an Active Channel

To apply a field set to an active channel:

1. Right-click over any field header and choose Field Sets >Select Field Set to open
the Field Sets Selector dialog.
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2. Inthe Field Sets Selector dialog, select a field set and click OK. Note that domain
field sets apply to Oracle-based ESM.

<L Field Sets Selector PS

£l [77 Field Sets -
admin's Field Sets
= [77 Shared
= [77 ANl Field Sets
arcsight Administration
ArcSight Foundation
ArcSight Solutions
= EZ ArcSight System
E Actor Field Sets
E Asset Field Sets
[} Case Field Sets
Daomain Field Sets
=l [77 Event Field Sets
ﬁ Event Base
= [ Active Channels
@ Annotation
E Annotation-MarR.opk
B arcsight Adrin
@ ArcSight Express
@ Asset
@ Cakeqories -

J

The active channel is displayed with the selected field set.

Note: About ArcSight System Sortable Field Sets

The Sortable Field Sets under ArcSight System are not available for selecting in
active channels. The ArcSight System sortable field sets are a special set
marked for internal use to provide the sortable functionality and maintain
consistency between the Console user interface, field sets, and database
indexes.

For more information about sorting, see "Sorting Events in the Active Channel"
on page 239.

See "Variable Availability and Contexts" on page 1095 for information about using
variables in active channels.

Using an Active Channel Header

Each active channel has a header section with several features you can use to
understand and manipulate what the channel displays.
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The top line of the header shows the channel's name and how many events it contains. You
can also use the Minimize or Maximize button at the right end to close or open the header.

Note: The event count function on Active Channels only reports live events, not replay events.
If you prefer to see a count of all events coming through during a particular period, you should
create a query viewer or report. If you want a count of only replay events, the event count in a
replay channel will provide an accurate count of all replay events within a specific time window.

On the right border of the header is a column of event-priority statistic indicators. The numbers
beside the Priority categories are the number of events in those categories. Click these
indicators to filter the channel to show only the selected priority.

The Start Time and End Time show the chronological range of the channel.

This describes the filter that limits what the channel shows. Click a filter status name, such as
<No Filter>, to open the Active Channel Editor and its Filters tab, where you can add, edit, or
delete contents as described in "Creating or Editing a Filter" on page 307. You can also right-
click the current filter status and choose to edit, save, or remove it.

Close or open the display with the Minimize or Maximize button at the right end of the Filter
line.

Click, Shift+click, Ctrl+click, or drag to select bars in the display. You can also drag a
selection's borders left or right. The grid then shows just the events the selection represents.

The display shows This channel is active but temporarily empty atany time, no
matter how briefly, if there are no qualifying events. This also might show when a channel first
opens.
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Sorting Events in the Active Channel

The names of sortable fields in column headers are indicated with a double-arrow icon
*.If afield is already sorted, an up t or down * arrow indicates the direction of the sort.
If the column contains words or alphabetic characters, it sorts alphabetically from A to Z
(or vice versa).

Note: You might experience performance problems when sorting columns in an
active channel. Some columns are resource-intensive to sort, such as string fields
containing 1000 characters. Consider using query viewers instead, where you have
the option to group and order fields.

See "Best Practices to Optimize Channel Performance" on page 247 for additional
information.

To sort events in an active channel:

« To sortthe list by a column, right-click over the column and select Sort Column.

« To reverse the sort order, select Sort Column again on an already-sorted column.
This makes the column the primary sort column.

« To remove a sort, right-click over a sorted column and select Remove Sort.

You can also perform an advanced sort on one or more columns in the active channel.
When selecting a secondary sort column, select the secondary column first, then the
primary column. For example, to sort by Event Name then by Detect Time, sort Detect
Time first, then Event Name.

After you sort a column it automatically pauses the current channel, stopping events
from appearing in the active channel. Click the Play button in the Replay Controls to
restart the channel and resume receiving events in the active channel.

Note: When you sort on time and on priority, you might observe cases where events
with the same apparent time are not in priority order. Because events are
timestamped to milliseconds, they may in fact be in time order although the
milliseconds are not showing. In this case, you can show milliseconds to validate
time order. Choose Edit > Preferences, then in the Date and Time panel change the
Date & Time Format to also show milliseconds by adding ss to the seconds
parameter, for example, d MMM yyyy HH:mm:ss:SS z.

For additional information, see "Applying a Field Set to an Active Channel" on
page 236.
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About primary and secondary sort columns:

When you sort a column, it becomes the primary sort column and the number 1 appears
next to the sort arrow. The previous column by which the report was sorted becomes the
secondary sort column and the number 2 appears next to the sort arrow.

This numbering applies to every column on which you sort: the newest sort is always 1
and the others change accordingly.

To sorting by primary and secondary time columns:

When your primary and secondary sort columns are both time columns (such as Create
Time and Modification Time), milliseconds become a factor in sort order.

Milliseconds are not displayed. This can create a situation where a number of items with
the same primary time appear to show the secondary sort as in the wrong order. In
reality the primary times are off by milliseconds, so they are notthe same, and these
milliseconds affect sort order before the secondary time is taken into account.

Adding, Replacing, or Removing a Column

A quick way to add, replace or remove columns in a active channel (for example, active
channel or list) is to right-click on the appropriate column header and select one of the
following options:

« Columns > Add/Remove Column > <Select a field from the menu>
« Columns > Replace This Column > <Select a field from the menu>
« Columns > Remove This Column

These are context-dependent commands that apply to the column on which you launch
the right-click menu. (To add a column, right-click on the header of the column you want
to add the new column next to. Columns are added to the right of that header. To
replace or remove a column, right-click on the header of the column you want to replace
or remove.)

Alternatively, you can use the Customize Columns dialog to define the columns shown
in the viewer as described here:

1. Right-click the column header and select Columns > Customize Columns to bring
up the associated dialog. (Fields shown in italics are derived fields.)
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The dialog is an example of what is displayed, based on the columns on the
channel.

Tip: Looking for information about custom columns? If you want to add a
custom column, you need to create (define) it first. Once it's created, it appears in
the Available Fields list under Custom Column, and you can include it in active
channels as with any other field. For information on creating custom columns,
see "Customizing Columns" on page 251.

» To add a column: Select data fields (column titles) to add from the Available Fields
list on the left. Check marks indicate selected columns. The selected columns
show up in the list on the right as you select them. Alternatively, when you deselect
or uncheck a data field on the left, the column is removed from the right-hand list.

« Toremove a column: Select a field from the right-hand list and click the Delete
button| # | Also, deselecting a data field from the Available Fields list on the left

removes it from the right-hand list. Removing a column from an active channel
does not delete the column information from the database.

Tip: You also can remove a column directly from the active channel without
opening the Add/Remove Columns dialog. To do this, right-click a column
header and select Remove Column.

« To re-order the columns: Select a data field (column title) in the right-hand list and

clickthe Up| < |and Down| **  buttons to move it. The top-to-bottom order
shown in the Show columns in this order list on the right translates to a left-to-
right order when applied in the active channel. A column title at the top of this list
will show as the first column in the channel on the far left in the grid display. A
column title at the bottom of this list will show as the last column on the far right of
the grid.

2. Click OK to save changes you made on the Add/Remove Columns dialog. The
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active channel reflects added, replaced, removed, or re-sorted fields.

Sizing, Showing, or Hiding Column Elements

To change the column size:

Right-click a column header and select Size Column To Fit.

To showing or hide column text and icons:

Right-click a column header and select one of the following options:

Option Display Result

Text and Icon Display the column heading and its icon.
Text Only Display only the column heading.

Icon Only Display only the icon.

Using Active Channel Menu Commands

Right-click an event or event field in the active channel to open a context menu. The
commands available are those that apply to the current combination of event type, view,
filter, and so forth.

Active Channel Menu Commands
Command Description

Show Use the Event Inspector to examine all the attribute details associated with the event.
Event

Details

Correlation « Simple chain: Show this event's base and correlated event tree in the Event Inspector.

Options . Detailed chain; Show this event's base and correlated events in detail in a new active
channel.

« Show triggering resource: Show the rule that triggered this event in the Rule Editor.

« Clear rule actions: Clears the list (if one is showing) of rule actions pending on the
database.
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Active Channel Menu Commands, continued
Command Description

Analyzein Create a temporary filter as required based on the field's highlighted event. The Analyze in

Channel Channel command uses the event's attribute type (its column heading), and the particular
event's field value (for example, an exact IP address), to formulate simple filters based on
these two factors. The filter's operators can include Create Filter [X = Y] and Add Condition
[X=Y]to Editor. The Analyze in Channel submenu also offers the Show Exploited
Vulnerability and Show Targeted Asset commands to open detailed views of assets or
vulnerabilities, if present in the selected event.

Debug Evaluate if the selected event passes the filter resource selected from the filter resource
Filter popup.

Debug Display information on how event priorities are determined for the selected event. The

Event window lists which conditions match the event. Iltems under each category: Severity,

Priority Relevance, Model Confidence, and Asset Criticality, and the total scores. For each category,

certain factors contribute their individual scores. The scores are added to calculate the total.
However, if the sum exceeds the upper limit of 10, 10 is displayed fo the category’s total
score. Lower limit is 0.

Debug Event Priority is applicable to Threat Level Monitoring, described in "Threat
Evaluation" on page 1064 and also "Priority Calculations and Ratings" on page 1026.

Active List  Add the selected event to, or remove it from, an active list. See "Adding Events from a
Channel to an Active List" on page 498.

Annotate Open this event in the Annotate Events dialog box, where you can click the Stage field to set

Event a collaboration workflow sequence for this event. When you select a stage you automatically
place the event in the corresponding group in the Stages resource tree in the Navigator panel,
where you and other analysts can collaborate on its investigation and resolution.

Mark as Set the event's annotation flag to IsReviewed. See "Event Annotation Group" on page 944,
Reviewed specially the Flags label, for a list of event annotation fields.

Event Graph any logical relationships (that is, source/target IP address connections) that exist
Graph among the currently selected events.

Rule Chain  Graph the rule chains behind the currently selected triggered events.
Graph

Geographic Geographically map the source and destination IP addresses of the selected events.
View

Integration  Link to other ArcSight applications and tools. For more information, see "Integration
Commands Commands " on page 666.

Tools Displays the Tools command menus (also available from the menu, Tools > Local
Commands. See "Using the Network Tools" on page 72 and "Using the Tools Menu" on
page 83.

Export Export the selected events to an external event-tracking system, such as comma-separated-

value (CSV) data in a report or for a spreadsheet, or save it as an HTML or a JPEG file.
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Active Channel Menu Commands, continued

Command

Add to
Case

Payload

Report

Close

Knowledge
Base

Reference
Pages

Vendor
Page

Help

Description

Add the selected events to a new case for tracking.

Keep or discard the payload associated with a selected event. Disabled if the selected event
has no associated payload.

Includes two options:

« Event Context Report: Output a report concerning rules and events within a specified
time window. See "Running an Event Context Report" on page 454 for details.

« Channel Report: Output a report of all events in the channel. See "Running a Channel
Report" on page 454 for details.

Close the current individual view within the selected view type.

If defined, show the Knowledge Base pages associated with the selected events, or
associate new pages.
If defined, displays the reference pages for this event.

If available, show vendor Web page of the event's sensing device.

Open the online Help to this topic.

Exporting Events to a File

You can export a set of data fields into a comma separated values (CSV) file.

The procedures in this topic instruct you to:

« Export data fields into a CSV file
» Limit exported fields to only those fields that are visible on the channel

To exportto a CSV file:

3. In the channel, select one or more events.
4. Right-click and select Export > Events in Channel.
5. On the Export Events file browser, navigate to the location where you want to save
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the CSV file, then enter or select options for these fields:

File Name Enter a file name for the CSV file.
Note: The file name extension is not required; the csv extension is added
automatically when the file is created.

Files of Type Select Comma separated values (*.csv).

Export Data For Rows, you have two options:

Options « Ifyouselect Allin channel, all events in the channel will be exported to the CSV

file.

« If you select Selected rows only, only those rows highlighted for the right-click
operation will be exported to the CSV file.

« The default for Columns is the Export field set. Keep the default or select other field
sets from a list of All Field Sets.

o For Destination, select Local CSV File.

6. Click OK.

To limit the export to fields visible in the channel:

Purpose: The default “Export” field includes a large number of columns. Unless you
have a pressing need to export all these fields for channel events, you might want to
modify the export. Exporting a large field set for a large event set could be time- and
resource-consuming.

If the channel is unmodified from its default (you have not added or removed fields),
you can select the channel’s default field set on the file export option. To find the
default field set name, edit the channel and look at “Default Field Set” name or right-
click any column header in the channel and choose Field Set > Selected Field Set.
The default field set will be selected. (For example, for /A1l Active
Channels/ArcSight System/Core/Live active channel, the default field set is
Standard-MgrRcpt. Selecting this field set on the export will give you that set of
columns in the CSV file.)

If you have modified the channel from its default (added or removed fields), you can
save it as a custom field set and then choose your custom field set on the export
dialog. To save a custom field set, right-click anywhere on the column headers in the
active channel and choose Field Sets > Save As. On the Field Sets Selector,
navigate to the group you want, name the new field set and click OK. Now it will be
available to choose from on the export dialog.

The Export field setitself is also customizable. If you are sure you always want exported
events to include a limited set of fields, you can edit the Export field set. See "Creating a
Field Set" on page 603 and "Editing a Field Set" on page 609.
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Defining Grid Fields Options

In the New Active Channel dialog box you can choose from the Select a Field Set
menu, or you can click the Define button to open the Define Grid Fields dialog box. See
"Creating a Field Set" on page 603 for more information. To change these choices after
creating a channel, use the steps described in "Customizing Columns" on page 251.

Grid Field Options
Option Usage
Fields A name for the set

Available  Select the event fields (also called data fields or attributes) that you want the channel to
Fields process. As you make selections, they appear in the Fields to Show list at the right.
Remember that not all fields are readily sortable.

Fieldsto  This list shows the selections you have made in the Available Fields list. The order you give

Show to the fields in this list becomes their default presentation order in grid views. Once populated,
you can select one or more fields (Shift+click and Ctri+click apply) to rearrange with the Move
Up, Move Down, and Remove buttons.

Move Up, These buttons move or remove the fields you select in the Fields to Show list. The order you
Move set becomes the presentation order in grid views.

Down,

Remove

buttons

Sort First  After selecting and ordering fields, you establish their sorting order (also called their group by
By order). Use Sort First By to set the ascending (A to Z) or descending (Z to A) order of the first
or most-significant column.

ThenBy  Use the first Then By sort-order field to set the second sorting order. Use the second Then By
sort-order field to set the third sorting order.

More, Click More if you need an additional Then By field. Click Less to remove one.
Less
buttons

Saving Copies of Active Channels and Filters

You can save copies of active channels or their filters to modify them later. This is useful
to retain an original channel or filter as is, but use a copy of it for a new resource.

To save a copy of an active channel under a new name:

1. Right-click the filter name in the header, and choose Save Active Channel As.

This opens the Active Channels Selector dialog, which shows the Active Channels
resource tree.
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2. Navigate to where you want to save the channel, enter a new name for it, and click
OK.

Use a copy of the filter for an active channel independently, or as a basis for other filters.
Right-click the filter name in the header, and choose Save Filter. This opens the Filter
Selector dialog, which shows the Filters resource tree. Navigate to where you want to
save the filter, enter a new name for it, and click OK.

Best Practices to Optimize Channel Performance

This topic compares active channels, reports, query viewers, and trends in terms of
goals and optimal resources for various use cases.

Active Channels or Reports?

Active channels are the better choice if you would rather see results streaming in as the
queries proceed, rather than wait for the results to appear in one view in a report.

However, if speed of results is your goal, you might want to run a report instead. The
total completion time of an equivalent report would be faster than the total time it takes
for the channel to load 100%. This is because the active channel runs multiple smaller
queries instead of one large query to display initial results quicker.

See also "Queries" on page 320, "Building Trends" on page 469, and "Understanding
the Reporting Workflow" on page 391; and “Query and Trend Performance Tuning” in
the ESM Administrator’'s Guide.

Active Channels or Query Viewers?

Query Viewers behave more like reports in that they issue a single query against the
database and return all results in one batch instead of the streaming progression of
results from an active channel. Query viewers are most suitable if you have to slice and
dice these query results further, for example, by changing the sort columns, changing
types of charts/grid, and so on. These operations are performed on the client side with
the results of the already-executed query. If you were using active channels instead,
these types of changes would result in a re-running the query as many times as you sort
columns.

See also "Query Viewers" on page 341.

Active Channel Query Time Ranges

Take note of the query time range in your active channels. The more hours you are
querying, the slower the results are to load. An active channel shows results in minutes
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if you are querying a few hours of data. But the channel might start taking several hours
to query larger time ranges that span more than 24 hours of data.

If you are querying over more than a day's worth of data, we recommend running a
report (using queries and trends) or a query viewer instead of using an active channel.

Active Channel Filters

The more filter conditions you define in an active channel, the more work the channel
has to do in the database to evaluate the conditions. A channel that does not have any
filter conditions loads data fastest. (This does not mean that the query will run on all
events in the database. Only a subset of events are queried, based upon the page you
are looking at in the channel.)

If you must use a filter, try to make the filter as restrictive as possible.

Filtering on Indexed Fields

In the ESM, all fields are indexed. There may be search features that can only search a
subset of fields, such as query viewer or active channel events, but there are no
restrictions based on indexing, since all fields are indexed.

Filtering on Join Fields

The ESM event schema consists of a main arc_event table and several other tables.
These other tables hold fields related to Annotation, Device fields, Agent fields,
Resource References, and so on. If your query has a filter condition on a join field, the
resulting channel would have to do more work to evaluate the field.

Continuously Updating Time Parameters

A channel that is “live” (Querying against a moving time window and continuously
updating the query time ranges) has to do more work than a channel based on fixed
time windows. Performance will be better and faster on a channel with a fixed time
window than on a live channel. See also Use of the “Live” Channel from Standard
Content for a similar example.

Sorting by End Time or Manager Receipt Time

« By default, all fields can be sorted on the active channel. This sometimes causes
performance issues. You can set a property on the Console so that sorting is
restricted to the End Time or Manager Receipt Time. If you want sorting on those fields
only, follow these steps.
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a. Ifyou have active channels that already sort on fields other than ET or MRT,
remove sorting on those other fields manually from the channels. Remove sorting
by editing the channel, going to the Sort Fields tab, and change the sorting to
either End Time or Manager Receipt Time.

b. Stop the Console.

c. Add this property to the console.properties file in the system where the Console
is installed (for example, C:\arcsight\console\current):

console.ui.channel.disable.sorting=true

For more infomation about ESM properties files, refer to the section, "Managing
and Changing Properties File Settings" in the ESM Administrator's Guide.

d. Restartthe Console.

« Avoid creating channels that are based on one time field but sorted on a different time
field. A common cause of poor channel performance is user-created channels with
this configuration; that is, a channel based on End Time, but sorted on Manager
Receipt Time (or the reverse).

Note: When an event arrives at the Manager so late, that is, beyond its retention
period, the Manager adjusts the event's time range so that the event is persisted in
the second-to-oldest retained partition. The event is stored in the second-to-oldest
partition because the oldest partition may be purged or archived anytime (such as
during the data transfer).

This behavior changes the event start and end times, which could cause correlation
issues, but the chances of an event being delayed for longer than the retention
period are low.

Sorting in Active Channels

By default, the channel has a sort order based upon the time field that was used for
creating the channel (End Time or Manager Receipt Time). Note that the sorting
operation is done in the database query, so every time you change sort by on any
column in your open active channel, ESM has to re-create the complete channel.

The sorting operation can be resource-intensive, especially when millions of events
match your filter conditions. Avoid sorting if your filter conditions are not restrictive. For
example, the base channel with no filter conditions is normally fastest to load, but it
would become the slowest to load if you change its default time based sort order.

Tip: You can use a query viewer instead, that does sorting on the client side with the
data it has already queried.
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Use of the “Live” Channel from Standard Content

If you are using /A1l Active Channels/ArcSight System/Core/Live orany similar
channel, be aware that the performance of that channel is slower because it has several
complex joins (Joins with Annotations, Resource Reference, Device), and performs
additional bit-wise operations to evaluate its filter conditions. Depending upon your
specific use-case, you can simplify and create your own “Live” channel that is more
efficient.

Case Sensitive or Case-Insensitive Conditions?

Wherever possible, use case-sensitive conditions. That will save the extra computation
needed for TOUPPER operation required for case-insensitive matches.

/O Subsystem Performance

Channel query performance is typically limited by the performance of the I/O subsystem
on the database. The more events you are inserting, the more load it would cause on
the 1/0. SAN performance, RAID levels, I/O caches, and so on play a role in how much
performance we can obtain.

Diagnostics: Start with Basic Channel Characteristics

To diagnose channel performance issues, start with the most basic active channel to
see whether it meets your performance needs, and then keep refining/expanding to
come to a point where you can tell what change is affecting performance. Start with the
most basic active channel that has the following characteristics:

« Based upon End Time

« No filter conditions (also, make sure to run as an administrator user so that there is no
access control filter)

« Query time is two hours ago to Now

« No continuous updates of time parameters

With the above basic active channel, you should see less than a minute wait in starting
the channel and doing random scrolls in the channel.

See also:

» "Status Monitor Events" on page 863
« "Active Channel Statistics" on page 863
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Customizing Columns

You can create active channel columns with customized cell content and presentation
formats, tool tip contents, and right-click pop-up values.

You make these changes through the Custom Columns Editor. In the Editor you create
new named columns. For each column you select event data fields to display, and if you
wish, the HTML formatting to use in its cells. The tool tip option specifies the formatting
and content of the tool tips you see when you hover the pointer over cells in that column.
The right-click field option sets the event data field to use in columns where there are
right-click commands that use field names as arguments such as Analyze in Channel

Creating a Custom Column

Where: Navigator > Resources > Active Channels

1.

Right-click a column header in an active channel and select Columns > Edit
Custom Columns.

In the Custom Columns Editor, click Add and name your new column, for example,
call it ABC Vendor.

If you want all Console users to see the new column (not just administrators), select
the Share with all check box.

Tip: You can also toggle this option on or off later from the Cell Format tab.

Click OK.

With the new column selected, click Field Selector and select the event attributes
you want to display in this column. For example, for ABC Vendor, select Name and
click OK.

' B’
< Field Selector [

|:| Ferarator Mame -
|:| Fererator Besouwroe

[T Gererator LRI

[ Laocality

[] Manager Recsipt Time
[ Message

[ originator S

| oK || Cancel || Help |

. r

The format field is automatically populated with the variable value in Velocity
Template format. If appropriate, apply Java-compatible HTML formatting around the
field strings. Remember to bracket such formatting with the HTML tag, such as
<HTML><B>$type</B></HTML>.
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4. Click Preview to see how the contents of the Format box will look in the active
channel.

5. Click the ToolTip Format tab to define a tool tip.

6. Select a target event attribute in the Right-Click Field menu to populate variable
right-click commands, when applicable.

7. Click Rename or Remove to change or remove selected items in the Custom
Columns list.

8. Click Apply to put your changes into effect and Close to close the Custom Columns
Editor.

You can edit custom columns after they are created, including toggling on/off the “Share
with all” settings for a column, renaming it, changing its Field Selector mappings, and so
forth.

Note: Custom columns are not available as arguments for inline filtering.

Showing a Custom Column

A new custom column is immediately available for use in the Console. Right-click the
column header in an active channel and choose Customize Columns >Add Column to
add the new column to the active channel. Custom columns show up in the Available
Fields list under Custom Column. If a column is configured as Share with all,itis
available to all administrators. If not, it is available only to the user who created it. For
more information, see "Adding, Replacing, or Removing a Column" on page 240.

Advanced Example: Creating a Custom Column with Velocity
Template

Custom columns can display different contents based on external conditions. Use the
Velocity template language to specify these conditions.

To create a custom column that displays a particular image when an event's targetis in
a specific Zone, create the custom column as described previously, but specify Velocity
template-language script in place of the HTML format.

The code in the Format text box might look like this:

<HTML>

#if (($targetzZoneUri.length()>0) &&
($targetzZoneUri.startsWith("/All Zones/
System Zones/Public Address Space Zones/
Ford Motor Company™)))
<IMG src="file:///c:/fordlogo.gif" />
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#tend
</HTML>

Using Dashboards

Dashboards are a graphical display of data gathered from one or more:

« Data Monitors

o Query Viewers

Dashboards can display data in a number of graphical formats, including pie and bar
charts, tables, and custom layouts.

Administrators can control visibility of, or access to, dashboards, query viewers, and
data monitors by changing access control lists (ACLs) as needed. For more information
on general use of ACLs on any resource, see "Managing Permissions" on page 107.

With ACLs, administrators can also control which users are allowed to deploy (enable)
or un-deploy (disable) a data monitor.

Monitoring Dashboards

You can organize and present events displayed by data monitors and query viewers on
the dashboard. Basic tasks include loading and displaying dashboards; inspecting
events; using zoom, slide show, or manipulating the views in various ways; working with
dashboard layouts; saving dashboards, and so on.

Where: Navigator > Resources > Dashboards

To load dashboards:

1. Select Views > Show Dashboard to open the Load Dashboard dialog box.

2. Expand the dashboard groups to locate the dashboards you want to include in your
display.

3. Select the checkboxes next to the dashboards you want to include.

4. Click OK.

To display a dashboard:
Right-click a dashboard and select Show Dashboard.
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To inspect events in dashboards:

1. Open a dashboard containing events.

2. Select the events, right-click, and select Show Event Details for Last N Events data
monitors or Show details for other types of data monitors.

« If you select events from a Last N Events data monitor, the details appear in the Event
Inspector.

« If you select events from any other data monitor or query viewer, a new view opens in
the Viewer panel for you to investigate.

You can drill down on grid, graph, or chart views.

Tip: By default on a data monitor, the displayed channel uses the same columns as
the default Standard Field Set.

If a custom field set is defined for the data monitor Select Field Set option, the drill-
down channel will use that field set. (See "Data Monitors" on page 966 for
information on creating data monitors and defining settings for them.)

You can add or remove columns in the active channel. To do so, right-click on the
active channel column headers to get the Customize Columns option.

For example, to investigate a data monitor pie chart display, either double-click the
chart, or right-click and select Analyze in Channel > Create Channel and choose a
create channel option, as shown (the menu option for a pie chart display of a query
viewer may slightly vary with an additional menu level).

<X Resource Change Overview L 20 ]
Reso

urce Change Overview oo_x

ategory Tokal (Total Legends 2)

‘Add Condition [Ds ategor esource/Update] to Editor
ory 1= JResource/Update] to Editor

An active channel is displayed showing more detail about the events or resources in the
original data monitor or query viewer display. If the channel came from a data monitor,
the channel uses the field set columns defined for use in the data monitor Select Field
Set option. If no field set is defined, the data monitor uses standard field set columns.
To edit dashboard elements:

Right-click in the element and select <Dashboard element>Edit.
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See also:

« Editing a Data Monitor and Moving or Copying a Data Monitor
« "Managing Query Viewers" on page 342

To drill down to other resources:

If your dashboard contains data monitors and query viewers that have drilldowns, you
can view these drilldowns by right-clicking the particular dashboard element (data
monitor or query viewer) and selecting Drilldown > [drilldown nhame] from the context
menu. The Console then displays the selected element's edit panel at the Drilldowns
tab.

If the selected dashboard element does not have a drilldown, you are presented with the
option to create one for that element. See "Adding a Drilldown" on page 271.

To display dashboards in a slideshow rotation:

1. Inthe Viewer panel, select Views > Slideshow > Interval in the Console's menu.
2. Use Interval to set the number of seconds to pause on each dashboard.

3. Select Views > Slideshow > Start, or use the toolbar button ‘&, to begin the slide
show.

Slide shows appear full-window. Also, Tile Best Fit is the best display choice in
slideshow dashboards so all data monitors are visible. Use Views > Slideshow > Stop,
or the toolbar button, to end a slideshow and return to the previous view.

To rearrange elements in dashboard layouts:

Drag and drop the elements on the desired location in the dashboard. You can also
click an element’'s header and drag it to another location.

To use dashboard right-click menu options:

Right-click a dashboard element in a dashboard to use the Dashboard subcommands
on its context menu. The nature of the element (data from a data monitor or query
viewer) determines which commands are applicable and enabled.

See "Dashboard Context Menu Commands" on page 914 for descriptions of options.

To zoom in and out of dashboards:

Right-click a dashboard element and choose Dashboard>Zoom In or
Dashboard>Zoom Out.
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To fit dashboard elements:

1. Right-click a dashboard element.
2. Select Dashboard>Fit in Dashboard.

To change dashboard layouts:
1. Click the Layout button at the lower-right corner of the dashboard in the Viewer
panel
2. Select a tab ortile option.
3. Right-click and select Save Dashboard.

To close a dashboard:

In a dashboard, right-click and select Close Dashboard.

Creating or Editing a Dashboard

When you create a dashboard, the ability to add data monitors is automatically
available.

Where: Navigator > Resources > Dashboards

To create or edit a dashboard:
1. If you are creating a dashboard, right-click a dashboard group and select New
Dashboard.

If you are editing a dashboard, right-click an existing dashboard and select Edit
Dashboard.

If you selected New Dashboard, an untitled dashboard appears in the Viewer panel
and the Data Monitors tab automatically comes forward so you can choose monitors
to add.

2. Provide a name if this is a new dashboard.
3. If you want to add data monitors now:

a. On the Data Monitors tab, navigate through the groups of existing data monitors
to find ones you want to add to the dashboard.

b. Select a data monitor to add, right-click it and select Add to Dashboard As, then
select an applicable display format:
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Display Options for Dashboards

Display
Format Description

BarChart Shows data as a series of proportional bar elements and may include bar segmentation
to subdivide the data.
Applies to data monitors and query viewers.

Bar Chart A grid of proportional bar elements.

Table Applies to data monitors.

Horizontal Shows data as a series of proportional bar elements and may include bar segmentation
BarChart to subdivide the data. This format forces the bars to run left-to-right rather than up-and-
down.

Applies to data monitors and query viewers.

Pie Chart Shows data as a circle with proportional wedges for elements.
Applies to data monitors and query viewers.
Statistics Displays Moving Average data monitors, especially those that contain and need to

Chart arrange (overlay) multiple graphs in one monitor space. Compare Statistics Chart to
Tile, which arranges individual-graph monitors into fixed arrays.

Applies to data monitors.

Table Displays data as a grid.
Applies to data monitors and query viewers.
3D Bar Shows data as a series of proportional bar elements and may include bar segmentation

Chart to subdivide the data. The graph also has a third axis (depth) to display more data and
can be rotated by dragging.

Applies to data monitors.

Stacked  Shows data as a series of proportional bar elements and may include bar segmentation
BarChart to subdivide the data.

Applies to query viewers.

Tile Arranges individual Moving Average data graphs into separate, fixed positions on a
data monitor, when multiple graphs are present. Compare Tile to Statistics Chart,
which displays multiple graphs (overlaid) in the same monitor space.

Applies to data monitors.

c. Repeat the above step to add other data monitors, as needed. When you've
finished, right-click the dashboard in the Viewer panel and choose Save
Dashboard.

4. Additional tasks:

« To add query viewers, see "Adding a Query Viewer to a Dashboard" on
page 259.

« To add data monitors, see "Adding a Data Monitor to a Dashboard" below.
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5. Optional: To add information in the Notes tab, refer to "Using Notes" on page 78.

6. Click OK.

Next steps:

Add elements to this dashboard:

« "Adding a Data Monitor to a Dashboard" below
» "Adding a Query Viewer to a Dashboard" on the next page

Adding a Data Monitor to a Dashboard

Where: Navigator > Resources > Dashboards

To add a data monitor to a dashboard:

1. Right-click a dashboard and select Show Dashboard.

2. On the Data Monitors tab, navigate through the groups of existing data monitors to
find ones you want to add to the dashboard.

3. Right-click a data monitor and select Add to Dashboard As, then select an
applicable display format:

Display Options for Dashboards

Display
Format

Bar Chart

Bar Chart
Table

Horizontal
Bar Chart

Pie Chart

Statistics
Chart

Description

Shows data as a series of proportional bar elements and may include bar segmentation to
subdivide the data.

Applies to data monitors and query viewers.

A grid of proportional bar elements.

Applies to data monitors.

Shows data as a series of proportional bar elements and may include bar segmentation to
subdivide the data. This format forces the bars to run left-to-right rather than up-and-down.

Applies to data monitors and query viewers.

Shows data as a circle with proportional wedges for elements.
Applies to data monitors and query viewers.
Displays Moving Average data monitors, especially those that contain and need to

arrange (overlay) multiple graphs in one monitor space. Compare Statistics Chart to Tile,
which arranges individual-graph monitors into fixed arrays.

Applies to data monitors.
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Display Options for Dashboards, continued

Display
Format

Table

3D Bar
Chart

Stacked
Bar Chart

Tile

Description

Displays data as a grid.
Applies to data monitors and query viewers.
Shows data as a series of proportional bar elements and may include bar segmentation to

subdivide the data. The graph also has a third axis (depth) to display more data and can be
rotated by dragging.

Applies to data monitors.

Shows data as a series of proportional bar elements and may include bar segmentation to
subdivide the data.

Applies to query viewers.

Arranges individual Moving Average data graphs into separate, fixed positions on a data
monitor, when multiple graphs are present. Compare Tile to Statistics Chart, which
displays multiple graphs (overlaid) in the same monitor space.

Applies to data monitors.

4. To save the dashboard, right-click it and choose Save Dashboard. If this is a new
dashboard, navigate to the group where you want to save the dashboard, enter a
name for the new dashboard, and click OK.

Adding a Query Viewer to a Dashboard

You can add a query viewer result to a dashboard as follows:

Where: Navigator > Resources > Query Viewers

1. If you have identified an existing dashboard to which you want to add the query
viewer, open the dashboard in the viewer and make sure it is the focus. If you want
to add the query viewer to a new dashboard, continue to the next step.

2. Right-click a query viewer and select Add to Dashboard As >, then select an
applicable display format (see "Dashboard Display Formats" on the next page).

The query viewer result is displayed on the open dashboard. If a dashboard is not
displayed, a new untitled dashboard is created for the query viewer result.

3. Save the existing dashboard.
Or if this is a new dashboard:
a. Right-click the title bar of the dashboard and choose Save Dashboard As.
b. In the popup dialog, navigate to the group where you want to save the dashboard,
enter a name for the dashboard, and click OK.

By default, this new dashboard is a regular dashboard. If you want to change it to
a custom view dashboard, see "Using Custom View Dashboards" on page 262.
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You can add multiple query viewer results sets along with other resources to a single
dashboard.

Dashboard Display Formats

The available display options depend on the nature of the dashboard element.

Display Options for Dashboards

Display
Format

Bar Chart

Bar Chart
Table

Horizontal
Bar Chart

Pie Chart

Statistics
Chart

Table

3D Bar
Chart

Stacked
Bar Chart

Tile

Description

Shows data as a series of proportional bar elements and may include bar segmentation to
subdivide the data.

Applies to data monitors and query viewers.
A grid of proportional bar elements.
Applies to data monitors.

Shows data as a series of proportional bar elements and may include bar segmentation to
subdivide the data. This format forces the bars to run left-to-right rather than up-and-down.

Applies to data monitors and query viewers.
Shows data as a circle with proportional wedges for elements.
Applies to data monitors and query viewers.

Displays Moving Average data monitors, especially those that contain and need to arrange
(overlay) multiple graphs in one monitor space. Compare Statistics Chart to Tile, which
arranges individual-graph monitors into fixed arrays.

Applies to data monitors.
Displays data as a grid.
Applies to data monitors and query viewers.

Shows data as a series of proportional bar elements and may include bar segmentation to
subdivide the data. The graph also has a third axis (depth) to display more data and can be
rotated by dragging.

Applies to data monitors.

Shows data as a series of proportional bar elements and may include bar segmentation to
subdivide the data.

Applies to query viewers.

Arranges individual Moving Average data graphs into separate, fixed positions on a data
monitor, when multiple graphs are present. Compare Tile to Statistics Chart, which displays
multiple graphs (overlaid) in the same monitor space.

Applies to data monitors.
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Managing Dashboard Groups

The groups in the Dashboard tab of the Navigator panel's Dashboard resource tree
store individual dashboards or other dashboard groups. You use groups within groups
to help organize larger numbers of resources.

You can manage groups by drag-and-drop. You can move or copy dashboards or
groups within the Dashboards resource tree. And deleting a group also deletes the
resources it contained.

Note: To copy multiple resources at once, use Copy and Paste. You can drag and
drop only one resource at a time.

Where: Navigator > Resources > Dashboards

To create a dashboard group:

Right-click a group and choose New Group.
Enter a name in the group's text field.
Optional: To add information in the Notes tab, refer to "Using Notes" on page 78.

> wh =

Press Enter.

To rename a dashboard group:

1. Right-click a group and choose Rename.
2. Enteraname in the group's text field.
3. Press Enter.

To edit a dashboard group:

1. Right-click a group and choose Edit Group.
2. In the Group Editor, edit the Name and Description text fields.
3. Click OK.

To move or copy a dashboard group:

1. Navigate to a group and drag it into another group.

2. Choose Move to move the group, Copy to make a separate copy of the group, or
Link to create a copy of the group that is linked to the original group.

If you select Move, the resource or resource group moves to the new location. If you
select Copy, you create a separate copy of the resource or resource group that will not
be affected when the original resource or resource group is edited. If you select Link,
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you create a copy that is linked to the original resource or resource group. Therefore, if
you edit a linked item, whether the original or the copy, all links are also edited. When
deleting linked items, you can either delete the selected item or all linked items.

To delete a dashboard group:

1. Right-click a group and choose Delete Group.
2. Inthe dialog box, click Yes.

Using Custom View Dashboards

You can create custom layouts of dashboard data. Also known as image dashboards,
custom view dashboards enable you to create custom views of dashboard data from
query viewers and from data monitors over an imported image, such as a geographical
map.

From the Console, custom view dashboards are displayed in the Console user's
preferred Web browser.

Note: Refer to the Support Matrix document applicable to your ESM version for the
official list of supported Web browsers.

In custom view dashboards, only drill-downs to other dashboards are supported.
Custom view dashboards refresh event data at the same rate as regular dashboards.

Displaying Custom View Dashboards

There are several ways to switch from the regular dashboard view to the custom view
dashboard view. Each of these methods loads the custom view dashboard editor in the
Viewer Panel in the custom view dashboard’s View mode with the last configuration you
saved.

From the regular dashboard view in the Viewer panel:

1. In the Navigator panel, go to Dashboards.

2. Double-click the dashboard you want to open, or right-click it and select Show
Dashboard.

3. Do one of the following:

« Click the Layout Selector button at the bottom of the display (@) and select
Custom Layout.

« Right-click the dashboard tab and select Choose Layout > Custom Layout.
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« Right-click any data monitor in the dashboard and select Dashboard > Choose
Layout > Custom Layout.

The dashboard is displayed on your preferred Web browser.

Note: Important reminders about custom view dashboards:

« Save a new or edited dashboard before accessing the custom view dashboard.

If you are creating a new dashboard or have edited an existing one to use the
Custom Layout, first save the dashboard to establish the custom layout for this
dashboard on the Manager.

« Custom view dashboards are displayed with the default chart and color settings.

User customizations to chart settings and color selections applied to dashboards
in the regular viewer are not applied to the custom view dashboard view.

« Custom view dashboard backgrounds scale to fit the available Viewer panel
space.

For more about selecting and working with background images for custom view
dashboards, see "Loading a Background Image" on page 265.

To refreshing the custom view dashboard layout:

On the custom view dashboard, click the Reload button (€ %) on the top right of the
menu bar.

Reverting to the Regular Dashboard View

You cannot display the regular view and the custom view of the same dashboard at the
same time. Therefore, every time you show a dashboard on the Viewer panel and then
display its custom view, the dashboard's tab on the Viewer panel becomes empty.

If your dashboard is set to display in a layout other than Custom Layout (for example,
Tab), and if you displayed the dashboard in custom view, that dashboard is always
displayed in custom view until you revert to regular view, as described below:

1. Close the browser where the custom view dashboard is displayed.

2. Right-click the dashboard’s tab in the Viewer panel and select Close) to close the
empty dashboard.

3. Double-click the dashboard in the Navigator panel, or right-click it and select Show
Dashboard to re-open the dashboard in regular view.

Note: If you edited a dashboard and changed its Layout setting to Custom
Layout, then the dashboard is always displayed in custom view when you right-
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click on it and select Show Dashboard. To revert to regular view, edit the
dashboard again and change its Layout setting to one of the other options.

Working with Custom View Dashboards

Custom view dashboards provide two modes: View mode for monitoring and
investigating events, and Edit mode, for arranging and customizing background
elements.

Custom view dashboards open in the View mode. In View mode, you can select a
dashboard element then choose a different display format.

If there is no background associated with a dashboard from when it was created using
the Dashboard editor, the dashboard is displayed with a white background; otherwise

you see the last background that was added. The dashboard elements are rendered in
evenly distributed rows.

To select View mode:

1. In the custom view dashboard top menu bar, select View.

2. From the drop-down menu, select the dashboard element and the desired display
format.

Some dashboard elements may not offer other display format options.

Arranging Custom View Dashboards

In Arrange mode, you can customize the dashboard layout, toggle data monitors on and
off, and upload a background image.

When you switch to Arrange mode, chart-type data monitors appear with a yellow
background. You can relocate, resize, and reshape all types of data monitors anywhere
in the custom view dashboard view.

Note: Changes saved to a custom view dashboard refreshes the dashboard on all
ArcSight Consoles attached to the Manager.

If the ArcSight Manager supports more than one ArcSight Console, any custom view
dashboard changes saved on one Console will refresh that dashboard on the other
Consoles attached to the Manager.

To select Arrange mode:

In the custom view dashboard's top menu bar, select Edit > Arrange.
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Loading a Background Image

You can upload a background image to the custom view dashboard. The image you
select will be stretched to fit the available display space in the Viewer panel, so for best
results, select an image with adequate size and proportion to fill the space.

1. In the Navigator panel, go to Files.

2. Right-click a folder (for example, your personal folder) and select New File. In the
Inspect/Edit panel, give the file a name, and click Upload.

3. In the popup, browse to the location of the image file and click OK. The file is stored
as a resource.

4. In the Navigator panel, go to Dashboards. Double-click the dashboard you want to
open in the Viewer panel, or right-click it and select Show Dashboard.

5. Click the Layout Selector button at the bottom of the display (@) and select Custom
Layout to open the custom view dashboard on the browser.

6. On the custom view dashboard, select Edit > Upload New Background Image.

7. Inthe Upload New Background Image popup, browse to the location of the image
and selectit. Then click Upload.

Tip: If the background image is not displayed right away, refresh the custom view
dashboard.

To refresh the Custom Layout view, click the Reload button (G Reload) at the top right
of the toolbar.

Selecting a Previously Uploaded Background Image

If you have previously uploaded a background image that you want to load as the
custom view dashboard background, or you want to use an image, use the File menu
resource. This assumes you have previously uploaded an image using the File
resource.

Where: Navigator > Resources > Dashboards
1. Double-click the dashboard you want to open in the Viewer panel, or right-click it

and select Show Dashboard.

2. Click the Layout Selector button at the bottom of the display (@) and select Custom
Layout to open the custom view dashboard on the browser.

3. On the custom view dashboard, select Edit > Choose an Existing Background
Image.

4. In the Select a File popup, select the image you uploaded to the Files resource.
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Then click OK.
5. Click Save on the top right of the custom view dashboard's menu bar.

Verifying the Background Image

You can verify that a background image has been attached to a custom view dashboard
without launching the custom view dashboard itself.

Where: Navigator > Resources > Dashboards

1. Right-click the dashboard and select Edit Dashboard.
2. Inthe Inspect/Edit panel, verify the values in the following fields:
« Layout = Custom Layout

« Background = URI to the file resource for the image, or path to the image file in
another drive

Removing a Background Image

You can remove the background image directly from the custom view dashboard or from
the dashboard's Inspect/Edit panel.

To remove a background image from the custom view dashboard:

1. Display the dashboard in custom view.
2. Click Edit from the top menu bar and select Clear Background.
3. Click Save on the top right of the custom view dashboard's toolbar.

Custom View Dashboard Context Menu Options

Both the View and Arrange modes offer the following context menu options (Ctrl, Alt, or
Shift + left click) for custom view dashboards:

Context Menu Options for Custom View Dashboards
Option Description

Save Save the current dashboard layout. This option becomes available when you have
selected a different layout using the View As context menu option.

Data Monitor: Enable or disable the data monitor. For more about enabling and disabling data monitors,
Enable/Disable see "Enabling or Disabling a Data Monitor" on page 279.
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Context Menu Options for Custom View Dashboards, continued
Option Description

View As Change the data monitor view to a graphical format supported for the data monitor type.
For more about data monitor views, see "Dashboard Display Formats" on page 260.

Auto Arrange Let the Console rearrange the dashboard elements in the best possible fit, horizontally
from left to right. Any remaining available space is moved to the bottom.

Choose Colors  Set foreground and background colors. If the display format is a table, you can
additionally associate row or cell colors with returned values.

Using Data Monitors

You populate dashboards with data monitors, which you most often select from the Data
Monitors resource tree in the Navigator panel (under Dashboards). Pre-defined data
monitors are provided. You can create, edit, and delete your own data monitors.

Administrators can limit visibility of, or control access to, data monitors by changing
access control lists (ACLs) as needed. For more information on general use of ACLs on
any resource, see "Managing Permissions" on page 107.

With ACLs, administrators can also control which users are allowed to deploy (enable)
or un-deploy (disable) a data monitor.

Creating a Data Monitor

Where: Navigator > Resources > Dashboards > Data Monitors tab

1. Right-click a data monitor group and choose New Data Monitor.
2. In the Data Monitor Editor, select a Data Monitor Type from the drop-down menu.
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Data Monitor Types

Data
Monitor
Type

"Asset
Category
Count Data
Monitor" on
page 967

"Event
Correlation
Data
Monitor" on
page 968

"Event
Graph Data
Monitor" on
page 971

"Geographic
Event
Graph Data
Monitor" on
page 972

"Hierarchy
Map Data
Monitor" on
page 973

"Hourly
Counts
Data
Monitor" on
page 983

"LastN
Events
Data
Monitor" on
page 984

Micro Focus ESM (7.2 Service Pack 1)

Description

Enumerate the number of real-time hits (events) that occur per asset category, by
priority, within a time interval.

Provide flow-volume level correlation between two different event streams (based on
two different specified filters).

Draw real-time diagrams of selected event activity. Automates the graphing of attacks
in real-time. The manual operations are described in "Graphing Attacks" on page 288.

Draw a real-time geographic map of selected events. In effect, it does automatically and
in real-time what you can do manually, as described in "Graphing Attacks" on page 288.

Draw an image made up of proportionally sized panels where each panel represents a
group of events selected by group fields selected in the source node identifier. A source-
node criteria could be a combination of fields.

The Hierarchy Map data monitor includes several enhancements, as described in
"Hierarchy Map Features" on page 973.

Display the total count of events on an hourly basis along with their Priority.

Order events based on a specified configuration. In the Table Viewer, the monitor
displays the most recent events by Priority, Event Name, Protocol, and Category. With
the BarChartTable configuration, the order is by Priority and Event Name. The PieChart
configuration is ordered by Priority.
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Data Monitor Types, continued

Data
Monitor
Type

"Last State
Data
Monitor" on
page 985

"Moving
Average
Data
Monitor" on
page 990

"Rules
Partial
Match Data
Monitor" on
page 993

"Statistics
Data
Monitor" on
page 993

"System
Monitor
Data
Monitor" on
page 996

"System
Monitor
Attribute
Data
Monitor" on
page 997

"Top Value
Counts
Data
Monitor" on
page 997

Description

Provide an extra level of abstraction that you can use to simplify the information
presented to operators. Sometimes called indicator lights or heads-up displays, these
monitors show graphics that translate more complex values into simple, rapidly
observable results such as green/amber/red signal lights or
checkmark/asterisk/exclamation point symbols. Last State data monitors could also
be called most recently known state monitors.

Display the moving average of events by a selected data field. The display provides a
running count of events within a specified time frame and generates an event when the
moving average changes significantly.

Display rules that have partial matches and the total number of partial match events
within a specified time frame. For more information on partial matches, see "Managing
Rule Actions" on page 535.

Provide a broader generalization of Moving Average data monitor functionality, except
that it allows selection of other statistical methods in addition to Moving Average.
Statistical methods include Average, Moving Average, Standard Deviation, Skew and
Kurtosis, as well as Moving Average. These added capabilities could be used to detect
anomalous behavior that could not be detected using moving average alone.

Provide measurements based on ArcSight Manager internal monitoring system Java
classes and attributes.

A number of system monitors that might be particularly useful to ArcSight
administrators are provided as predefined System Data Monitors that you can include in
your dashboard displays to monitor system performance.

Similar to System Monitor, except that, rather than provide measurements for all
attributes of a specified Java class, focus on a single specific attribute of a given
ArcSight Java class. Used primarily for measurements on attributes that provide
complex data structures.

Display top events by selected data field, the total number of events, and the event
Severity within the total number of events with the Table and BarChartTable viewer
configurations.

3. Based on the data monitor type you have selected, specify values and options in the

applicable fields to define the data monitor's data collection. Details on fields and
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6.

appropriate values are given in the information about each data monitor type.

Note: Depending on the permissions associated with the user group to which
you belong, you may or may not have an option to Enable (deploy) or disable
(un-deploy) the data monitor. For more information, see "Enabling or Disabling a
Data Monitor" on page 279.

If the data monitor uses data fields for evaluation, use the Variables tab to create a
new specialized field, if necessary.

The following data monitors support variables:
« Eventgraph

« Hierarchy Map

o LastN Events

o Last State

« Moving Average

« Statistics

« Top Value Counts (bucketized)

If you select a data monitor that does not support variables, the Variables tab is
disabled.

You can also add a global variable anywhere fields can be added. See "Adding a
Global Variable to a Data Monitor" on page 622.

If the Data Monitor type supports drill downs to other resources, use the Drilldown
tab to configure it. The following types of Data Monitors support drilldowns:

« Event Graph

« Hierarchy Map

o LastN Events

« Last State

« Moving Average

» Statistics

o Top Value Counts (Bucketized)

See "Adding a Drilldown" on the next page for instructions.
Click OK.

To add the new monitor to the current dashboard, right-click it and choose Add to
Dashboard As.
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Editing a Data Monitor

1. Access the data monitor for editing in one of two ways:
« In Navigator > Resources > Dashboards > Data Monitors tab, right-click a data
monitor and select Edit Data Monitor.

« If a dashboard containing the data monitor is already displayed, hover the cursor
over that data monitor in the dashboard's Viewer panel, right-click, and select
Data Monitor > Edit.
2. In the Data Monitor Editor, edit the applicable fields.

See "Creating a Data Monitor" on page 267 and "Data Monitors" on page 966 for
field details on all data monitors.

For customized view options on Last State data monitors, see the Last State Data
Monitor topic.

3. Click OK.

Deleting a Data Monitor

Where: Navigator > Resources > Dashboards > Data Monitors tab

1. Right-click a data monitor and choose Delete Data Monitor.
2. Inthe dialog box, click Yes.

Managing Drilldowns from Data Monitors

Drilldowns provide the ability to investigate details about resources related to what is
displayed by query viewers or data monitors. You can get more focused views on
particular aspects of a single item, such as an asset, case, event, and so on, in the query
result.

Adding a Drilldown

You can configure query viewers and data monitors to drill down to one or a
combination of the following resources:

« Active channels

« Dashboards

« Query viewers

Reports
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Each drilldown type has its own options. After you have added one or more drilldowns,
Console users can select one by right-clicking on the result and selecting Drilldown >
[drilldown name] from the context menu.

Note: In a Custom View Dashboard and on the ArcSight Command Center, only
drilldowns to dashboards are supported.

You can create drilldowns from these types of data monitors:

« Eventgraph

« Hierarchy map

« LastN Events

« Last State

« Moving Average

» Statistics

o Top Value Counts

You cannotdrill down to resources from the following data monitors:

« Asset Category Count

« Event Correlation

« Geographic Event Graph
« Hourly Counts

« Rules Partial Match

o System Monitor

« System Monitor Attribute

Where: Navigator > Resources > Dashboards > Data Monitors tab > data
monitor > Drilldowns tab

To add a drilldown from the data monitor:

1. Access the Drilldowns tab in one of two ways:

« Right-click on the query viewer or data monitor results in a dashboard and select
Drilldowns/Edit Drilldowns to open the editor to the Drilldowns tab.

Or

« Right-click on a query viewer or data monitor in the Navigator panel and select the
Edit option, then select the Drilldowns tab.

2. Click Add (2844 7)) t5 open the Add Drilldown panel.
3. In the Destination field, select a resource type, for example, Dashboards.
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X Add Drilldown I
* Destination |Select a Dashboard 4@ Dashboards v I
Pick whare this drildewn goes to. You can pick from a vard{ ] ACTve Channels
. Fd Dashboards )
Menu Label @ Query Viewers
Give your drildown a descriptive name, @ Reports
Description
Add more descriptive information about this drilldown.

Then choose the corresponding specific resource, for example, My_Dashboard.

4. Enter a menu label (defaults to the specific resource’s name). This label will
represent this drilldown when the user right-clicks and selects Drilldowns on the
Viewer panel.

5. Enter an optional description containing useful information about the drilldown.

6. Setthe remaining options based on your destination resource:

Options for the Drilldown's Resource Destinations

If resource

typeis ... Follow these steps ...

Active For an active channel destination, the settings in the Channel Display Options tab are
Channels not required; you may click Finish. If you want to set display options:

a. Select afield set from the drop-down list and click OK.
b. Change the Sort By field from the drop-down list and the sort order.
c. Click Finish.

Dashboards Click Finish. You are done.
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Options for the Drilldown's Resource Destinations, continued

If resource

typeis ... Follow these steps ...

Query For a query viewer destination, field mapping is required:

Viewers a. Onthe Field Mapping tab, click Add to display a dropdown list of source fields.

You must define at least one field map.

The source fields are from the source query viewer (the one you are drilling down
from). The mapping condition is always set to =.

b. Under the Destination Field column, select a field from the destination query
viewer (the one you are drilling down to).

Field Mapring | Display | sort]
LEIRE 4

Source Field Condition Destination Field

Name = IName

day of month = iget month

Manager Receipt Time = anager Receipt Tme

The Drilldown definition shown in the example maps the source query viewer/data
monitor “Name” column to the target query viewer/data monitor “Name” column.
This constructs the following drilldown filter:

<target>.Name = <source>.Name

where <source>.Name is replaced by the actual value from the source query
viewer/data monitor row.
If there are no eligible field mappings, you cannot complete the drilldown definition;
the Finish button is disabled. You can add or remove field mappings, but your
choices are limited to the columns already provided in the query viewer.

c. Onthe Display tab, you can choose to show (check) or hide (uncheck) the data
fields in the drilldown result.

d. Onthe Sort tab, you can click Add to select the columns to specify the sort order
of the resulting values. For each added column, change the sort order to ascending
(the default) or descending.

e. Click Finish.
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Options for the Drilldown's Resource Destinations, continued

If resource
typeis ... Follow these steps ...
Reports For a report destination, the settings in the Report Display Options tab are not required.

To use the parameters set for the report, click Finish. If you want to change the
drilldown’s display options:

a. Click Add to display a list of the destination report’s custom parameters, then
select a parameter.

b. Under the Value column, select the field whose value will be used for the
parameter.

Report Display Options
Fo-%

Report Parameter Value

Start Time |Manager Receipt Time
[End Time [End Time

G

c. Click Finish.

7. Repeat the process to add multiple drilldowns as required.

The drilldowns you added will be available for selection when you view the data monitor
or query viewer results. From those resources, the drilldowns are displayed for selection
in the order they were created. The first drilldown is automatically the default drilldown
of choice.

Tips on drilldown definitions:

« Ifthere is only one drilldown, this is the default drilldown for that resource. If there are
multiple drilldowns, the first drilldown is the default. You can change the order on the
Drilldowns tab.

« When you run the query viewer results or view a data monitor, right-click, and select
Drilldown, the selection list displays the list of drilldowns defined for that resource.
The default drilldown is at the top of the list, and the remaining drilldowns are
displayed in the sequence as they appear on the data monitor or query viewer's
Drilldowns tab.

« You can define drilldowns for multiple fields of different data types. For example, you
can define a drilldown to return a combination of event name and IP address. The first
step would be to define a base query viewer to return these fields in a result, and then,
as a next step, add a drilldown and select that query viewer to use as the “Drill down
to” query viewer.

« You cannot define drilldowns to go to fields that are SQL functions.
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Example of drilldowns added to a query viewer

Inspect/Edit o 7 x
| Fa Query Viewer:Example
Attrbutes Fields  Local Variables Drildowns | Notes

gpAdd # Edt X Remove B ~ -
Default Meru Label Destnation
- Resources :_f?l Resources
Asset_Channel_1 [¥] Asset_Channel_1
QV_Time_Functions & QV_Time_Functions
Report_Domain |#:] Report_Domain

Editing a Drilldown

Purpose: To change drilldown settings defined for a data monitor

Where: Navigator > Resources > Dashboards > Data Monitors tab > data monitor >
Drilldowns tab

To edit a drilldown:

1. Open the editor for the query viewer or data monitor you want to edit.
2. Click the Drilldowns tab.

3. Select the drilldown you want to edit and click Edit «* Bt

The drilldown dialog for this drilldown is displayed. Change the fields and options
as described in "Adding a Drilldown" on page 358.

Note: You can also edit the drill down from the query viewer or data monitor
results. Right-click and select Drilldown > Edit Drilldowns. Selecting this
command opens the editor for the query viewer or data monitor at the Drilldowns
tab.

Changing the Default Drilldown

Purpose: To change the top selection of the drilldown's selection list

Where: Navigator > Resources > Dashboards > Data Monitors tab > data monitor >
Drilldowns tab

When you run the query viewer results or view a data monitor, right-click, and select
Drilldown, the selection list displays the list of drilldowns defined for that resource. The
default drilldown is at the top of the list, and the remaining drilldowns are displayed in
the sequence as they appear on the Drilldowns tab.This default position is not affected
by any sorting of drilldowns.
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To change the default drilldown:

1. Open the editor for the data monitor or query viewer you want to edit.

2. On the Drilldowns tab under the Default column, click the button corresponding to
the drilldown you want as the default and save.

The default drilldown will appear at the top of the selection list the next time you right-
click on the query viewer results or data monitor and select Drilldown.

Sorting or Changing the Order of Drilldowns

Purpose: To change the order of drilldowns on the list

Where: Navigator > Resources > Dashboards > Data Monitors tab > data monitor >
Drilldowns tab

If you create multiple drilldowns to different resource types, the Drilldowns tab displays
the drilldowns in the sequence they were created. This initial sort order affects the
selection list if you right-click the data monitor or query viewer results on the Viewer
panel and select Drilldowns.

You can re-order the drilldowns in two ways:

» Sorting the drilldowns
» Moving specific drilldowns up or down the list

To change the sort order:
1. Open the editor for the data monitor or query viewer you want to edit.

2. Click the Drilldowns tab and click Sort () on the toolbar.
Multiple drilldowns on the Drilldowns tab are sorted in two ways, as follows:
« First, the drilldowns are sorted alphabetically according to resource type: active
channels, dashboards, query viewers, and reports.
« Next, within the resource type, drilldowns are again sorted alphabetically by their
menu labels.

After you click the Sort button, clicking it again will not change the sort order.
Note: Even if the default drilldown moves after sorting on the Drilldowns tab,
the default will still be at the top of the selection list when you right-click on the
data monitor or query viewer results and select Drilldowns. If you want to

change the default itself, follow instructions in "Changing the Default
Drilldown" on page 362.
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To move a drilldown’s position on the list:

1. Open the editor for the data monitor or query viewer you want to edit.

2. Click the Drilldowns tab and select a drilldown. Do not click under the Default
column if you are not changing the default drilldown.

3. On the toolbar, click the up (] or down [=] arrow buttons to move the drilldown up
or down the list.

Removing a Drilldown
Where: Navigator > Resources > Dashboards > Data Monitors tab > data monitor >
Drilldowns tab

You remove any drilldown, including the default drilldown, one at a time. If you delete
only the default and you have other drilldowns, the next drilldown on the list becomes

the default.

To remove a drilldown:
Open the editor for the data monitor or query viewer you want to edit.

Click the Drilldowns tab.
Select the drilldown you want to remove and click Remove (% Remeve ),

> w b=

Repeat as required.

Moving or Copying a Data Monitor

You can move or copy a data monitor as you would any other resource. See "Moving,
Copying, Linking, and Deleting Resources" on page 715.

Where: Navigator > Resources > Dashboards > Data Monitors tab

Note: Regarding data monitors and user permissions

« Users who do not have data monitor deployment permissions can still copy
enabled data monitors, but the copies are disabled. Users need both write and
deploy permissions to enable or disable a data monitor.

« Users who do not have data monitor deployment permissions can still move data
monitors from one group to another if they have:

o Write permissions on the data monitors they want to move, and
o Write permissions on the destination group for the move operation
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For more about data monitor deployment permissions, see "Controlling Who Has
Permissions to Deploy Data Monitors" on page 117.

Enabling or Disabling a Data Monitor

When a data monitor is enabled (deployed) it is actively processing events and updating
its display.

When you disable (un-deploy) a data monitor, it stops processing events and updating
its display. You might choose to disable a data monitor because it is not needed or
should not be considered under certain circumstances.

Data monitors can be enabled at time of creation (see "Creating a Data Monitor" on
page 267) or edited later to enable deployment.

Note: Data monitor deployment is controlled through User Access Control Lists
(ACLs). Administrators can allow or block users for data monitor deployment
permissions.

Depending on the permissions associated with the user group to which you belong,
you may or may not have an option to Enable (deploy) or Disable (un-deploy) the
data monitor.

« Administrators (all users belonging to the Administrators group) have permissions
to deploy/un-deploy data monitors.

« To deploy a data monitor, a user needs both general data monitor deployment
permissions and write permissions to the specific data monitor he or she wants to
deploy. Users with permissions to deploy data monitors can deploy only those
data monitors for which they have write permissions.

« Administrators can grant permissions to deploy or restrict data monitors to other
non-Administrator users through the Access Control Lists (ACLs) editor. For more
information, see "Controlling Who Has Permissions to Deploy Data Monitors" on
page 117 and "Granting or Removing Resource Permissions" on page 108.

To enable or disable a data monitor from the Editor:

Tip: You can set operations permissions on data monitor deployment by editing
Access Control Lists (ACLs) on user groups. Administrators can allow or block user
groups for data monitor deployment permissions. (This is different than controlling
permissions on who has access to the data monitors resource.)

To set permissions for deploying data monitors, click the Operations tab, then click
the Add button to get the Permissions Selector dialog for operations, select Deploy
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and click OK. For more information, see "Controlling Who Has Permissions to
Deploy Data Monitors" on page 117.

1. Access the data monitor for editing in one of two ways:
« In Navigator > Resources > Dashboards > Data Monitors tab, right-click a data
monitor and select Edit Data Monitor.

« If a dashboard containing the data monitor is already displayed, hover the cursor
over that data monitor in the dashboard's Viewer panel, right-click, and select
Data Monitor > Edit.

2. In the Data Monitor Editor, click the check box for Enable to toggle the data monitor
on or off.
« A checkmark indicates the data monitor is enabled (deployed).

« Ifthe box is unchecked, the data monitor is disabled (undeployed).

3. Click Apply or OK on the editor to save your changes.

To enable or disable a data monitor in the Navigator:

You can also enable and disable data monitors in the Navigator by right-clicking data
monitors or a data monitor group.

Where: Navigator > Resources > Dashboards > Data Monitors tab

1. Right-click a data monitor or a data monitor group.

2. Choose Enable Data Monitor to deploy or activate the monitors (if disabled) or
Disable Data Monitor to un-deploy or deactivate (if enabled).

For information about granting permissions to user groups to enable or disable data
monitors, see "Controlling Who Has Permissions to Deploy Data Monitors" on
page 117.

Overriding a Data Monitor's Last State

Last State data monitors can sometimes display a status that has served its purpose as
soon as you have seen it. Once seen, you may want to directly reset or change the
status so you can watch for a new status change, without waiting for an automatic
system update.

Last State data monitors can be displayed as a ribbon on custom view dashboards. See
"Using Custom View Dashboards" on page 262 for more information.

When you see a status in a Last State data monitor that you want to reset, de-escalate,
or otherwise override, right-click a cell in the monitor and choose Override Status. In the
Select dialog box, select the new status and click OK.
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Managing Data Monitor Groups

Data monitor groups store similar data monitors in a single location. You can create
groups within groups to meet enterprise needs.

You can manage one group at a time by drag-and-drop. You can move or copy
dashboards or groups within the Dashboards resource tree. Deleting a group deletes
the resources it contained.

Note: To copy multiple resources at once, use Copy and Paste. You can drag and
drop only one resource at a time.

Where: Resources > Dashboards > Data Monitors tab

To create a data monitor group:

Right-click a group and choose New Group.
Enter a name in the text field.
Optional: To add information in the Notes tab, refer to "Using Notes" on page 78.

~wnh =

Press Enter.

To rename a data monitor group:

1. Right-click a group and select Rename.
2. Enter a new name in the group's text field.
3. Press Enter.

To edit a data monitor group:

1. Right-click a group and choose Edit Group.
2. In the Group Editor, edit the Name and Description text fields.
3. Click OK.

To move or copy a data monitor group:

1. Navigate to a group and drag it into another group.

2. Choose Move to move the group, Copy to make a separate copy of the group, or
Link to create a copy of the group that is linked to the original group.

If you select Move, the resource or resource group moves to the new location. If you
select Copy, you create a separate copy of the resource or resource group that will
not be affected when the original resource or resource group is edited. If you select
Link, you create a copy that s linked to the original resource or resource group.
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Therefore, if you edit a linked item, whether the original or the copy, all links are also
edited. When deleting linked items, you can either delete the selected item or all
linked items.

To delete a data monitor group:

1. Right-click a group and choose Delete Group.
2. In the dialog box, click Yes.

To enable or disable data monitor groups:

Data monitors are enabled by default. When you disable data monitors they stop
processing events and updating their displays. You might choose to disable a data
monitor group because it is not needed or should not be considered under certain
circumstances.

You can also enable and disable data monitors individually in the Data Monitor
resource tree or Data Monitor Editor.
1. Right-click a data monitor group.

2. Select Enable Data Monitor to activate all the monitors in the group (if they are
disabled) or Disable Data Monitor to deactivate them (if they are enabled).

Optimizing the Evaluation of Event Filters for Data
Monitors

The information described here applies to correlation data monitors that use event
filters. This topic is written for advanced content authors. The topic describes how to
automate the optimization of event conditions to reduce impact on CPU usage.

Evaluating event conditions is one of the most resource-intensive operation in event
processing. ESM evaluates event conditions in the sequence they appear on the filter’s
Filter tab. The following example shows event conditions:

7% Event conditions

={}

=1l or
. Category Significance Starts\With /Compromise
i@ Category Significance = [Suspicious

----- @ Category Significance = /Hostile

The outer and inner nodes indicate nested conditions. As a guideline, order these
conditions from the most economical to the most expensive by putting the least costly
condition on top. However, this may not be enough; you must also consider the
TRUE/FALSE rate and whether you are using OR or AND operators.
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Related topics:

« "Requirement" below

» "Automating the Optimization of Filter Conditions" below
« "Tracing the Optimization" on the next page

« "Disabling the Optimization Feature" on page 285

Requirement

To optimize the evaluation of event conditions, data monitors must be of the event or
correlation type and must be using a filter, because event conditions are defined in the
filter. Filters are used not only in data monitors but also in other resources, for example,
active channels and query viewers. However, event conditions in filters are only
evaluated and optimized in the context of the data monitors that use these filters. The
filters themselves are not altered by the evaluation.

Refer to "Creating or Editing a Filter" on page 307 for more information.

Note: A data monitor can use one or more filters. In this case, all filters being used
by the data monitor will be optimized in memory.

Automating the Optimization of Filter Conditions

ESM has the ability to evaluate event conditions and if necessary, re-sequence the
conditions to be evaluated through this property setting in the server.properties file:

rule.dm.optimize.evaluation=true

This setting automates the process of evaluating and optimizing all of your deployed
rules and data monitors. The optimization process occurs in memory and will leave your
resources intact. If there are changes, for example, real-time rules are updated, or the
user de-activates and then re-activates the rule, optimization runs again.

The following line in server. log denotes the end of optimization:

End of conditions optimization in <n> events
Note: Refer to the ESM Administrator’s Guide’s Configuration section for more
information:

« For detailed instructions on how to add settings to the server.properties file,
refer to the topic, “Managing and Changing Properties File Settings.”

« Forinformation on the server.log file, refer to the topic, “Configuring Manager
Logging.”
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Tracing the Optimization

The tracing feature described here is optional. However, if you want to use this feature,
you must turn off the condition optimization setting. The tracing feature enables you to
capture information about how your rules were optimized. The information is stored in
server.log.

To use the tracing feature, add this property setting in the server.properties file:
rule.dm.trace.optimize.evaluation=true

This setting records in the server. log file the original sequence of conditions and how
these conditions are re-ordered (optimized).

To locate the information in the log file, search for the the data monitor's name. The
following example shows the log statements that include the evaluated data monitor’s
URI and a sampling of the profiled values. The profile describes the average time in
nanoseconds a specific condition took to process. The condition’s position is indicated
by an index starting with position 0. The profile in the log indicates that the costliest
condition at Index 0 took an average of 1,227 nanoseconds over a sampling of 22:

[2014-08-01 12:22:19,416] [INFO
l[default.com.arcsight.common.simplerulesengine.engine.b]

Optimizing /A1]1 Data Monitors/ArcSight Foundation/Intrusion Moniteoring/Detail /Attack
Monitoring/Attack Rates/Attack Rates by Service and Zones/Attacker Zones by Service
Profiled walues are

= ime= 5 ,numSanples=22, Index=2, avgTime=1189% ,numSamnples=23,
ndex=0, avgTime=1227 jnumSamples=22]

-

The following lines indicate the order of conditions (indicated as nodes) as originally
defined. Red numbers correspond to the index:

Original nodes are

HNode : categorySignificance StartsWith "/Compromise"
Node : categorySignificance EQ "/Suspicicus" @
Node : categorySignificance EQ "/Hostile" @

The following lines indicate the optimized order of conditions (indicated as nodes):

Optimized nodes are

Hode : categorySignificance EQ "/Suspicious" Moved from position 1
Hode : categorySignificance EQ "/Hostile" Mowved from position 2
Hode : categorySignificance StartsWith "/Compromise" Moved from position 0

Observe how nodes were moved up and down to indicate which conditions are
evaluated first. Index 0,originally profiled as the costliest, is now evaluated last.
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Note: Filter conditions can have nested filters. In this case, conditions in those
nested filters are also evaluated and optimized, but the node listing in the log will not
distinguish in which filters the conditions are defined.

To save afilter in its optimized state:

If you are a content author, you can leverage the log information to modify your filter
conditions permanently. This procedure is optional.

1. Referto the log and re-order the filter conditions accordingly.
2. Save the filter in this optimized state. Repeat for nested filters as required.

Filters may be shared with other resources, for example, active channels and query
viewers. In this case, if you manually optimize filters used by data monitors, other
resources using the same filters will benefit from the change. Once filter conditions have
been optimized for a data monitor and even if you don’t manually change the filters, you
may disable the optimization tool, described in "Disabling the Optimization Feature"
below.

Disabling the Optimization Feature

Optimization runs only once on event filters used by data monitors and the profiles for
the evaluated conditions are stored in the log file. Each time you disable and re-enable
event data monitors, evaluation and optimization runs again. When the feature is no
longer needed, for example, you have modified the event filters, you can change the
optimization setting to false in server.properties. While the tool is disabled, any
newly-deployed data monitor will not be optimized.

Using Charts

The Console offers several chart view options for active channels and for data monitors.
You can add chart views of the data in many active channels or data monitors simply by
choosing a chart type from the Format pop-up menu in the view's lower-right corner.

ArcSight charts remain linked to the data they represent. You can immediately see a
chart's events in a grid view that presents the data as charted, or filtered further using the
options of the Analyze in Channel command. Charts use the same color for all values in
a series. For example, if you are plotting successful and failed logins in a chant,
successful logins as a series will have one color. Failed logins as another series will
have a different color.

You can click and drag three-dimensional charts on their vertical or horizontal axes to tilt
them for better viewing.
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Note: Contents of charts are affected by the factors that affect active channels or
data monitors, such as changing time parameters or filters. Not all charts are
applicable to, or available for, all views.

Charting an Active Channel's Contents

Where: Navigator > Resources > Active Channels

1. Right-click a channel and select Show Active Channel.

2. Inthe Viewer panel, in the lower-right corner of the newly opened active channel,
click the Viewer Selector icon to open its menu.

3. Inthe menu's Chart branch, select one of the chart types:

Chart
Type

Area

Horizontal
Bar

Line

Pie
Scatter
Plot

Stacking
Area

Stacking
Bar

3D Bar

Description

A horizontal chart in which bands occupy various amounts of the displayed area to
indicate relevant values.

A horizontal chart that shows changes in relative quantities, usually by time units seen as
solid rectangles, over a span of time.

A horizontal chart that shows changes in relative quantities, usually by time units plotted
on aline, over a span of time.

A circular chart with proportional wedges for the relevant values.

A horizontal chart that shows changes in relative quantities, usually by time units plotted
as separate points, over a span of time.

A horizontal chart in which stacked bands occupy various amounts of the displayed area
to indicate relevant values.

A horizontal chart that shows changes in relative quantities, usually by time units seen as
stacked solid rectangles, over a span of time.

A corner-anchored graph with height, width, and depth dimensions that can show three
axes of categorical and quantitative information.

4. The data in the view opens in an additional chart presentation, in the chosen format,
within the active channel.

5. Click the Layout icon in the channel's lower-right corner to change the visual
arrangement (tabbed or tiled) of the views within the channel, if needed.

Charting a Data Monitor's Contents

Where: Navigator > Resources > Dashboards
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1. Double-click a dashboard or right-click it and choose Show Dashboard.

2. Inthe Viewer panel, in the lower-right corner of an applicable data monitor, click the
Viewer Selector icon to open its menu.

3. In the chart menu, select one of the chart types:

Chart
Type Description
Area A horizontal chart in which bands occupy various amounts of the displayed area to

indicate relevant values.

Horizontal A horizontal chart that shows changes in relative quantities, usually by time units seen as
Bar solid rectangles, over a span of time.

Line A horizontal chart that shows changes in relative quantities, usually by time units plotted
on alline, over a span of time.

Pie A circular chart with proportional wedges for the relevant values.

Scatter A horizontal chart that shows changes in relative quantities, usually by time units plotted
Plot as separate points, over a span of time.

Stacking A horizontal chart in which stacked bands occupy various amounts of the displayed area
Area to indicate relevant values.

Stacking A horizontal chart that shows changes in relative quantities, usually by time units seen as
Bar stacked solid rectangles, over a span of time.

3D Bar A comner-anchored graph with height, width, and depth dimensions that can show three
axes of categorical and quantitative information.

4. The data in the monitor switches to a chart presentation.

For data monitors, the Chart Showing Priorities submenu offers many of these same
charting options, but with graphic elements such as pie wedges or bar segments that
distinguish their priority-level components.

For more about the format tools available for dashboards (@iz=i== - ), see "Monitoring
Dashboards" on page 253.

For more about custom view dashboards, see "Using Custom View Dashboards" on
page 262.

For more about working with dashboards, see "Using Dashboards" on page 253.

Exploring the Events Behind a Chart

To see a grid view of the events behind an active channel's chart, double-click the
section of the graphic that represents those events. To filter those events further, right-
click the relevant section of the chart and choose an Analyze in Channel command
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option. In charts that show color keys, such as Events by Priority, you can also double-
click a color chip to open a grid view filtered by that key.

To see an active channel grid view of the events behind a data monitor's chart, double-
click the section of the graphic that represents those events, or right-click and choose
Show Details, or choose Show Detailed Channels to see a view for each of the chart's
components.

Using Query Viewers

Query viewers are a type of resource used for defining and running SQL queries. You
can run query viewer results directly or add query viewers to a dashboard. For more
information about defining query viewers and adding them to the dashboard, see "Query
Viewers" on page 341.

Graphing Attacks

You use graphic analytics to quickly identify high-volume attackers or targets at a
glance. You can locate and typify cascading attacks (for example, worms and viruses),
and isolate and analyze events involving interactions between two or more devices (for
example, threat discovery).

« The event data you visualize can be static (a snapshot of the selected events) or live
(continuously updated with specified real-time event data). You create static graphs
by selecting certain event data out of a source and displaying it as a graphic. See
"Creating Static Event Graphs" below.

« You create live graphs using a graphic data monitor type. See "Creating Live Event
Graphs" on the next page.

« See "Event Graph Notes" on page 290 for descriptions of the graphical elements on
an event graph.

« See "Configuring Event Graphs" on page 56 to set or change your event graph
preferences.

Creating Static Event Graphs

Where: Event grid, data monitor, or Event Inspector panel

1. Selectan array of events in a grid, data monitor, or event inspector.
2. Right-click the selected set and select Event Graph or Geographic View.
The Viewer panel displays the selected events in a new view, using the selected
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style.

Event Graph
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Creating Live Event Graphs

Where: Navigator > Resources > Dashboard > Data Monitors > event graph or
geographic event graph data monitor

« Right-click the data monitor and select Add to Dashboard As>Geographic Graph or
Graph.

« Alternatively:
a. Right-click your personal Data Monitors folder in the Navigator and select New

Data Monitor. A Data Monitor Editor panel opens.

b. In the Data Monitor Type drop-down list, select Event Graph or Geographic Event
Graph.

c. Define the graphic data monitor as described in "Creating a Data Monitor" on
page 267.

The Data Monitor Editor has certain attributes for these types:

Attribute Usage

Max Event Count The number of most-recent events to show. Events older than this are
discarded.

Event Node Identifier The fields that are available to use to uniquely identify the event type in a

transaction.
Availability Interval The number of seconds for the interval between updates to the graphic.

Show Source-Target Nodes See "Configuring Event Graphs" on page 56.
as
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Attribute Usage

Source Node Identifier See "Configuring Event Graphs" on page 56.
Target Node Identifier See "Configuring Event Graphs" on page 56.
Show Event Nodes See "Configuring Event Graphs" on page 56.

For geographic event graphs:
Geographic Event Attributes
Attribute Usage
Max Event Count The number of most-recent events to show. Events older than this are discarded.

Availability Interval  The number of seconds for the interval between updates to the graphic.

Event Graph Notes

Link-analysis visualizations are chart-like or logically oriented. Geo-spatial
visualizations are map-based or physically oriented. Node size indicates increasing
event volume.

Event Graph

HaaDEERARASD

1111

Accepting Events FromIgeIEs 0 248

Each eventis composed of the event node itself (a turquoise circle) and its connected
source node (red square) and target node (white square) device assets. The source and
the target may be the same asset.

Blue squares indicate a combined source and target node (a “point event”). Pink nodes
indicate IP addresses that are worm or virus infection sources for other nodes.

Point events occur on a single host; for example, a syslog entry for a running process.
They graph as IP address nodes that loop to an event node and back.

In geo-spatial displays, source and target location plotting is based on the physical
addresses registered for IP addresses. ArcSight includes standard plotting information
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for this purpose. The addresses are plotted against a world map that you can zoom in or
out. All the specific location data that supports this feature also appears as attributes in
the Event Inspector.

You can modify the way graphs plot events, choosing to keep the source-event-target
visual relationships compact, or to emphasize unique sources, targets, or both in order
to more easily clarify the nature of attacks or situations.
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An active channel is a grid view in which there is a row for each event. In an active
channel you can select which events you want to investigate. After selecting one or
more events in the channel, you can perform several analysis and authoring tasks.

Selecting Events in the Active Channel

To select fields to investigate:

Click an event or Ctrl+click a set of events. To select a range of events, click one event
and Shift+click the event at the end of the range.

To invert your field selection:

Select one or more events in the channel, right-click and select Invert selection.

To select events with matching cells:

Select a cell in an event, right-click and select Select events with matching cell to see if
other events in the channel have matching cell values.

Showing Event Details and Rule Chains

Rule-based correlation events are those generated by a triggered ArcSight rule as a
reaction to an original sensor-generated event. In other words, an event concerning an
event. You recognize correlation events in active channels by their red Flash icon #. To
mask active channels so they show only correlation events, select the check box at the
top of the channel's left-most column.

To display event details:

1. In an active channel, select an event.

2. Right-click and select Show event details. The event's details appear in the Event
Inspector.
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More:

« Some system operations, for example, audit event generations, are done on behalf of
a special system user called TROOTUSER. When you are investigating event details,
you might see a user ID with this value. This user ID is valid and intended for internal
use only.

« When you apply an actor field set to an event being displayed in the event inspector,
you may experience an extended load time.

To display simple event rule chains:
1. In an active channel, select a correlation event. You recognize correlation events in
active channels by their red Flash icon #.
2. Right-click and select Rule options > Simple chain.

To display detailed event rule chains:

1. In an active channel, select a correlation event.
2. Right-click and choose Correlation options > Detailed chain.

The events leading up to the correlation event appear in the Description panel at the
top of the Inspector.

3. Click any event in the chain to see its details on the panel, below the description.

To view forwarded correlation events and their correlated (base) events:

Based on your requirements, you can configure the Forwarding Connector to send only
the correlation events without the correlated (also referred to as base) events from one
source Manager to a destination Manager. You can also configure the connector to
include the correlated events automatically, whenever a correlation event is forwarded.

After the correlation and correlated events are forwarded, you can view them on the
destination through the Event Inspector. Make sure the source Manager is configured
correctly according to the instructions in the Forwarding Connector Configuration Guide.

To display correlation-event rules:
1. In an active channel, select a correlation event. You recognize correlation events in
active channels by their red Flash icon # .
2. Right-click and select Correlation options, then Show triggering resource.

The rule or resource that triggered the correlation event is selected in the Navigator
panel's Rules resource tree and that rule appears in the Rules Editor.
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To execute or clear rule actions:
1. In an active channel, select a correlation event. You recognize correlation events in
active channels by their red Flash icon # .

2. Right-click and select Rule options, then Clear Rule Actions to clear all actions
associated with this rule.

For more information, see "Managing Rule Actions" on page 535.

To launch event details in a browser:

1. In an active channel, right-click an event and choose Show event details.

2. In the condition table of the Event Inspector, right-click and choose Launch Event
Details in Browser.

A Web browser opens with the selected event's details.

To hide empty rows in the Event Inspector:

1. In an active channel, right-click an event and choose Show event details.

2. In the condition table of the Event Inspector, right-click and choose Hide Empty
Rows.

Running ArcSight Investigate Searches

You can conduct event searches from ESM using ArcSight Investigate. Refer to the
ArcSight Investigate User's Guide for details.

Integration with Arcsight Investigate requires specific browser versions. See the ESM
Support Matrix for details.

Tip: Events that are not within the latest half hour time range are not displayed in
ArcSight Investigate as search results. Events must be within the time range shown
in the ArcSight Console in order to be displayed.

Prerequisite:

ESM must be integrated with a deployment of ArcSight Investigate and ArcSight
Transformation Hub. If the required setups are done correctly, the following integration
commands are enabled on an active channel and from the event details on the
Inspect/Edit panel:

« ArcSight Investigate

« ArcSight Investigate (Multiple Fields)
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Note:

« Notall ESM fields are supported in ArcSight Investigate searches. These
unsupported fields will appear disabled for selection.

To search a single field:
1. Open an event viewer such as an active channel, or view an event's details in the
Inspect/Edit panel.
2. Right-click a row and select ArcSight Investigate.
ArcSight Investigate displays the search results in your preferred browser.

To search multiple fields:
1. Open an event viewer such as an active channel, or view an event's details in the
Inspect/Edit panel.
2. Right-click a row and select ArcSight Investigate (Multiple Fields).
The ArcSight Investigate panel opens, displaying a list of fields supported for the
search. The listis based on the columns that are available on the channel.

Tip: If you know the field name and prefer not to scroll through the list to locate it,
enter the name in Search Fields. Enter the first few characters until the matching
field is selected.

3. Click Add to add the field to the Selected Fields pane. Select up to five fields.
4. Click OK to begin the search in ArcSight Investigate.
ArcSight Investigate displays the search results in your preferred browser.

See also:

« The topic, "Using the ArcSight Investigate Integration Commands" on page 689.
« ArcSight Investigate User's Guide

Investigating Session Events

Session events are captured in session lists, described in:

« "ldentity Correlation" on page 567
« "Managing Session Lists" on page 501

This topic explains how to use the Console's Analyze in Channel >Session Events
command to refine and explore channels contextually, using attributes of the events
already being displayed in active channels.
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You can investigate session list entries two ways:

« Filter the set of entries based on the attributes of a particular entry, or

« Create an Investigation Channel that contains only the entries that match one or more
attributes of the initial session list entry.

To investigate a session event:
Where: Navigator > Resources > Lists > Session Lists tab

1. Right-click a session list and select Show Entries.
2. Inthe Viewer panel, click an entry that bears investigation.

3. Right-click the selected entry. The menu includes commands to Create Channel
and Add Condition to Channel Editor. The details of each command will vary based
on which column you right-click.

For example, if you right-click a Source IP column containing the value 192.9.2.9,
the choices are:

« Create Channel (Source IP = 192.0.2.0)

« Create Channel (Source IP !=192.0.2.0)

« Create Channel >

« Add Condition to Channel Editor (Source IP =192.0.2.0)
« Add Condition to Channel Editor (Source IP = 192.0.2.0)

« Add Condition to Channel Editor >

The sub-menus (indicated by the >) offer similar choices for all the other columns
of the Session List entry.

If you select Create Channel, a channel is added to the Viewer panel. If you select
Add Condition to Channel Editor, a channel editor will open in the Inspect/Edit
panel.

For more information about creating and using views for investigation, see "Investigating
Views" on page 233.

Collaborating on Events (Event Annotation)

You can use workflow-style annotation to collaborate with other users in analyzing or
reviewing selected events.

When you are annotating, you can make collaboration-stage changes to just the event
you originally selected, or have that change also affect a larger set of similar events that
should also be carried forward in the review process.
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The central tasks in annotating events for collaborative analysis are assigning them to
yourself or another user, then assigning them to one of the available sequential
workflow stages (dispositions). While ArcSight comes with a default set of stages, your
enterprise will very likely have customized these stages and created new ones.

Compare collaborative annotation to cases, which are a more formal way to track sets of
events that are under investigation.

Related topics:

« "Annotating an Event" below

« "Viewing Annotations for an Event" on page 300
« "Creating or Editing Stages" on page 301

« "Case Management and Queries" on page 626

Annotating an Event

Purpose: To flag one or more events that enables tracking those events through a
workflow. See the topic, "Annotations" in ESM 101.

Where: Viewer panel displaying an active channel of events
Procedure:

1. Select one or more events in any active channel. If not already annotated, you can
start a collaboration cycle.
2. Right-click the events and select Annotate Events or press Ctrl+T.

3. In the Annotate Events dialog popup, set or change the events' Annotations fields,
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as described below.
Event Annotation Fields

Field Usage

Stage Click this field to choose a different disposition state for the events' collaboration cycle.
The default stage is [Queued] and available stages run from Initial to Closed.

If you created your own stages as described in "Creating or Editing Stages" on page 301,
these custom stages would be displayed here.

Setting the event's Stage through a rule action:

You can also automate the setting of the selected event's stage through the Set Event
Field rule action. Every time the rule triggers, the stage set by the rule will take
precedence over the stage setting done by this manual event annotation. Other events
marked as similar to this event are affected in the same way: their stages will be set by
the Set Event Field rule action.

If you want to override the rule action, add this statement to the server.properties file:
mark-as-similar.override-annotation-stage=true

For the instructions on how to edit the server.properties file and implement your
change, refer to the topic, "Managing and Changing Properties File Settings" in the ESM
Administrator's Guide.

See also Set Event Field in the Rule Actions Reference topic.
Assignto  Click this field to choose an ESM user to take the next step.

Is This read-only field tells you whether this event has been reviewed.
Reviewed

InCase This read-only field tells you whether these events are already part of an ESM case. If
they are, you have more ways to track their disposition.

See "Viewing a Case's Events in a Channel" on page 645 for related information.

Correlated This read-only field tells you whether these events are part of a correlated event chain. If
s0, you can learn more through the rules authored to control that chain of correlation.

Note: You can configure the ArcSight Forwarding Connector to send correlation events
along with the correlated base events from a source Manager to a destination Manager.
However, the forwarded base events display the Correlated flag only in memory, which
you can view on an active channel. If you want the forwarded base event’s Correlated
flag to persist in the database, set this property in server.properties onthe source
Manager:

logger.base-event-annotation.enabled = true

Forinstructions on how to edit the server.properties file, refer to the ESM
Administrator's Guide's topic on “Managing and Changing Properties File Settings.”

Hidden This read-only field tells you whether these events are hidden from all but the assigned
users of this stage.

Closed This read-only field tells you whether the investigation of these events has been marked
as closed. Closed events may no longer be visible to interested parties through active
channels, for example.
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4. Add information in the Comments field as needed to clarify the collaborative
process.

5. To have your changes also affect related events, use the Mark Similar Events
fields, as described in Mark Similar Events Fields.

6. Click OK to update the event.

Mark Similar Events Fields

This topic is continued from "Annotating an Event" on page 297.

Event “similarity,” for collaboration purposes, is defined as a combination of time
constraints and having certain key event attributes in common. For example, you could
apply a collaboration change to additional events received in the future on the basis of
those events having the same Attacker value and having occurred within the last two

days.

After the time constraints have passed, the common event attributes return to default
settings for events marked as similar to a specified event.

Purpose: To specify one event attribute that will be the basis for event similarity when
annotating fields.

Where: Annotate Events popup dialog as a continuation from the procedure,
"Annotating an Event" on page 297.

Procedure:

1. Atthe bottom of the Annotate Events dialog, click the plus sign (+) next to Mark
Similar Events to expose the available fields.
e L e e e T e
= Mark Similar Events
Time Constraints ;| tart Time & End Time ol
Start Time _n;Ngw o E
End Time :$Now + 1h =

Criteria: | < Please select ariteria... »

| a4 || Cancel || Help |
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2. Set the other attributes as shown:

Similarity
Field Usage
Time Choose a bracketing combination of Start Time and End Time or Duration to determine

Constraints the scope of the constraints.

Note: After this time constraint has passed, the events' stage annotation revers to
[Queued].

Start Time Date and time values to set the beginning of a time-constraint window. Choose from the
drop-down menu of expressions or click the ellipsis button to set exact times.

EndTime  Date and time values to set the end of a time-constraint window. Choose from the drop-
down menu of expressions or click the ellipsis button to set exact times.

Duration The length of the time window, relative to a Start Time or End Time, when using
Duration as a time constraint.

Criteria A menu of key event-attribute characteristics you can use to define similarity. The text
box below specifies the criteria being set. For example, do you want similarity based on
the same event name,?

Each selection displays the corresponding description. For example, if the original event
you selected was called Monitor Event and you selected Same Name as criteria, then
that event name is reflected in the text box below.

3. Click OK to save your entries and to complete your event annotation configuration.

From now on, any event matching the criteria will be assigned to the same Stage
attribute as specified in "Annotating an Event" on page 297. Pay attention to the
description about setting the Stage and how it can be overridden by a rule action.

Annotation Preservation

With the CORR-Engine, when the day’s events are archived at the end of the day, the
archive is permanent. If, while the archive is still online, you make changes or additions
to event annotations, they are preserved as a supplemental archive when the archive
goes off line at the end of the retention period. If you reactivate an offline archive and
make more annotation changes, they are only preserved until you deactivate the
archive, at which time these annotation changes are deleted. Refer to the ArcSight
Command Center User’s Guide for information on retention periods and archives.

Viewing Annotations for an Event

Annotations on an event are displayed in the Annotations tab of the Event Inspector
when that event is selected.
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To view the annotations for an event:
1. Right-click an event in an active channel (such as an active channel or active list)
and select Show Event Details to display the Event Inspector.
2. In the Event Inspector, click the Annotations tab.

The tab displays the event's timestamp, the user name associated with the event,
the stage, and flags. See "Annotating an Event" on page 297 for related information.

Creating or Editing Stages

For a description, see the topic "Stages" in ESM 101.

Caution: Keep stages provided as standard content in the given folders and do not
move them into another folder. Standard content stages are Closed, Final, Flagged
as Similar, Follow-up, Initial, Monitoring, Queued, and Rule Created.

Where: Navigator > Resources > Stages

1. If you are creating a stage, right-click the All Stages group and select New Stage.

If you are editing a stage, right-click a stage under the All Stages group and select
Edit Stage.

2. In the Stage Editor, enter a name for the stage.
3. Setthe fields as described in the following table:

Stage Editor Fields

Field Usage

Subsequent Select one or more stages to set as follow-on stages to this one. Events in this stage

stages will show these other stages as options in the Stage field of the Annotate Fields dialog
box.

User Select whether you want to prompt for a user assignment when assigning this stage. If

required you don't prompt for a different user, or no change is made, the current user remains in
effect.

Comment  Select whether you want to require users to add a comment when assigning this stage.
required

Canbe Select whether this stage can be bypassed when assigning from one stage to the next.
skipped
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Stage Editor Fields, continued

Field Usage

Mark Choose whether you want events that are similar to the selected events to be

similar automatically assigned to this stage. Similarity is scoped at assignment time through
required the Mark Similar Events fields of the Annotate Events dialog box you see when you

choose Annotate in an active channel. Note that similarity marking applies only to
subsequent events received in the future. Events already processed are not affected.

Mark Select whether you want to use this stage as a routing mechanism for other stages in a
similar workflow. When selected, assigning one or more events to this stage causes all
stage following (subsequent) similar events to be automatically redirected to the chosen

stage. Events already processed are not affected. Similarity is scoped at assignment
time through the Mark Similar Events fields of the Annotate Events dialog box you see
when you choose Annotate in an active channel.

Note: With the assistance of ArcSight Professional Services, you can customize the
similarity criteria selector for Mark Similar events. In this way you can have conditions
that are different from the defaults. This is done with the Velocity scripting language, by
modifying certain Velocity templates present on the Console, in the
config/similarity directory. Ask your ArcSight administrator for more information or
make a request of ArcSight Professional Services.

Hidden Select whether you want events assigned to this stage to be hidden from all but the
assigned users (True), left visible to everyone (False), or to leave the current visibility
unchanged (Ignore).

Closed Select whether you want events assigned to this stage to be marked as closed to
investigation (True), not marked as closed (False), or left in their previous state
(Ignore).

4. Optional: To add information in the Notes tab, refer to "Using Notes" on page 78.

5. Click Apply to save your changes and keep the editor open, or click OK to save and
close.

Working with Event Payloads

An event payload is the information carried in the body of the event's network packet, as
distinct from the packet's header data. From the Console, you can search, retrieve, view,
save to afile, or discard event payloads.

The first step in handling event payloads is to be able to locate payload-bearing events
among the general flow of events in an active channel.

Events payloads are identified by the Payload ID icon:
=
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To find payloads:

1. In an active channel, right-click a column header and choose Add
Column>Device>Payload ID.

2. Look for events showing a Payload ID in that column.

To retrieve payloads:

1. In an active channel, double-click an event with an associated payload.
2. Inthe Event Inspector, click the Payload tab.
3. Click Retrieve Payload.

To preserve payloads:
You can select to preserve the payload for an event in either of two ways:

« In an active channel, right-click an event with an associated payload, choose
Payload, then Preserve.

Or
« In the Event Inspector, click the Payload tab, then Preserve Payload.

To discard payloads:

In an active channel, right-click an event with an associated payload and choose
Payload, then Discard Preserved.

You can also use the Event Inspector, as follows:

1. In an active channel, double-click an event with an associated payload.
2. In the Event Inspector, click the Payload tab.
3. Click Discard Preserved Payload.

To save payloads to files:

In an active channel, double-click an event with an associated payload.
In the Event Inspector, click the Payload tab.
Click Save Payload.

B wnh =

In the Save dialog box, navigate to a directory and enter a name in the File name
text field.

5. Click Save.
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To view payloads in other viewers:

In an active channel, double-click an event with an associated payload.
In the Event Inspector, click the Payload tab.
Click Launch External Payload Viewer.

View the payload using the Preferred Payload Viewer and Text to PCAP
Converter, specified in the Console's Edit>Preferences>Programs panel.

> wh =

Exporting Data Fields to a CSV File

You can export a set of data fields into a comma-separated values (CSV) file.

To export to a CSV file:

1. In the channel, select one or more events.
2. Right-click and select Export > Events in Channel.

3. On the Export Events file browser, navigate to the location where you want to save
the CSV file, then enter or select options for these fields:

File Name Enter a file name for the CSV file.

Note: The file name extension is not required; the csv extension is added
automatically when the file is created.

Files of Type Select Comma separated values (*.csv).

Export Data For Rows, you have two options:

Options « Ifyouselect Allin channel, all events in the channel will be exported to the CSV
file.

« Ifyou select Selected rows only, only those rows highlighted for the right-click
operation will be exported to the CSV file.

« The default for Columns is the Export field set. Keep the default or select other field
sets from a list of All Field Sets.

« For Destination, select Local CSV File.
4. Click OK.

To limit the export to fields visible in the channel:

Purpose: The default “Export” field includes a large number of columns. Unless you
have a pressing need to export all these fields for channel events, you might want to
modify the export. Exporting a large field set for a large event set could be time- and
resource-consuming.
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« If the channel is unmodified from its default (you have not added or removed fields),
you can select the channel’s default field set on the file export option. To find the
default field set name, edit the channel and look at “Default Field Set” name or right-
click any column header in the channel and choose Field Set > Selected Field Set.
The default field set will be selected. (For example, for /A1l Active
Channels/ArcSight System/Core/Live active channel, the default field set is
Standard-MgrRcpt. Selecting this field set on the export will give you that set of
columns in the CSV file.)

« If you have modified the channel from its default (added or removed fields), you can
save it as a custom field set and then choose your custom field set on the export
dialog. To save a custom field set, right-click anywhere on the column headers in the
active channel and choose Field Sets > Save As. On the Field Sets Selector,
navigate to the group you want, name the new field set and click OK. Now it will be
available to choose from on the export dialog.

The Export field setitself is also customizable. If you are sure you always want exported
events to include a limited set of fields, you can edit the Export field set. See "Creating a
Field Set" on page 603 and "Editing a Field Set" on page 609.

Exporting Events to ServiceNow®

You can export ESM events and create them as tickets in ServiceNow®. When you
export an event, ESM creates an audit event with the following attributes:

« Name - Created Ticket on External System

«» device event classid - externalticket:100

« device event category - /externalticket/snow

« device custom string 1 - contains all exported event IDs, concatenated into one string.
« File ID - contains a hyperlink to open the ticket in ServiceNow®.

ServiceNow® manages the session and session expiration between the ArcSight
Console and ServiceNow®. If your ITSM session expires and you are not done with
your tasks, log in again.

Ensure that your environment meets the following prerequisites before you attempt to
export an event:

« Verify that ESM is configured to integrate with ServiceNow®. If not, run the Manager
setup wizard and provide the requested information. For more information, see the
ESM Installation Guide.

« ServiceNow® must be running and you must have login privileges.
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To export an ESM event:

Displaying the event editor is not required for this procedure. You can export an event
whether it is locked or unlocked.

1. In an active channel, select one or more events to export.
2. Right-click the selected events and select Export > Export to ServiceNow® ITSM.
3. Use one of the following methods to log in to ServiceNow®:

« Use the ServiceNow® Global ID.

. Provide your ServiceNow® credentials and click Next.

« To use token authentication, select the OAuth checkbox and click Next. Enter the
token and click Next.

4. Provide the requested information, and then click Create Ticket.

Getting Knowledge Base Articles

Knowledge Base articles can be associated with events, rules, or any resource.
Knowledge Base articles can have links or notes to help you respond to events.

HTML-based articles are displayed on your default Web browser.

Where: Navigator > Resources > Knowledge Base > Knowledge Base Articles

To display articles from the Knowledge Base window:

Right-click an article and select Show Atrticle.

To display articles from an active channel:

In an active channel, right-click an event and select Knowledge Base, then Show.
Select KB entry for cell, KB entry for row, or KB entry for column, then the article name.

For more information about active channels, see "Monitoring Active Channels" on
page 224.

To display articles from an Event Inspector:

In the Event Inspector, right-click an event and choose Knowledge Base, then Show
Article.
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The Filters resource tree in the Navigator panel is pre-populated with some typical event
filters you can use directly, or as templates for more specific purposes. You can create
and edit your own filters and inline filters for use in active channels.

Creating or Editing a Filter

If you want to make a filter available to multiple resources, follow these instructions to
define a filter resource.

Tip: Best practices for creating and using filters

« Because you can reference filters in other filters, you can create hierarchies
similar to style sheets. Plan your filtering needs so you can create filters, filter
groups, and filter hierarchies that will promote the most efficient and consistent
analysis results.

« Learn how to use the Common Conditions Editor (CCE). Refer to "Common
Conditions Editor (CCE)" on page 890, "Conditional Statements" on page 907,
and "Conditions" on page 908 for more information.

Where used:

« Active channels
« SmartConnectors
« Reports

o Rules

o Otherfilters

Note: When a filter condition is changed, the change to the condition is add to the
notes on the filter, tracking the history of the condition change.

Where: Navigator > Resources > Filters

1. If you are creating a filter, right-click a filter group and select New Filter.
If you are editing a filter, right-click that filter and select Edit Filter.

2. Inthe Filters Editor, type in the Name text field.
The Sub Type is fixed to Event Filter.
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Entering data in the Common and Assign sections is optional, depending on how
your environment is configured. For information about the Common and Assign
attributes sections, as well as the read-only attribute fields in Parent Groups and
Creation Information, see "Common Resource Attribute Fields" on page 728.

3. Go to the Filter tab and define filter conditions:

a. Inthe table, scroll to a relevant event field and choose a logical operator (Op),
enter a conditional statement (Condition).

b. Select case-sensitivity (Aa), and select inequality or negate (Not), if appropriate.
Use the features described in "Common Conditions Editor (CCE)" on page 890.

4. Repeatthe above step for each condition you want to add to the filter.

« To edita logical operator, right-click the logical operator and choose Edit, then
choose a logical operator and click OK. (For more information, see "Logical
Operators" on page 1013.)

« To delete a logical operator, right-click the operator and choose Delete. In the
confirmation dialog box, click Yes. The logical operator and all its condition
statements are removed.

« To delete a condition statement, right-click it and choose Delete. In the
confirmation dialog box, click Yes.

Caution: Filter definitions (meaning the total text used in a filter's condition
statements) cannot exceed 10,000 characters. If your filter uses more than
10,000 characters, create a second filter by splitting the definition, and use the
MatchesFilter operator to combine the two.

« To view the full conditions for the MatchesFilter operator, click the Summary tab
and then click the Expand Filter button to display the filter conditions for
debugging.

Note that in this case, the display of the MatcheskFilter full logic does not display
the sub-filter of the matched filter. Full logic is displayed only for the first level of
matched filter conditions.

5. Optional: To add information in the Notes tab, refer to "Using Notes" on page 78.

6. Click Apply below the Inspect/Edit panel to update the filter or click OK to add the
filter to the resource tree.

Creating and Editing an Inline Filter

Purpose: To filter events for an active channel. This inline filter will only be for the
exclusive use of that active channel.
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Tip: Steps to create an inline filter are summarized here. For more details and
examples, see also "Filtering Active Channels with Inline Filters" on page 234.

In any active channel grid view you can use the fields of the grid's top line to select
filtering event-attribute values for certain columns, which will be used with implied AND
operators to apply temporary filters and use the grid's bottom line to select filtering
event-attributes values which will use OR operators.

These filters are not retained with the active channel, but you can give the revised
channel a name and save it through the Active Channel Editor.

Note: You cannot select a grayed-out column to include in your filter. Grayed-out
columns have either variables or they are a custom column.

Where: Resources > Navigator > Active Channels

1. In the Active Channels resource tree, open the channel to which you want to add an
inline filter.

2. Inthe Viewer panel, go to Inline Filter and click No Filter. This opens the inline filter
pane.

3. Select the parameters based on the active channel's columns. For example, if you
want to filter through the column called Name, enter a name value. Click Apply.

4. To highlight all matching events for your filter, select the Highlight check box.
Highlighting allows you to preview the events that match your filter prior to saving
the filter. Click Apply to activate the inline filter.

You can specify the highlight color by clicking the drop-down picker and select your
color.

5. To add or delete rows to the inline filter table, click + (plus) or click - (minus).

To create and manage multiple inline filters, click the + button next to the Highlight
options under the inline filters to add filter definition rows. (Click the - button to
remove filter rows.) The potential uses of multiple inline filters are extensive, but
essentially this provides a means of creating a filter with complex conditions, inline
in an active channel. For example, in the Name column for an event, you could
specify that the event name contains Activelist on the first filter row and that the
name does not contain Successful. You could extend this filter by specifying what
you are looking for in some of the other fields or even add more qualifiers on the
Name field. All fields can be narrowed down in this way, using multiple filter
definition rows.

Applying Filters

This topic discusses how to use filters in these resources:

Micro Focus ESM (7.2 Service Pack 1) Page 309 of 1109



ArcSight Console User's Guide
Chapter 10: Filtering Events

Active channels

SmartConnectors

Reports

Rules

Other filters as part of the filter hierarchy

To add filters to resources:

You apply existing filters to other resources by referencing them in those resource

editors.

1. Right-click a resource in the Navigator panel such as a filter or rule and choose Edit
<resource>.

2. Click the editor's Conditions tab if it isn't already at the front.

3. Inthe InspectEdit panel, click the Filters button and select a filter in the Filter
Selector dialog box. The selected filter becomes a new condition line in this
resource's filter.

4. Click OK or Apply to save the resource's definition including its new filter reference.

Note: You can use hierarchies of filter references (including filters within filters)
to better manage them, similar to style sheets.

To apply resources as filters to active channels:

You can quickly apply or test the effects of using particular SmartConnectors, assets,
categories, zones, vulnerabilities, customers, stages, or filter resources as conditions to
filter active channels. These filters make the referenced resource a condition for the
channel in use. You can choose to make the condition exclusive or additive.

1.
2.

Open the channel to filter in the Viewer panel.

In an applicable resource tree in the Navigator panel, right-click an item and choose
Set as current filter or Add to current filter. The filter change takes effect
automatically and the channel's header immediately shows the new filter condition
exclusively (set as) or as an addition (add to).

Also, you can use drag and drop to apply a filter to an active channel. This action is
the same as choosing Set as current filter or Add to current filter.

You can click the filter description in the channel's header to open the filter in the
Active Channel Editor.

To remove a filter condition from a resource:

You use the Filters tab of a resource's editor to change or remove any filters that affect it.
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1. In the Navigator panel, right-click the filtered resource and choose Edit <resource>.
2. Inthe Inspect/Edit panel, click the Filter tab of the resource's editor.

3. In the Conditions editor, right-click the statement that imposes the condition you
want to remove and choose Delete.

4. Confirm the deletion and click Apply to restart the channel.

Note: Using enforced filters

You can designate the events which users can see by adding filters to the user
group's Events tab on the ACL Editor. Refer to "Adding or Removing Enforced
Filters" on page 113.

Moving or Copying Filters

1. In the Filters resource tree, navigate to a filter and drag and drop it into another
group.

2. Choose Move to move the filter, Copy to make a separate copy of the filter, or Link to
create a copy of the filter that is linked to the original filter.

If you select Move, the resource or resource group moves to the new location. If you
select Copy, you create a separate copy of the resource or resource group that will
not be affected when the original resource or resource group is edited. If you select
Link, you create a copy that s linked to the original resource or resource group.
Therefore, if you edit a linked item, whether the original or the copy, all links are also
edited. When deleting linked items, you can either delete the selected item or all
linked items.

Deleting Filters

Be careful about deleting filters. Verify first if these filters are being used by other
resources. See "Applying Filters" on page 309 for more information.

To delete a filter resource:

1. In the Filters resource tree, right-click a filter and choose Delete filter.
2. Inthe dialog box, click Yes.

To delete an inline filter:

In the active channel header, right-click the inline filter definition and choose Remove
Inline Filter.

Or:
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1. Click the Inline Filter edit button (#) to display the inline filter parameters.
2. Click inside the inline filter grid.

3. Click Clear then click Apply.
The active channel is restored to its original unfiltered view.

Debugging Filters to Match Events

You can use a filter debugger to test whether a selected filter matches a certain type of
event and, if there are mismatches, to determine which filter conditions are not matching
the event details.

Filter To debug a filter, (1) select an event (in a channel) that represents
— the type of events you want to capture with the filter, (2) right-click
= O and choose Debug Filter, then (3) select the filter and dick OK.

. llf the filter conditions match the selected event, the filter will capture
Events in a Channel all events like the selected one.

& 6
& O
& 6

The filter debugger compares the conditions in a selected filter with the metadata that
describes the selected event to determine whether the filter would capture such events.
The filter definition is displayed to show the results of this comparison.

@
Nia
-

A4

SO

o
@
&

« If the selected filter matches the event, the filter definition shows no errors or
mismatches.

« If the filter does not match the event, the filter definition highlights the mismatches
between the filter conditions and the selected event with red-highlighted Xs.

Note: Red highlighted Xs in a filter as a result of filter debugging on an event do
not necessatrily indicate that the filter is invalid. Red highlights are shown here
only to indicate where the selected filter does not match the selected event.

To debug a filter against an event:

1. Selectan eventin the viewer in an active channel against which you want to test a
filter.

2. Right-click and select Debug Filter.
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3.

a Y T it i At ot Wl e |
15 Aug 2015 09:08:17 PDT |Activelist entry added |Query Running Time |
15 Aug 2015 09:08: 17 PDT  Activelist entry added
15 Aug 2015 09:08: 17 PDT |Activelist entry added
15 Aug 2015 09:08: 17 PDT |Activelist entry added
15 Aug 2015 09:08: 17 PDT |Activelist entry added
15 Aug 2015 09:08: 17 PDT |Activelist entry added
15 Aug 2015 09:08: 15 PDT |QueryViewer Query Succeeded Investigate 4
15 Aug 2015 09:08:15 POT |Start event: query viewer generation . | Debug Filter... l}
15 Aug 2015 09:08: 15 PDT  |UnassignedResourcesGroup [Filter] ins
; e it w

Show Event Details

Debug Event Priority
e N e,

In Filter Selector, select the filter you want to test.

In a few moments, the Debug Filter dialog displays the filter's event conditions with
applicable indicators, as follows:

« If the selected filter matches the event, the Debug Filter dialog displays the
selected event with green checkmarks.

« Ifthe filter does not match the event, the Debug Filter dialog displays the selected
event with red Xs.

The following example shows the debug filter results that found a combination of
matches and mismatches:

The filter definition highlights the mismatches between the filter conditions and
the selected event with red highlighted X's.

If you find @ mismatch, you can use the Event Inspector to check the field
values present in the event by right-clicking the event in the channel and
choosing Show Event Details.
r . = e - » —— =
<, Debug Filter - g — ﬁ
The selected event will pass this filter,
Event conditions
B F
o B4 or
=EJor
L - [EJ Generator URI StartsWith /All Rules/ArcSight Administration
O 3 Generator URI Startsivith /All Data Monitors/ArcSight Administration
- m Generator URI StartsWith /all Rules/Real-time Rules/ArcSight Administration
=3 Ano
: Type ! = Correlation
Device Product = ArcSight
. Device Vendor = ArcSight
- @ MatchesFilter("/All Filters /ArcSight System Event Types/ASM Events™)

In the example, you see an OR condition comparing two events. The evaluation
process found no match in the first set of conditions and found matches in the
second set of conditions. The particular filter we selected, ArcSight Internal
Events, happens to have a third condition to match another filter, ASM Events.
However, this third condition was skipped since evaluation stopped once matches
were found.

For more information about using the Event Inspector to investigate events, see
"Inspecting and Editing" on page 67 and "Event Inspector" on page 1001.

See also "Creating or Editing a Filter" on page 307 and "Applying Filters" on page 309.
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Importing and Exporting filters

To import and export filters, use the packages feature as described in "Managing
Packages" on page 733. Portable ArcSight packages can automatically manage
dependencies across resources and other packages.

For information on how to import and export filters on SmartConnectors, see "Importing
and Exporting SmartConnector Configurations" on page 205 (especially the topics on
"SmartConnector Filters" on page 206 and "Adding SmartConnector Filter Conditions"
on page 192).

Managing Filter Groups

Filter groups are created to store similar groups or filters in a single location. Groups can
be created within groups to meet enterprise needs. When a group is created within a
group, the new group inherits the existing group's access control list (ACL).

Caution: Do not exceed more than 10,000 resources in a group.

Groups and filters can be managed with drag and drop functionality. You can move or
copy groups and filters into other groups. If a group is deleted, the filters within that
group are also deleted.

Note: To copy multiple resources at once, use Copy and Paste. You can drag and
drop only one resource at a time.

Where: Navigator > Resources > Filters

To create filter groups:

1. Right-click a group and choose New Group.
2. Inthe Name text field, type in a name.
3. Press Enter.

To rename filter groups:

1. Right-click a group and choose Edit Group.
2. Inthe Name text field, rename the group.
3. Press Enter and click OK.
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To edit filter groups:

1. Right-click a group and choose Edit Group.

2. In the Group Editor, edit the Name and Description text fields, and press Enter after
each.

3. Click OK.

To move or copy filter groups:

1. Selecta group and drag and drop it into another group.

2. Select Move to move the group, Copy to make a separate copy of the group, or Link
to create a copy of the group that is linked to the original group.

If you select Move, the resource or resource group moves to the new location. If you
select Copy, you create a separate copy of the resource or resource group that will
not be affected when the original resource or resource group is edited. If you select
Link, you create a copy that s linked to the original resource or resource group.
Therefore, if you edit a linked item, whether the original or the copy, all links are also
edited. When deleting linked items, you can either delete the selected item or all
linked items.

To delete filter groups:

1. Right-click a group and choose Delete Group.
2. Inthe dialog box, click Yes.

Investigating Views

This topic explains how to use the Console's Analyze in Channel command to refine
and explore channels contextually, using attributes of the events already being
displayed in grid views.

The Analyze in Channel command uses these attributes, and the values found in their
events, to automatically formulate simple filters or conditions.

When you create or refine a filter through Analyze in Channel, the Viewer panel
automatically opens a new view of the channel with the filter applied. You explore the
filter's effect in this view. You can keep the view by saving the channel under a new
name, or discarding it by right-clicking in the grid and choosing Close.

When you use Analyze in Channel to add a condition to a resource editor such as Rules
or Filters, the condition appears in the editor panel where you can modify it or click
Apply to putitinto effect.
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The new or modified views you generate with the Analyze in Channel command can be
grids, or you can choose to display them in applicable chart formats using the Viewer
Selector icon in the lower-right corner of the Viewer panel.

To learn more about the event attributes these options use, see "Data Fields" on
page 914.

Using an Event Attribute to Show a New Filtered
View

These options completely control the new view created, ignoring the filter in the original
view. You most often use them to test and explore.

In a grid view, right-click an attribute (column) in an event listing and choose Analyze in
Channel, followed by one of these options:

Option Use

Create Filter Show only those events in which the selected attribute matches the value in the
[Attribute=Value] selected event.

Create Filter Show only those events in which the selected attribute does not match the value in the
[Attribute!=Value] selected event.

Create Filter [List When the selected attribute is of a type that has related attributes, choose to show only
of Related those events that do (or do not) match one of the related attributes on the additional
Attributes=Value, menu. Generally, attributes are considered related if they share a common focus such
I=Value] as IP addresses.

Refining a Filter with an Event Attribute

These options open a new view that uses a version of the prior filter modified to include
the new filter component just selected. You usually apply these as part of a filter-
refinement process.

In a grid view, right-click an attribute (column) in an event listing and choose Analyze in
Channel, followed by one of these options:

Option Use

Add Show only those events that match both the prior and new filter elements.
[Attribute=Value]
to Filter

Add Show only those events that do not match both the prior and new filter elements.
[Attribute!=Value]
to Filter

Micro Focus ESM (7.2 Service Pack 1) Page 316 of 1109



ArcSight Console User's Guide
Chapter 10: Filtering Events

Option Use

AddtoFilter [List When the selected attribute is of a type that has related attributes, choose to show only

of Related those events that do (or do not) match one of the related attributes on the additional

Attributes=Value, menu. This filtering element is applied in addition to any other already present.

I=Value] Generally, attributes are considered related if they share a common focus such as IP
addresses.

Filtering Out ArcSight Events

You can modify existing filters to refine your view to show only the events you want to
see. Suppose you have an active channel that includes both system events and non-
system events, but you want to see only the non-system events.

To modify the filter of the channel:

1. Double-click the filter in the channel header to get the channel editor.
2. Click the Filter tab in the channel editor.
3. Add this condition to the filter (with an AND):

1=NOT MatchesFilter(“/All Filters/ArcSight System/Event Types/ArcSight
Internal Events”)

& Event conditions

L {} ewventl
¢ I=noT
'; MatchesFilker("fall Filkers/ArcSight SystemfEwvent Typesfarcsight Internal Events")

To create or customize active channels in other ways, follow this same approach. Find a
filter that does what you want and add condition statements to filters for a channel. Or,
as in the example above, find a filter that does the opposite of what you want, add itto a
channel, and negate the condition statement as shown above. Since we wanted to limit
the channel to show only non-ArcSight events, we found the ArcSight Events filter,
added the ArcSight Events condition to a channel, and negated it to get the effect of
filtering out all ArcSight events

Adding an Event Attribute to a Filtering Condition

The Add condition to editor options apply to the editor in the Inspect/Edit panel that
currently has focus. If no editor is open, the default target is the Filters Editor.

To add an event attribute:

In a grid view, right-click an attribute (column) in an event listing and choose Analyze in
Channel, followed by one of these options:
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Option Use

Add Condition In the current editor, insert a new condition in which the selected attribute matches
[Attribute=Value] to the value in the selected event.

Editor

Add Condition In the current editor, insert a new condition in which the selected attribute does not
[Attribute!=Value] match the value in the selected event.

to Editor

Add Condition to When the selected attribute is of a type that has related attributes, add a condition to
Editor [List of the current editor using the available list of attribute-value pairs that do (or do not)
Related equate. Generally, attributes are considered related if they share a common focus
Attributes=Value, such as IP addresses.

I=Value]

To remove a condition from the editor:
Right-click it and choose Delete.

When you are using these options to affect a view that is subject to the editor in use,
click Apply or OK in the editor to put the condition into effect.

Contextual filters (in contrast to conditions) are temporary unless you save the modified
view as a named active channel. Condition statements are saved with their relevant
editors.

Modifying Views

This topic covers the use of inline (filtering statements are in the grid itself) grid view
filtering options. The inline filter is the row of blank event values you see at the top of
any grid in the Viewer panel.

Inline filtering directly affects the current view. Changes you make to a grid view by
inline filtering also apply to any other versions of the view you open such as its
applicable chart types. Inline filters are temporary unless you save the modified view as
part of a named active channel.

To modify a view with inline filters:

1. Clicking the inline fields at the top of view columns.

2. Select an event-attribute value to use as a constraint. When you select multiple
fields, they automatically form AND conditions.

3. Click the Checkmark icon to apply your filter selections.
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To undo an inline filter:
1. Click any of the filter fields in the top line of the grid view to show the inline filter
control buttons.
2. Click the X (clear) button to remove the current filter elements and restart the view.

For details on working with filters and inline filters, see "Creating or Editing a Filter" on
page 307 and "Filtering Active Channels with Inline Filters" on page 234.

Tip: If you want the modified view as a permanent view, use the Navigator panel's
Active Channel resource tree to open the view's channel in the Active Channel
Editor. Then save the channel with a new name.
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A query is an ArcSight resource that defines the parameters of the data you want to
report on derived from an ArcSight data source. The result of the query then becomes
the basis for one or more ArcSight report and trend. The Query Editor is a component of
ArcSight Reporting resource tools.

Queries are used in:

« Reports. See "Building Reports" on page 391 for more information.

« Query viewers. Additionally, if you want to run quick SQL queries for monitoring and
analysis outside of the reporting resource, you can use query viewers. You can add
query viewers to dashboards and generate simple reports on query viewer results. For
information on query viewers, see "Query Viewers" on page 341.

o Trends. See "Building Trends" on page 469.

How Queries Work

As a data source, queries can use the database of events, actors, modeled network
objects (assets), cases, notifications, case-sensitive session lists or active lists, or data
gathered from a trend.

Query

“a

b § s 8 3 5 ) 5
A ¢ — —

D B |F 8 |& =
Events Actors Trends ﬁ Cases Notifications  Active Lists Session Lists

In a query, you select the data fields you want to report on, specify any additional
functions you want run on them (such as sum, average, and so on), and any sort or
group-by conditions you want to add, such as grouping results by source address, zone,
or priority.

Using Queries and Trends Together for
Reports

A query can be used as the primary data source for a report. Or, a trend (based on one
query) can be used as the data source to another query that further refines the initial
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query result. A collection of trend queries (queries that use trends as their data source)
can provide focused views of a data set which can then be fed into a single report or
multiple reports.

For a more detailed description of the relationships you can build between queries and
trends for reporting, see the "Query-Trend Relationships in Reporting" on page 470.

Tip: When running reports or trends:

If you run into an error about the inability to run the query because temporary sort
space is exceeded, increase the temporary sort space as follows:

Ask the ESM administrator to edit the /opt/arcsight/logger/data/mysql/my.cnf file
in the Manager installation. Edit the statement as follows:

sort_temp_limit = 1G

You may also want to further refine queries being used by reports and trends.

Using Queries in Query Viewers

You can use queries built for reports in query viewers, outside of the reporting paradigm.
Query viewers provide a channel-style view of SQL query results but are not limited to
events in terms of scope. They provide high-level summaries to monitor system health,
reveal trends, and allow for drill-down and investigation of all types of resources across
time. Query viewers are performance-tuned to work with trend tables rather than event
tables, and so can return results much faster than active channels.

Query viewers include their own simple reporting option by which you can initiate a
report on the query results from the query viewer.

For more about using query viewers, see "Query Viewers" on page 341.

Building a Query

Caution: Do not exceed more than 10,000 resources in a group.

Where: Navigator > Resources > Reports > Queries tab

The high-level steps for creating a query are as follows:

1. Right-click a group (folder) and select New Query. This launches the Query Editor
in the Inspect/Edit panel.
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Note: As a general rule, create new content in the user's own folder.

2. Define General Query Attributes. At a minimum, fill in the required values (red
asterisks) on the General tab.

Define a schema for Query Fields.

Create Query Conditions.

Define Query Variables (optional).

Optional: To add information in the Notes tab, refer to "Using Notes" on page 78.

N o gk

Click Apply or OK to create the new query.

Note: Be sure to click Apply or OK frequently to save settings intermittently as
you work through the above steps. Clicking Apply saves settings and leaves the
Editor open. Clicking OK saves settings and closes the Editor for this query. If
you do not apply or accept settings using these buttons, your settings are not
saved.

Query Settings

Use the Query Editor to build a new query or edit an existing one. Query settings are
defined on multiple sub-tabs.

Query settings include:

« "General Query Attributes" below

« "Query Fields" on page 326

o "SELECT Query Fields" on page 327

« "GROUP BY Query Fields" on page 329
« "ORDER BY Query Fields" on page 332

General Query Attributes

The following fields in the Query section are required attributes for creating queries.
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General Query Attributes

Query
Fields

Name

Query on

Query On
Resource

Description

Name for the query. Spaces and special characters are OK. This is an alias for the query that
appears in pick lists in other editors.

From the drop-down menu, select one of the following data sources:

Event - Select Event if you want to create a report or view trends on event activity

Active List - Select Active List to query or view trends on list entries. Additionally select a
Query Type. If you are creating a list query with asset-related conditions, see also
"Example: Creating Asset-Related Conditions for Queries on Lists" on page 338.

For more about active lists, see "List Authoring" on page 488.
Cautions:
o Forgood query performance, query on case-sensitive lists only.

o If the active list contains list fields that reference resources (for example, a field that
uses any Group variable function), and the query is used by a trend, that trend will not
display the list of resource references. Rather, the trend will display only one list
element. This limitation does not affect reports and query viewers.

Actor - Select Actor to query or view trends on actor information. (For more information on
actors, see "Actors" on page 778.)

Asset - Select Asset if you want to report or view trends on statistics about the assets on
your network, such as a list or count of assets categorized in a particular asset category, or
the zone a particular asset is in at a particular time. (For more about assets, see "Modeling
the Network" on page 120.)

Case - Select Case if you want to report or view trends on the status of cases, such as
number of cases opened and resolved. (For more about cases, see "Case Management
and Queries" on page 626.)

Notification - Select Notification if you want to report or view trends on the status of events
sent out in the notification workflow, such as number of events in the Investigate stage.
(For more about notifications, see "Managing Notifications" on page 216.)

Session List - Select Session List to query or view trends on session activity.

If you are creating a list query with asset-related conditions, see also "Example: Creating
Asset-Related Conditions for Queries on Lists" on page 338.

For more about session lists, see "Managing Session Lists" on page 501.
Caution: For good query performance, query on case-sensitive lists. only.

Trend - Select Trend if you want to report or maintain trend information on the data
gathered in another trend. For instructions about how to build a trend, see "Building Trends"
on page 469.

Available for queries on active and session lists. Select a list from the drop-down panel.
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General Query Attributes, continued

Query

Fields Description

Query Available for queries on active lists. Select one:
Type

« Snapshot - Select Snapshot if you want the query to return values from the active list with
no historical baseline.

« Interval - Select Interval if you want to view values within a specified period.

Start Time This field only appears if you are querying on an interval active list, event, or trend. Enter
values depending on the data source you selected:

« Active List, Interval type - Specify the starting point for the data gathering from the
specified active list.

« Event - Specify the starting point for the data gathering from the events database. Event
data is generally kept unarchived for 30 days by default, so specify a start time within that
time frame.

« Trend - Specify the starting point for the data gathering from the trends database. Be sure
to specify a period within the lifecycle of the trend; otherwise, the query returns an empty
result set.

Tip: If the query is used as a base query in a trend, the trend start time overwrites the start
time set here. See "Trend Parameters" on page 478.

End Time  This field only appears if you are querying on an interval active list, event, or trend. Enter an
end time depending on the type of source data you selected:

« Active List, Interval type - Specify the ending point for the data gathering from the
specified active list.

« Event - Specify the ending point for the data gathering that is some time after the starting
point. Keep in mind that large time spans can mean large amounts of data, which can affect
system performance.

« Trend - Specify the end point for the data gathering that is some time after the starting
point.

Tip: If the query is used as a base query in a trend, the trend end time overwrites the end time
set here. See "Trend Parameters" on page 478.
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General Query Attributes, continued

Query
Fields

Useas
Timestamp

Row Limit

Distinct
Rows

Database
Hint

Description

This field only appears if you are querying on an interval active list, event, or trend. This field
indicates which value to use as the timestamp for the report itself. This value helps with
sorting and scheduling.

The following options are available for queries on events and trends:

« End Time - Select End Time if you want to use the event or trend end-time you specified in
the End Time field. The timestamp reflects the event end time. If you are querying on a
trend, select this option.

« Manager Receipt Time - Select Manager Receipt Time to use the time the event was
received at the Manager. If you are querying on a trend, this is probably not an appropriate
option to choose because in that case, Manager Receipt Time would indicate when the
trend is run, rather than when events are received by the Manager.

The following options are available for interval queries on active lists:

« Date-based field on the active list - This is the default, if such field exists in the active list.
« Creation Time - When the list was first populated (created)
« Last Modified Time - When the list was last updated

Set the row limit for the data table. The default is 10000 rows.
Tips:

« The row limit you set here determines the row limit for reports using this query. Consider
how row limit will affect report readability. For example, if you have a simple chart with just
the X- and Y- axes, you might want a maximum of 20 rows for a single-page chart. For
stacked charts, your data points still correspond to the row limits but but two or more will be
on the same column. See also "Selecting Data for the Z-Axis on a Chart (Optional)" on
page 408 for additional information.

« Ifthe query is used as a base query in a trend, the trend row limit overwrites the row limit
set here. See "Trend Parameters" on page 478.

This setting means only unique (distinct) rows appear in the results. For example, if you
checked this box and there are duplicate returned rows, only one of them is shown.

This option does not apply to CORR-Engine.
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Example:

The following example shows a query definition named VPN Logins Outcome - Hourly.
Each time you run this query, it returns VPN login attempts over a one-day period each
time based on Start Time ($Now - 1d) and End Time ($Now).

Inspect/Edit g7«
E Query Editor |
General | Fields I Conditions I Local Variables | Notes|
EQuery ...
N -1 oo o oy
= Query On Ewent
4 Start Time SMow - 1d
4 End Time SMow
4 |ze as Timestamp End Time:
4 Row Limit 10000
Distinct Rows [}
Database Hint

Tip: Entering data in the Common and Assign sections is optional, depending on
how your environment is configured. For information about the Common and Assign
attributes sections, as well as the read-only attribute fields in Parent Groups and
Creation Information, see "Common Resource Attribute Fields" on page 728.

Query Fields

The Query Fields tab contains the following main options with which to define query
data and structure:

o SELECT Query Fields
« ORDER BY Query Fields
« GROUP BY Query Fields

Drag-and-drop on Query Structure panels:

You can drag-and-drop items between options (for example, to group by Category
Outcome, drag it from SELECT to GROUP BY. It stays in SELECT butis also used to
GROUP BY).

Search shortcuts:

« Enter part of the field name to find (for example, Name) in the Search box.

« Use the up/down arrow keys to jump to each instance of “Name” in the available
fields.

« When you find the field name you want, press Enter to add it to the condition
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statement under the selected section (SELECT, GROUP BY, or ORDER BY)
« Ctrl+F brings back the Search box in focus if it is hidden

Common Conditions Editor (CCE):

The Query Editor, like other resource editors, uses the CCE for building conditional
statements (query structure). For more tips on using the CCE, see "Common Conditions
Editor (CCE)" on page 890.

SELECT Query Fields

Click Add SELECT columns to select the data for the query. Data selected enters one
big bucket, and any functions set for any of the data fields is performed on the entire
bucket of data.

Inspect/Edit 0B ?

Drag and Drop items Everk Inspector E Query:Destination Counts

between options (e.g., to - —
agroup by Category Outcome, | General | Fields | Conditions | Local Variables | Notes
drag it from SELECT to GROUP
BY. It remains in SELECT but | - Query Structure
iz al=o used to GROUP BY)

o] Edit | a Movelp ¥ Move Down | (g Duplicate Column )
SELECT -
~Target Zone URI
+-Target Address Query Columns:
.-Sum(Aggregated Event Count) SUM —0 gg:;;”;;ﬂﬂz
EeAdd 'SELECT' columns order by.
GROUP BY
~Target Zone URI
~Target Address
w-Add " P BY' column
ORDER BY )
~-Sum(Aggregated Event Count) SUM ASC
-Add 'ORDER BY' columns M
SELECT
(| || Fields & Global Variables | Fisld Sets | Local Variables |
Choose fields from: Select a Field Set -
All Event Fields -

(] Aggregated Event Count

Choose Columns: T Application Protocol

Seledt one or more ] Bytes In
data fields to ] Bytes out
determine the sorting H
St by, thes dick | O— {_] Concentrator Agents
the arrow to move it ++[] Concentrator Devices
to the Query Columns I [T corvelated Event Count
area. [T Crypto Signature
7] customer
--{T] Customer External 1D Search Shortauts:
. D Customer ID Type part of the field name
i you want to find (e.g., Name)
[ customer Name in the Search bome
|:| Customer LRI
] pomain Use the up/down arrow keys
) to jump to each instance of
\{ |~ pomain External 1D "Name” in the available fislds.
Bl domen Whel find the field
H ; - n you find the field name
El Doralry Name you want, hit Return to add it
4, Search for: v to the seleded gquery

| structure sections (SELECT,
GROUP BY, or ORDER BY)

. o |80 ] e

back in display if it’s hidden
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Tip: Fields in shown in italics on the Data Options panel are derived, referenced, or
side table fields (rather than “hard event data” in the main database tables). See
also, "Data Fields" on page 914 and "Variables" on page 1072.

Query Structure (SELECT)

The Query Structure section at the top provides a summary of the fields selected in the
SELECT section at the bottom. If you add GROUP BY or ORDER BY settings, these
show up here also.

You can select from Fields and Global Variables, Field Sets, or Local Variables as data
to build the query. Choosing a field set limits the fields shown to the selected field set.

« Click afield or variable to select it.

«» Click again to deselect it (remove the checkmark).

» To edita field or variable that you already have set as a query condition (showing
under SELECT), simply double-click it or select it (click once) and click the Edit button

(E") in the toolbar. (For example, you might want to edit the query by adding a function
to it, as described in SELECT Query Fields.)

« To duplicate a field or variable that you already have under SELECT, select it (click

once) then click the Duplicate Column button (“*') in the toolbar.
« To move column up or down, select it and click the up or down arrow in the toolbar.

Move selected condition up or down

Edit selected condition Duplicate Column
5 } ,l o

=]

You can also select a condition item and right-click to get the various Edit options (Edit,
Copy, Delete, Duplicate, and so forth).

Applying Functions to SELECT Columns

Optionally, you can specify an aggregate function on a particular column of data, such
as a line item count, or in the case of numeric data, a sum or average

If the query is not grouped by one or more columns, then aggregate functions added
here are applied to the whole result set.

If the query is grouped by one or more columns, then the aggregate function is
performed on each group individually.

Adding a function adds a data field to the query schema that provides the results of the
function, which can later be displayed in a report.
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To specify a function for column data, double-click a field or variable in the top pane
under SELECT and select a Function from the drop-down menu to apply to the column
data.

The available functions are:

o COUNT - Count the number of line items returned in this column.

Note: The Count function is a simple count of all events. It takes into consideration
the aggregated event count and counts each event in an aggregated event
individually. For example, if an event has an aggregated event count of 5, the
Count function counts this event as equivalent to 5 events (with an aggregated
event count of 1 each). Take this into account when comparing the number of
rows in a report with the “grand total” count based on the Count function.

« SUM - Add all numerical data in a column, such as aggregated event count.

« AVERAGE - Calculate the average of all numerical data in a column, such as
aggregated event count.

« MAX - Calculate the top values of the items returned in this column.
« MIN - Calculate the lowest values of the items returned in this column.

» Standard Deviation (STDDEV) - Calculate the variation from the “average” (mean) for
this column. (Square root of the variance.)

« VARIANCE - Calculate the amount of variation within the values returned for this
column.

« GROUP_CONCAT - Create a comma-separated list of the aggregated items.

Select Unique to apply the function only to unique values in the column. For example,
the target address column may have 50 items in it, but only three are unique. To geta
count of unique target addresses, check the Unique box.

Click the green checkmark button (&) to add the function.

To remove a function from a field, select the field, change the function selection to None,
and click the green checkmark button again.

To cancel a modification to a function, click the (8) button or simply click elsewhere on
the Ul (off of the Function menu.)

GROUP BY Query Fields

Click Add GROUP By to divide query results into separate buckets. For example, you
could do a “group by” if you are interested in sorting items by timestamp, such as logins
between 3 and 5 p.m. Functions on GROUP BY data apply to timestamp-based fields
only.
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Drag and Drop items
between options (e.q., to
group by HOUR, drag it
from GROUP BY to
ORDER BY. It remains in
GROUP BY but is also
used to ORDER BY)

Inspect/Edit
Event Inspector | Query Editor |

General [( Fields | Condions | Local

[ Notes |

Query Struchure

@ ~~- &

[SELECT
Count{Category Outcome) COUNT
Category Outcome
Add "'SELECT columns
GROUP BY
Category Outcome

O Hour

'ORDER BY

Choose Columns:
Select one or more
data fields to
determine which fields
to group by, then click
the arrow to move it
to the Query Columns
area,

O Add "ORDER BY' columns

GROUP BY

Fields & Global Variables [ FeldSets | Local

v

All Event Fields

[[] Aggregated Event Count
[£] Application Protocol

[ Bytes n

[ Bytes out

[[] Concentrator Agents

Query Columns:
Shows columns
selected for the
group by.

Search Shortcuts:

Type part of the field name
you want to find {e.q., Name)
in the Search box.

Use the up/down arrow keys
to jump to each instance of
“MName" in the available fields.

‘When you find the field name
you want, hit Return to add it
to the selected query
structure sections (SELECT,
GROUP BY, or ORDER BY)

Ctrl+F gets the Search box
back in display if it's hidden

x||4]

[ ][ concel ][ comty ][ e |

After fields are added to Group By, the Conditions tab's subtab, Group Conditions,
becomes enabled.

Tip: Fields in shown in italics on the Data Options panel are derived or referenced
fields (rather than “hard event data” in the main database tables). See also, "Data
Fields" on page 914 and "Variables" on page 1072.

Query Structure (GROUP BY)

The Query Structure section at the top provides a summary of the fields selected in the
GROUP BY section at the bottom. SELECT and ORDER BY settings show up here
also.
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Adding and editing fields and variables to order by works similarly to adding them for
SELECT. See "Query Structure (SELECT)" on page 328.

Applying Time-Based Functions to GROUP BY Columns

You can specify a time-based function on the group by column of data. Time-based
functions apply only to time-based fields, such as event end time.

To specify a function for GROUP BY column data, double-click a field or variable in the
top pane under “GROUP BY” and select one of the available time-based functions (from
the drop-down menu) to apply to the column data.

" General | Felds " Condiions | Local Varisbles | Mokes |
Quary Struchure
leci o

SELECT
Count{Category Outcome) COUNT
Category Outcome
Howr
3 il
GROUP BY
Category Qutcome
Hour
End Time|

Add 'GROUE-BY columns g
ORDER BY SELECT
Category Outbomé-A5C Count{Categary Outcome) COUNT
&dd "ORDER BY golumns. Category Outcome
Haowur
" — Add 'SELECT columns
GROUP BY
Category Outcome
I+ Haowur
TN D e -

Piore -
- S " columns
l::'-'t %_ rome ASC
|
Pay " columns
| E‘ﬂlﬂﬁ'l'tt"i -
DayOfenth
ek -
GROLP BY

Functions on items under GROUP BY create a separate bucket of data for each time
function specified.

To specify a function for column data, select a data field in the Query Columns section
then select a Function (from the drop-down menu) to apply to the column data:

» Second - Creates a new bucket for all events that occur in the same second.

« Minute - Creates a new bucket for all events that occur in the same 60-second period.
« Hour -Creates a new bucket for all events that occur in the same 60-minute period.

« Day - Creates a new bucket for all events that occur in the same 24-hour period.

« DayofWeek - Creates a new bucket for all events that occur on the different days of
the week, such as Monday, Tuesday, and Wednesday.
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« DayofMonth - Creates a new bucket for all events that occur on various days of the
month, such as the first, second, and third.

« Week - Creates a new bucket for all events that occur in a week.

« Month -Creates a new bucket for all events that occur in a month.

« Year - Creates a new bucket for all events that occurin a year.
Quarter - Creates a new bucket for all events that occur in a quarter.

ORDER BY Query Fields

Click Add ORDER BY columns to specify the order in which you want the data in your
buckets sorted. For example, you might use ORDER BY if you were interested in the
numeric value of the items in your bucket such as the top 10 logins.
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Inspect /Edit g ?7x
Event Inspector E Query Editor |
Drag and Drop items - =
between options (e.g., to General | Fields | Conditions [ Local Varisbles [ Notes |
group by Category Outcome,
drag it from SELECT to GROUP || | QUery Structure
BY. It remains in SELECT but D P
is also used to GROUP BY) 4 .
SELECT
Count(Category Outcome) COUNT
O Category Outcome
Add "SELECT columns
GROUP BY
(y  Category Outcome
Hour
Add "GROUP BY' columns
ORDER BY
ORDER BY

Choose Columns:
Select one or more
data fields to
determine the sorting
arder by, then click
the arrow to move it
to the Query Columns
area.

O—

Ficlds & Global Variables | Field Sets | Local Variables |

Choose fields from: |Select a Field Set ﬂ

All Event Fields
[[] Aggragated Event Count
] Application Probocol
[] Bytes In
[ Bytes out
[L] Concentrator Agents
[[] Concentrator Devices
[L] Correlated Event Count
[ Crypto Signature
[L] Customer
[ Cestomer External ID
] cestomer 13
[ Crstomer Mame
[ Customer URT
[_] Domain
] Domain External 1D
] pomain 12
] pomain Mame
L] bomain LRI
] End Time
] Event ID
[L] Event Outcome:
] External ID
[[] Generator

[ »

[ ] Generator Extemal ID -

v X

Q, Search for: | 9

Lo ][ concel |[ awoiy || e

—,
Query Columns:
Shows columns
selected for the
order by.

_J

Search Shortcuts:

Type part of the field name
you want to find (e.g., Name)
in the Search box.

Use the up/down arrow keys
to jump to each instance of
“Name” in the available fields.

When you find the field name
you want, hit Return to add it
to the selected query
structure sections (SELECT,
GROUP BY, or ORDER BY)

Ctrl+F gets the Search box
back in display if it's hidden

Tip: Fields in shown in italics on the Data Options panel are derived, referenced, or
side table fields (rather than “hard event data” in the main database tables). See
also, "Data Fields" on page 914 and "Variables" on page 1072.

Query Structure (ORDER BY)

The ORDER BY columns can be different than the ones you chose for the query data
under SELECT. Also, you can apply functions to these columns.

Adding and editing fields and variables to order by works similarly to adding them for
SELECT. See "SELECT Query Fields" on page 327.
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Applying a Column Function to Order By

Optionally, you can specify an aggregate function on a particular column of data to
group by, such as a line item count, or in the case of numeric data, a sum or average.

You apply a function to ORDER BY columns the same as you do to a SELECT column,
and the same functions are available depending on the fields or variables chosen. See
"SELECT Query Fields" on page 327.

To specify a function for column data, double-click a field or variable in the top pane
under “ORDER BY” and select a Function (from the drop-down menu) to apply to the
column data.

DRDER BY

couw‘rﬂl:m asc || © B

Add 'ORDER BY' columns

Sort Order

Under ORDER BY you can also set the sort order on the fields/columns. By default, the
sort order is ascending (ASC). You can change it to descending (DESC).

Query Conditions

Optionally, you can create conditions on individual fields or on groups as part of the
query. You can add filters, and conditions based on assets, vulnerabilities, and active
lists. Query conditions represent the WHERE clause of the query.

Use the Common Conditions Editor (CCE) within the query editor to create query
conditions as described in this section.
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Inspect/Edit g ?x
E Query:VPN Logins Outcome - Hou... |

¥ Event conditions

=}
=& AND
.‘ Category Behavior = [Authentication/Verify

' Category Device Group = VPN

----- @ Target User Name Is NOT NULL

AV
B8 |n conditions Editor = ’ [ +/-Global variable. .. l

Mame Op Condition

Event
ggregated Event C...

I

Tip: The Common Conditions Editor is used throughout the ArcSight Console for
various resources. In addition to the topics that follow on defining conditions for a
report query, see also "Common Conditions Editor (CCE)" on page 890,
"Conditional Statements" on page 907, "Conditions" on page 908, and "Logical
Operators" on page 1013.

Creating Conditions on a Field

See also "Logical Operators" on page 1013, "Condition Tree Command Buttons" on
page 893, "Condition Tree Context Menu Commands" on page 895, "Common
Conditions Editor (CCE)" on page 890, and "Adding Conditions" on page 899.

1. Click the Conditions tab and select data fields from the data fields table (by default,
fields from Common Condition Editor are shown). The fields you select are used to
build condition statements in the display area at the top of the Edit sub-tab.

The data fields table displays a Name, Operator, and Condition column. These
three columns are combined to create <data field> <logic operator> <data field
value> condition statements. For example, if monitoring a Cisco Router, you could
define a condition statement to specify Device Product = Cisco Router: Device
Product as the data field, equals (=) as the logic operator, and Cisco Router as
the data field value.

2. Inthe Op column, double-click the cell and select a logic operator from the drop-
down menu.
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3. In the Condition column, enter a data field value or double-click the cell and selecta
value from the drop-down menu. Press Enter to add the condition to the statement.

4. Repeat this process to add more statements to the condition.
5. Click Apply or OK to save your changes and create the condition.

Creating a Group Condition

Creating a group condition is similar to creating a normal condition, except you pick an
aggregate function to perform on a field.

You would use it if, for example, to group by event name and when you want to get only
the events with more than 100 occurrences in the query. In this case, you would add a
Count() aggregate function to the eventlD field, for example, count(eventId) > 100 to
eliminate the events that have occurred less than 100 times.

The Group Conditions subtab on a query's Conditions tab is enabled if the Group By
section in your SELECT statement contains fields. On this subtab, the fields table at the
bottom of the panel has the Function column in addition to the standard columns Name,
Op, and Condition.

Tips on Creating Conditions

« Drop-down menus appear if the selected data field has a set of value options.

« Forexample, if the Category Behavior data field is selected, a drop-down menu
appears with the value options of /Access, /Access/Start, Access/Stop/ and so on.
One of the choices in this menu is /Authentication/Verify, which is the condition we
selected for Category Behavior in our example condition.

» For date and time data fields, such as Detect Time, you can type an actual date value,
such as 16/12/2017 8:54:00 AM, or you can use special Time variables.

« The condition statement appears as a branch under the logical operator.

« To add a condition to an event field, click in its condition box and click the ellipses
icon.

« To activate all operands on the top, select an item in the editor view, as shown above.

Query Variables

Variables are run-time information derived from the source data (event, asset, case,
notification, or trend, depending on the schema) that can be used in the query wherever
normal fields can be used. These variables are local only to the resource where they are
created (in this case, a query).
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Tip: You can create global variables that can be shared across resources. For
information, see Global Variables.

To set a local variable:

1.
2.
3.

Click the query's Variables tab.
Click Add to open the Variables dialog.

The Variables dialog displays different values depending on the function you
choose. In the Variables dialog, enter the following values and click OK.

Options Description

Name Enter a name for the variable. This is the alias that appears in the Conditions editor when
you can use the variable. Spaces and special characters are OK.
Note: Ensure that the name is unique across resources. Local variables cannot share
names.

Function From the drop-down menu, select a function. For a description of each function, click
Help in the lower right corner.

Arguments The arguments section contains a series of fields where you set the parameters for the
variable. The available fields vary with the function you select.

Preview The preview area provides an interface where you can enter values for the key variable
fields so you can verify that the parameters you specified return the expected results.

Enter test values and click Calculate.

Editing a Query

1.

Navigate to Reports in the Navigator panel, select the Queries tab, and select the
query you want to modify.

Double-click the query, or right-click and select Edit Query from the context menu.
This launches the Query Editor in the Inspect/Edit panel, and shows the definition
for the selected query.

Edit the query definition as needed. See "Query Settings" on page 322 for details on
query attributes.

Caution: If you are editing a trend query

If the query is used in a trend, the query and associated schema referenced in
the trend are set at the time the trend was created. After the trend is created, you
can add columns to the base query, but columns added to the query after the
trend is created are not used by the trend. You can remove columns from the
base query that are not used by the trend.
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However, if you want a trend to have the added or removed columns in the trend
query, create another trend and select the modified query.

To view the full conditions for the MatchesFilter operator, click the Summary tab
and then click the Expand Filter button to display the filter conditions for debugging.

Note that in this case, the display of the MatchesFilter full logic does not display the
sub-filter of the matched filter. Full logic is displayed only for the first level of
matched filter conditions.

4. Optional: To add information in the Notes tab, refer to "Using Notes" on page 78.

5. Click Apply or OK to save your changes. (Click Cancel to exit the Query editor
without saving changes.)

Example: Creating Asset-Related Conditions
for Queries on Lists

This example applies to queries on active and session lists. A listis typically populated
automatically by one or more rule actions (see "Rule Actions Reference" on page 542).
You can then query those lists to create reports.

For queries on lists, the Assets button on the query’s Condition tab is disabled. This
therefore limits your ability to add an asset-related condition by means of a button. You
can, however, use the Common Conditions Editor to create your query condition
statements in queries on lists containing assets.

This example uses a query on a list that contains assets. The goal of this example is to
use a list to collect asset information, and you would regularly query that list for this
information. Specifically, you are looking for assets that belong to a specific category.

Model your network:

Assets are part of your network model. For complete information, see "Modeling the
Network" on page 120.

Create your list:

Create a field-based active or session list containing assets fields. Details are in "List
Authoring" on page 488.

Create your query:

This query is interested in looking at the list and getting assets that belong to a particular
asset category. Details for setting general query attributes are in "General Query
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Attributes" on page 322.

Add your query conditions:

For our purposes, we want to look for assets that belong to a category.

1. On the Conditions tab’s Common Conditions Editor, locate the asset field of interest,
for example, Asset ID. Use the InGroup operator for the field.

2. Click the ellipsis in the Condition column to display the Advanced Editor for the

asset field.

The Advanced Editor provides the following options for the asset field:

Asset Options

Asset

Zone

AssetCategory

Action

Expand the asset group nodes and select an asset group.

Expand zone nodes and select a zone.

Expand the asset category nodes and select an asset category.

Note: The Asset options listed above are not available to all fields.

3. Specify your asset attribute of interest and browse to the desired resource URI to
complete your condition statement.

Query Editor : New Query OB 2
General I Fleldsl Conditions ‘ Local Varlab\esl Nobesl

Field Conditions ‘ Group Condition:

0 & 11 !I= @ riters @ assets @ vunerabiities [§ Active Lists

¥ Activelist conditions

0
e

[ Select a Field Set - +/- Global Variable. ..
Name op Condition 22|@
\Asset = |
\sset External ID [0
lAsset ID nGroup ~e=al] [T
Asset Name B . ﬂ

Advanced Editor

\sset Reference ID pid thii
Asset LRI AssetCategory -
Count = =
Creation Time Select a Asset Category group -
Hashcode =] B Asset Categories
Last Modified Time =7 Shared

ame =-@ All Asset Categories

@ Arcsight Solutions
m ArcSight System Administration
3 Search for: | / ’ -8 Site Asset Categories
= @ System Asset Categories
/ - Criticality
/ & GA R
08 Low
108 Medium

Expand the nodes
as required and
select the desired
resource.

-3 very High
@ very Law
-7 Unassigned

Micro Focus ESM (7.2 Service Pack 1)

To provide an asset-
related value for your
query condition, click the
Common Conditions
Editor's Advanced Editor
button. Choose an asset
attribute (AssetCategory
in this example), then
browse to the specific
resource.
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In our example, we choose AssetCategory. We are interested in the Criticality
category that is equal to High. A list of asset category groups is displayed, from

which you can further expand to select the category you want. The query’s condition
statement is then updated according to your selections, for example:

Query : JQ_onAssetAL

Q@ ?
General | Fields | Conitions | Local Variables | Notes|

Field Conditions ‘ Group ‘

0 & 11 I= @ Fiters @ Assets @) vuinerabilties [ Active Lists
% Activelist conditions

=} Activelist

=& [E

@ Asset ID InGroup("/All Asset Categories/System Asset Categories/Criticality/High,™)

The query returns Asset IDs belonging to the asset category specified in the
condition statement.
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Query viewers are used to define and run SQL queries on other resources, including
trends, assets, cases, connectors, events, and so forth. Each query viewer contains a
SQL query along with other logic for establishing and comparing baseline results,
analyzing historical data to find patterns in network activity, and performing drilldown
investigation on a particular aspect of the results. The query viewer you create displays
all the fields specified in the query you select (or create) for the query viewer.

Pre-Built and Custom Query Viewers

The Manager to which your Console is connected has pre-built query viewers available
for use. At a minimum, you have access to standard content query viewers that ship with
ArcSight. You might also have access to custom query viewers provided by content
developers for your organization.

Standard Content

ArcSight comes with a set of pre-built query viewers that address common network
monitoring and trend analysis scenarios.

To access the standard content query viewers:

1. In the Navigator panel select Query Viewers.

2. Click to expand the list.

3. Locate and select Query Viewers/Shared/All Query Viewers.

Refer to the ArcSight Administration and ArcSight System Standard Content Guide for
the descriptions of the pre-built queries in this query viewer group.

For information on how to run and use any pre-built query viewer, see "Viewing Query
Viewer Results" on page 364, "Generating Reports from Query Viewers" on page 377,
and "Defining and Using Baselines" on page 351.

Custom Query Viewers

When administrators or content developers at your organization create custom query
viewers, they have the option of sharing these with other administrators and users. So,
depending on your role and user permissions, you might have access to:
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» Query viewers that ship with ArcSight

« Custom-built query viewers that other administrators have shared with other ESM
users

« Your own custom-built query viewers

For information on how to create your own custom query viewers, see "Managing Query
Viewers" below.

Customizing Query Viewers as Needed

You can modify the provided query viewers as needed to get the data you want.
Customizing an existing query viewer can range from hiding or showing data fields,
changing the sort order inherited from the base query, to adding variables and modifying
key fields. These kinds of changes do not affect the base query, only the query viewer.

Once a query viewer is defined to reference a particular base query, that query viewer
cannot be changed. If you want to reference a different base query, create a query
viewer. For additional information, see "Base Queries" on page 879.

inActivelList Conditions for Queries

In a query, you can define an inActivelist condition and map multi-valued attributes to
single-valued active list fields. For example, you have an active list that keeps track of
actor roles, where one of the role values can be Normal, Restricted, and Privileged. You
can test if an actor has one of these roles through the inActivelList condition. In this
scenario, your list has a field called RoleName. You map the actor's role name attribute
to this field. Keep in mind that an actor's RoleName attribute is multi-valued because an
actor can have multiple roles. Through the inActiveList condition, your query will
check if one of the actor's roles is, for example, Privileged.

Querying an active list of assets require extra steps, as explained in "Example: Creating
Asset-Related Conditions for Queries on Lists" on page 338.

Managing Query Viewers

Query viewers provide a shortcut alternative to running SQL queries as a part of
reporting. Keep in mind that query viewers use base queries, so a first step in creating a
query viewer is deciding what SQL query you want to use. If you can’t find one that does
what you want, you’ll need to create one first, then use it as the base query for a new
query viewer.

Caution: Do not exceed more than 10,000 resources in a group.
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The high-level steps for creating or editing a query viewer are as follows:

1.

Identify your questions and what information you are looking for. (For example,
“What types of actions represent the highest volume of events on my network during
various times of day?”)

Based on the question you want answered, decide what kind of query you need and
determine whether it is available or you have to create it.

If you have not created a query for this query viewer, see "Building a Query" on
page 321.

Select Query Viewers in the Navigator.
Right-click a group (folder) and select New Query Viewer.

Note: As a general rule, create new content in your own user's own folder.

To edit a query viewer, right-click and choose Edit Query Viewer.

In the edit panel, define general attributes for the query viewer as described in
"Query Viewer Attributes" on the next page. At a minimum, fill in the required values
(red asterisks) on the Attributes tab (query viewer name and base query to use).

Note: You cannot change the base query after the query viewer is saved. If you
want to use a different base query, create another query viewer for it.

Select the Fields to display for the query viewer as described in "Query Viewer
Fields" on page 347. (Fields are inherited from those available in the base query.)

Define Variables for use in the query viewer as described in "Query Viewer
Variables" on page 350 (optional).

Specify any Drilldowns you want to include with the query viewer as described in
"Managing Drilldowns from Query Viewers" on page 358 (optional).

Optional: To add information in the Notes tab, refer to "Using Notes" on page 78.

. Click Apply or OK to create the new query.

Note: Click Apply or OK frequently to save settings periodically as you work
through the above steps. Clicking Apply saves settings and leaves the Editor
open. Clicking OK saves settings and closes the Editor for this query. If you do
not apply or accept settings using one of these buttons, your settings are not
saved.

Tip: To edit a query viewer for which results are currently displayed in the Viewer,
click the Edit Query Viewer button that looks like a pencil on the lower right of the
Viewer.
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The results display for the query viewer you want to edit must have focus (that is, be
on top) in the Viewer.

Query Viewer Settings

Use the Query Viewer Editor to build a new query viewer or edit an existing one. Query
viewer settings are defined on multiple sub-tabs.

Tip: You can access the editors for multiple query viewers simultaneously.
« To access the editor for a query viewer, follow the first steps in "Managing Query
Viewers" on page 342.)

« If you want to edit more than one query viewer at a time, choose Edit >
Preferences from the Console menu, then click Global Options. On the Global
Options panel, check Allow multiple editors of the same type, then click OK to
save the change and close the Preferences dialog. For more on setting Console
preferences, see "Changing Global Options" on page 48.

Settings include:

« "Query Viewer Attributes" below
« "Query Viewer Fields" on page 347
» "Query Viewer Variables" on page 350

Query Viewer Attributes

The following fields in the Query Viewer section are attributes to specify when creating
a new query viewer.
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Query Viewer Attributes

Query Fields

Name

Query

Refresh Data
After

Query Time Out

Description

Required: Enter a name for the query viewer. Spaces and special characters are
allowed.

Required: For first-time query viewer configuration, specify the base query used in
this query viewer.

« Select the query using the “Select a Query” drop-down menu. The arrow displays the
Queries resource tree.

« Alternatively, if the resource tree has too many subgroups to traverse and you know
the query by name, see "Using the Advanced Selector While Editing Resources" on
page 88.

Note: If you are editing an existing query viewer, the Query field is not editable. If you
want to use a different base query, create another query viewer.

Set an amount of time (in minutes or hours) after which the query viewer automatically
runs again and shows new data based on that most recent run. The query viewer is
regularly refreshed based on the specified refresh time period. The default for this
setting is after every 15 minutes.

To change this default:

1. Click the field to activate the settings.

2. Inthe left-hand field, enter a numeral, and in the right-hand drop-down menu,
select minutes or hours.

Define a time out limit in which the query must return results. If the query does not
complete and sends no results within the specified time out period, the Manager stops
running the query.

By default, the time out is 300 seconds (5 minutes). If you do not specify a Query Time
Out in the Attributes tab, this time out of 5 minutes applies, even if the Query Time Out
field displays None.

Setting a time out limit is good practice especially if the event rate (events per second
or EPS) is unusually high, start/end time range is large, or the query is complex. Time
outs can help guard against infinite or long running queries that impact system
performance. Although this is less of an issue with query viewers since they are
designed to minimize impact on system performance, this can still be an issue in some
scenarios.

Setting time outs can be a useful troubleshooting technique for new queries, or existing
queries in new scenarios, for example where event counts spike higher.
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Query Viewer Attributes, continued

Query Fields

Default View

Values Column

Point Labels
Column

Description

The Default View attribute determines how the result data are displayed when you
double-click the query viewer to open the results in the Viewer panel.

Define the default (double-click) view format for this query viewer. The choices are to
show data as:

« Table (this is the default)
o Piechart
« Barchart

Double-clicking a query viewer in the Navigator displays result data in the format set
here.

If you choose Pie Chart or Bar Chart as the default view format, choose fields to use
for the Values Column (to plot the y axis points on a bar chart or slice sizes on a pie
chart) and Points Labels column (to plot the x axis labels on a bar chart or slice labels
on a pie chart). The Values Column and Points Labels are also described in "Viewing
Query Viewer Results" on page 364.

The Values field applies to bar charts and pie charts. This setting provides fields in the
query result that contain data types. The value chosen is used as the numbers by
which to plot the vertical y axis points on a bar chart or the slice sizes on a pie chart.

Values typically represent an unknown set of values, like a count. A common example
of numeric data appropriate for values is a time like HourofDay or a count like Count
(Event ID).

The Point Labels field applies to bar charts and pie charts. This setting provides fields
in the query result that contain non-numeric data types. The point labels are used to
plot the horizontal x axis labels on a bar chart or the slice labels on a pie chart.

Examples of non-numeric data types appropriate for point labels are timestamps,
strings such as are used for event names, and different types of addresses such as IP
or MAC addresses. Point labels are typically a known set of limited values (like hours
in a day denoted by timestamps).

Setting the following attributes (Start Time, End Time, or Row Limit) in the Query Viewer overrides these
settings in the base query. (See Query about defining the base query in the Query attribute.)
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Query Viewer Attributes, continued

Query Fields

Start Time

End Time

Row Limit

Description

Specifies the starting point for the data gathering.

A drop-down menu provides values to select based on Velocity Templates (such as
$Now, $Now - 1d, and so on). You can also provide a timestamp such as: 27 Jul
2017 16:00:00 PDT.

For more on timestamps and timestamp variables, see "Timestamps" on page 1067,
"Timestamp Variables" on page 1068, and "Variables" on page 1072.

Specifies an end point for the data gathering.

A drop-down menu provides values to select based on Velocity Templates (such as
$Now, $Now - 1d, and so on). You can also provide a timestamp such as: 28 Jul
2017 16:00:00 PDT.

For more on timestamps and velocity references, see "Timestamps" on page 1067,
"Timestamp Variables" on page 1068, and "Variables" on page 1072.

Set the row limit for the data table.
The default for all new base queries is the maximum allowable, which is 10,000 rows.

If the default is not changed in the base query, and no limit is specified here in the
query viewer, the result shows up 10,000 rows of data.

Entering data in the Common and Assign sections is optional, depending on how your

environment is configured. For information about the Common and Assign attributes
sections, as well as the read-only attribute fields in Parent Groups and Creation

Information, see "Common Resource Attribute Fields" on page 728.

Query Viewer Fields

To define the data display, click the query viewer Fields tab.
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The data fields shown on this tab are inherited from the base query. When a query
viewer is first created, the data fields are shown here with the same settings they
inherited from the base query for Use and Key fields. So, initially all fields are enabled for
Use and fields that are grouped by columns in the base query show as Key fields here.

You have the option of overriding the base query settings for Use and Key settings on
inherited data fields in the query viewer. (Settings here do not affect the base query.)
You can override these settings when you first create the query viewer, or when you edit
it later.

Select (check) Use for fields to display in the query viewer results. Fields not selected to
Use do not show up in the query results.

Optionally, you can select one or more fields to use as Key fields. Key fields are
columns that can be used to uniquely identify a role in the query. Only the fields
selected as keys are used when doing baseline comparisons.

Data Fields
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The query viewer displays results from these columns, showing them from left to right in
the order specified. The above settings would result in a query viewer that shows
Timestamp as the left-most column, followed by Name, and so forth. You can re-order
the columns by selecting a row and clicking the up or down arrow to move it.

Sort Options

The query viewer inherits the sort options from the base query, but you can override
those sort options here, without affecting the base query.

You can add data fields from the base query to sort the query results in the query viewer
display.

Click Add () to get the list of available fields and select those you want to sort
on.

Colurnn Sork Qrder
TimeStamp -4 1
Counk{Event ID0 A-Z 4

[~][~]

In the example above, the Timestamp is sorted from newest to oldest. Data with the
newest Timestamp is at the top of the list. Data with the oldest Timestamp is at the
bottom of the list. (This is indicated by the Z-A sort order and up arrow.) In a case where
multiple rows have the same Timestamp, these are sorted by the Count(Event ID) from
smallest to largest (as indicated by the A-Z sort order and down arrow).

You can change the priority of a column by selecting a column and clicking the up or
down arrow to move it.

Note: Itis possible to sort on fields that you choose not to display in the query result.

Suppose you decide to hide the timestamp and count (event ID) columns. In the query
viewer Sort Options, you can still sort by Count (Event ID) and Timestamp.

The list of event names and results for this query viewer display in this multi-column sort
order by timestamp and count (event ID), but those columns do not show up in the
display.

Baselines

If any baselines have been set on results returned on this query viewer, those are listed
in the Baselines area of the Fields tab.

Baselines are created on query results tables using the right-click popup option Analyze
in Channel >Add as baseline... after a query runs. (See "Defining and Using Baselines"
on page 351.)
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When a query has one or more baselines available, you can compare the current results
of a table view with the baseline.

To remove baselines from the query viewer, click the Fields tab, select the baseline
name, and click Remove (* R=me*=) Be sure to click OK or Apply on the Query Viewer
Editor to save your changes.

If you remove the baselines from the query viewer definition, they are not available on
the next run of the query viewer.

Query Viewer Variables

To add a local variable:
1. On the Local Variables tab, click Add.

2. Provide a name for the local variable.

Note: Ensure that the name is unique across resources. Local variables cannot
share names.

3. Choose a function from the Function drop-down list.
For a description of available functions, see Variables.
4. Provide other details as needed and click OK.
The local variable is available in the following views:
« As afield on the Fields tab in the query viewer editor definition (including the options
to Use and use as a Key field).

« As a column in the query viewer result. If the query viewer result is displayed in the
viewer when you add the variable, the variable shows up immediately as a column in
the result.

For example, you can add a local variable using the Timestamp Function (such as
GetHour, GetDayOfWeek, GetDayOfMonth, and so forth).

Note: You cannot promote a query viewer local variable to a global variable. Query
viewers operate on queries, which have their own distinct schema for each instance.
A local variable defined for a query viewer is only applicable to that query viewer.

Local variables defined for data from events, actors, cases, and assets can be
promoted to a global variable.

For more information about global variables (which can be used in queries), see Global
Variables.
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Deleting a Query Viewer

1. Navigate to Query Viewers in the Navigator panel, right-click the query viewer you
want to delete, and select Delete Query Viewer.

A confirmation dialog is displayed.
2. Click Delete to confirm your choice and delete the query viewer.

Defining and Using Baselines

You can establish a particular set of query results as a baseline snapshot against which
to compare the results of other runs of the same query. Comparing the results of the
same query run at different times and in different contexts highlights the deltas
(differences) and helps identify areas that vary significantly from normal. If spikes, dips,
or other anomalies appear, you can compare them against the baseline.

You can define baselines and run comparisons with any query viewer that:

« Lends itself well to a table format display

« Includes one or more key fields by which to locate matching entries between the
baseline and currently displayed information.

For example, suppose you have a query that returns the top 10 event counts by name
and you want to compare it against some baseline. A reasonable comparison would be
between similarly named events in both sets of data. In this case, the event name would
be used as the key field.

Note: Following are important considerations on baselines.

« Baselines are applicable only to table views of result data. Baselines do not
apply to graphical views such as pie charts, bar charts, and so on. You always
have the option to view query data from any query viewer as a graphical chart or a
table, but the baseline data is only accessible from the table view of the data.

- Baselines require one or more key fields by which to locate matches between the
baseline and the displayed data. The key fields must be built into the query viewer
to which you want to add a baseline.

« Values for Key fields must be unique. When adding baselines, make sure key
fields in the query viewer have unique values. (See the Fields tab in the query
viewer editor.) Also, check the query viewer start and end times (on the Attributes
tab in the query viewer editor) to make sure the time frame over which the query
runs makes sense.
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You can add one or more baselines to a single query viewer, and delete them as
needed.

Why Baselines are Useful

In addition to providing a way to compare result data from different query runs, baselines
provide an efficient way to save, annotate, and retrieve data that might otherwise be too
difficult to access in any meaningful way.

A baseline is preserved as a File resource that is associated with the query viewer. In
the Navigator, choose Files and expand the Attachments folder to view the new
baseline files you created.

Tip: The query viewer baseline files in the Files\Attachments folder appear along
with other files in alphabetical order. For your convenience, in the Files resource,
you may add a folder (add a group) to contain only your baselines. You can name it
<yourname> Baselines and drag your own baseline files from Attachments to your
own folder. The baseline files always remain in Attachments but a link is established
from files in Attachments to the files in your own folder.

In Query Viewers, you can create, save, and use baselines to compare
result data from the same query viewer run at different times and dates.
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B 6 Yees Widow lock Zriten e

G-DEHE L@mxa FEE=- s0aweseam ® &- |a OHm
Navigator R

g

EEEE sl ululu olululaleielasleles
ClE

SHgh

= e
L1 ¢ [ Baseini(s) for cEM3-OhYBABCAXAHTF 2 -
- [ mMewest Weskday basebne ==
[ westDay Baselines created in Query Viewers also show up
L~ Shv:.dm under the Files resource in the Navigator. For
v g y convenience, create a folder to contain your
5] Arcsight System .
& B Persondd baselines.
o 7} Public
o I TTP3IT964
o ) Attachmerts
o [} Unassigned

Baselines are automatically saved in the
Attachments folder. For convenience, create
another folder and drag your baselines there.

With Query Viewer baselines, you can:

« Retrieve the snapshot baseline data by running comparisons against it.
« Compare current result data against one or multiple baselines.
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Get meta-information about the baseline (such as when it was saved, by whom, and
comments).

Sort, show, or hide the baseline comparison columns.

Maintain the baseline data as a Files resource baseline even if the original data is lost
or is too performance-intensive to re-generate (for example, an aggregation query).
(All baselines are automatically added as Files resources when they are created.)

Add and remove baselines as needed, and edit some meta-information on baselines
(for example, description comments).

Use filters on the baseline (delta) columns. For example, you could filter on a baseline
column to find where the current results differ from the baseline by more than some
specified value.

Planning for Baseline Comparisons

Query viewer baselines might prove most useful if you take a little time to identify some
goals for their use or questions you want answered, and then plan how to implement the
baselines for those purposes. Here are some suggestions to start off with.

1.

Establish questions or goals for baseline comparison monitoring and identify the
type of data you want to evaluate.

For example, you might want to determine what type of event traffic is at its highest
at different times of day or when network attacks tend to increase. Or, you might
notice a spike in certain query viewer results (such as more logins from a particular
user) and decide to compare the behavior against a sampling of results from
subsequent or previous query runs.

Identify the query viewer (and associated query) appropriate to use. If the query
viewer you need is not provided, you can develop it. See "Managing Query
Viewers" on page 342 for more information on this.

For example, if you want to monitor what type of event traffic is at its highest, you
could establish a baseline for a query viewer that returns “Top Event Counts by
Hour of Day.” You could also use a query viewer baseline to take snapshots of
event counts throughout the day, either for record-keeping or to explore and
compare later.

Monitor results for your chosen query (by running the query viewer) to identify a
“‘typical” or “normal” result set to use as a baseline.

Add (capture) the baseline from the typical/normal result set.

Monitor subsequent results for variation (spikes, dips) or time periods against which
you want to compare with the baseline, and run baseline comparisons on these.
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Adding a Baseline

You can only define baselines on numeric data because they are designed to show
deltas, the difference or change between two values.

To add a baseline to a query viewer:

1. In the Navigator panel, choose the Query Viewers resource.

2. Select and run the query viewer (containing the query) for which you want to define
a baseline.

To do this, right-click the query viewer and choose View Data As > Table.

Note: Baselines are applicable only to table views of result data.

The query viewer result is displayed in the Viewer.

3. Right-click anywhere in the results table in the Viewer, and select Analyze in
Channel > Add as baseline to get the Add a baseline dialog.

4. Enter a name for the baseline, optional description, and click OK to add it.

This saves the current query result data as a named baseline for the selected query
viewer, and makes it available for use (through Analyze in Channel > Compare
with... against results from other runs of the same query viewer).

The baseline is shown on the query viewer's Fields tab.

Tip: If the query viewer editor is not currently displayed, double-click the same
query viewer in the Navigator panel to open it in the editor. Click the query
viewer editor Fields tab.

Comparing Displayed Results to a Baseline

After you establish a baseline for a query, you can compare subsequent results for the
same query against the baseline.

Requirements:

» Baseline comparisons, like baselines, can only be derived from table views of the
query viewer results. See "Results in Table Format" on page 370.

« The query viewer you select for baseline comparison must have at least one baseline
already added to it. Baselines are shown on the Fields tab of the Query Viewer editor.
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To run a comparison:

1.

If you do not already have a table view of the data you want to compare, right-click
the query viewer you want to evaluate against a baseline, and choose View Data as
> Table from the Navigator menu.

In the Viewer, right-click anywhere on the table view results and select Analyze in
Channel > Compare with: <SomeBaseline>.

The comparison data is collected and added as a new column. You have the option
of hiding or showing itin the table as needed.

Make your selections on the Select Columns table and click OK.

Tip: By the time the Select Columns dialog is displayed, the Baseline
comparison is already available.

If you selected the comparison column, it is displayed on the table next to the
original results for that column.

: 10 shown / 10 matches

g 2016 16:40:14 PDT
Mare COUMT{Events) COUMT{Events) - (Typical Weekday Baseline)
Maonitar Event 14071 -929
Top walue count data monikor wal. .. 10209 1209
IZMP PING R
ICMP PIMG *MNIx 52 =57
ICMP PING BSDhype G352 -36
METEIOS SME-DS DCERPC MTLM. .. &73 74
METBIOS SMEB-DS Session Setup ... 317 ]
AddTolist: Success 238 i]
Activelist entry updated 233 0
Skarkimg Trend Query 192 0

Note that differences between the current values and the baseline can be positive or
negative, as shown in the example comparison above. A positive value in the
baseline comparison indicates more events in your current sample, compared to the
baseline. A negative value in the baseline comparison indicates fewer events in
your current sample, compared to the baseline. If the baseline field for a row is null,
this indicates that no baseline value was available for that key.

Tip: Here are more options available after comparing baselines.

« After running a baseline comparison, the right-click over Table Analyze in
Channel > Compare with <Baseline> option for the baseline you just ran is
grayed out (even if you chose not to immediately select any columns or
clicked Cancel on the Select Columns dialog). This is because the baseline is
already added.

« To show or hide more columns (including baseline columns), right-click the
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column header, choose Show Column, and check (enable) or un-check
(disable) columns. See also "Show or Hide Baseline Columns" below

Show or Hide Baseline Columns

You can always show or hide columns, including baseline columns. To do this right-
click anywhere in the table header (on any of the column titles), choose Show Column >
<SomefField>.

| |1ame Count{Event 10} Count{Event I0Y - {Typical Weekday Baseline) &
| Sert Calumn 6390 6505
_| Remove Sork SB96 2811
| Show Column ¥| ¥ TimeStamp 2;2:
= Size Column ko Fit | ¥ Mame ce10
| Help ¥ Count{Ewent 1D SE00
Manitar Event nt{Event ID) - (Reference Baseline) co4g
Manitar Event Cif C%nt(E\-’ent 1D} - (Typical 'Weekday Baseline) 5375
Monikor Event [T 5375

See also "Column Sort, Display, and Edit Options" on page 372.

Sort Baseline Data

You can perform an after-query sort on baseline comparison data by clicking the column
headers. A pre-query sort for baseline data is not available. That is, there is no option to
add a sort as a part of the baseline in the query viewer definition.

Viewer 1R 2
@ Evenits: Table
10 shown / 10 matches

Mame COUNT{Events) &\ COUNTIEvents) - {Typical Weekday Baseline)

Manitar Event 14071 Sork Calumn £l
Top value count data monitor vald, .. 10209 e k 19|
LML NG 210 Show Column (=
ICMP PIMG ESDkype 852 i : E
ICMP PING *HIX a5z Size Colurn to Fit -
METEIDS SME-DS DCERPC MTLMS. ., 673 Help 4
METEIDS SME-DS Session Setup A, 317 a9
AddTolist: Success 238 0
Activelist entry updated 233 1]
Starting Trend Query 19z i]
/1 1 40:06 - 271 16.:40:08 @~

See also "Column Sort, Display, and Edit Options" on page 372.
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Filter Baseline Data

You can filter on the baseline comparison column the same way you would filter on any
other column. Click the Filter in the query viewer header to bring up the Query Data
Filter dialog. Enter your filter conditions and click OK. After the filter is applied, the query
viewer automatically updates.

The Query Data Filter is based on the Common Conditions Editor (CCE). For
information about using the CCE to define filters, see "Common Conditions Editor
(CCE)" on page 890.

Yiewer ol ol 4
& Events: Table | (/A_ﬂer the filter is applied. the
query viewer display is
automatically updated.

Query: Events
Last Update: 1

a0
CUNT{Events) - (Typical Weekday Baseline)
1209

Filter: COUNT(Ew
Marmne
Top value count data monito, .. |

| <L Query Data Filter Y N
& I 1= [P Filers B3 Assets In this example, we are filtering for
baseline differences greater than 1,000.

SUrIrnary

7% ArcSight Query conditions
¢ {} Enkry

@ COUNT(Events) - {Typical Weekday Baseline) > 1000

I
J'ﬂrcsight Query
/1| COUNT(Destination Address)
OUNT(Event ID)
QUNT{Source Address)
ame

ariables
OUNTiDestination Address) - (Typical W..,
CUNT{Events) - (Typical ‘Weekday Basel...
OUNTIEvents) - (Typical Weekday Basel. ..
CUNT{Source Address) - (Typical Week. ..

1 1

Removing a Baseline

Baselines, like the queries themselves, are associated with and contained in query
viewers. To remove a baseline, you remove it from the list of baselines in the query
viewer editor.

Tip: Removing a baseline from a query viewer is different from hiding or showing a
baseline column in a query result. If all you want to do is temporarily hide a baseline
column in a results table, use the right-click “Show Column” option in the Viewer on
the results table as described in "Column Sort, Display, and Edit Options" on
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page 372 in "Results in Table Format" on page 370.

To remove a baseline from a query viewer:
1. In the Navigator panel, right-click the query viewer containing the baseline you want
to remove and select Edit Query Viewer.
This opens the editor for the query viewer in the Inspect/Edit panel.
2. In the editor, click the Fields tab.

3. Under Baselines, select the baseline you want to remove and click Remove (
3 Remove )

4. Click Apply to save your changes to the query viewer, or click OK to save changes
and close the editor.

Note that there is no confirm dialog for this Remove baseline action, but if you do not
want to save your changes, click Cancel and the baseline is not removed.

Managing Drilldowns from Query Viewers

Drilldowns provide the ability to investigate details about resources related to what is
displayed by query viewers or data monitors. You can get more focused views on
particular aspects of a single item, such as an asset, case, event, and so on, in the query
result.

You can configure query viewers and data monitors to drill down to one or a
combination of the following resources:

« Active channels

« Dashboards

o Query viewers

o Reports

Each drilldown type has its own options. After you have added one or more drilldowns,
Console users can select one by right-clicking on the result and selecting Drilldown >
[drilldown name] from the context menu.

Note: In a Custom View Dashboard and on the ArcSight Command Center, only
drilldowns to dashboards are supported.

Adding a Drilldown

The drilldowns are initially displayed in the order they were created. The first drilldown
is automatically the default.
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To add a drilldown from a query viewer:

1. Access the Drilldowns tab in one of two ways:

« Right-click on the query viewer or data monitor results in a dashboard and select
Drilldowns/Edit Drilldowns to open the editor to the Drilldowns tab.

Or

« Right-click on a query viewer or data monitor in the Navigator panel and select the
Edit option, then select the Drilldowns tab.

2. Click Add (84 -] t5 open the Add Drilldown panel.
3. In the Destination field, select a resource type, for example, Dashboards.

Micro Focus ESM (7.2 Service Pack 1)

Add Drilldown =S
* Destination |Select a Dashboard »{ [ Dashboards - I
Pick where this drildewn goes to. You can pick from a vari{| 2] ACTive Channals
FA Dashboards
=
Menu Label [ Query Viewers
Give your drilldown a descriptive name, @REWFE
Description
Add more descriptive information about this drilldown.

Then choose the corresponding specific resource, for example, My_Dashboard.

. Enter a menu label (defaults to the specific resource’s name). This label will
represent this drilldown when the user right-clicks and selects Drilldowns on the
Viewer panel.

. Enter an optional description containing useful information about the drilldown.
. Set the remaining options based on your destination resource:

Options for the Drilldown's Resource Destinations

If resource

typeis... Follow these steps ...

Active For an active channel destination, the settings in the Channel Display Options tab are
Channels not required; you may click Finish. If you want to set display options:

a. Select afield set from the drop-down list and click OK.
b. Change the Sort By field from the drop-down list and the sort order.
c. Click Finish.

Dashboards Click Finish. You are done.
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Options for the Drilldown's Resource Destinations, continued

If resource

typeis ... Follow these steps ...

Query For a query viewer destination, field mapping is required:

Viewers a. Onthe Field Mapping tab, click Add to display a dropdown list of source fields.

You must define at least one field map.

The source fields are from the source query viewer (the one you are drilling down
from). The mapping condition is always set to =.

b. Under the Destination Field column, select a field from the destination query
viewer (the one you are drilling down to).

Field Mapring | Display | sort]
LEIRE 4

Source Field Condition Destination Field

Name = IName

day of month = iget month

Manager Receipt Time = anager Receipt Tme

The Drilldown definition shown in the example maps the source query viewer/data
monitor “Name” column to the target query viewer/data monitor “Name” column.
This constructs the following drilldown filter:

<target>.Name = <source>.Name

where <source>.Name is replaced by the actual value from the source query
viewer/data monitor row.
If there are no eligible field mappings, you cannot complete the drilldown definition;
the Finish button is disabled. You can add or remove field mappings, but your
choices are limited to the columns already provided in the query viewer.

c. Onthe Display tab, you can choose to show (check) or hide (uncheck) the data
fields in the drilldown result.

d. Onthe Sort tab, you can click Add to select the columns to specify the sort order
of the resulting values. For each added column, change the sort order to ascending
(the default) or descending.

e. Click Finish.
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Options for the Drilldown's Resource Destinations, continued

If resource
typeis ... Follow these steps ...
Reports For a report destination, the settings in the Report Display Options tab are not required.

To use the parameters set for the report, click Finish. If you want to change the
drilldown’s display options:

a. Click Add to display a list of the destination report’s custom parameters, then
select a parameter.

b. Under the Value column, select the field whose value will be used for the
parameter.

Report Display Options
Fo-%

Report Parameter Value

Start Time |Manager Receipt Time
[End Time [End Time

G

c. Click Finish.

7. Repeat the process to add multiple drilldowns as required.

The drilldowns you added will be available for selection when you view the data monitor
or query viewer results. From those resources, the drilldowns are displayed for selection
in the order they were created. The first drilldown is automatically the default drilldown
of choice.

Tips on drilldown definitions:

« Ifthere is only one drilldown, this is the default drilldown for that resource. If there are
multiple drilldowns, the first drilldown is the default. You can change the order on the
Drilldowns tab.

« When you run the query viewer results or view a data monitor, right-click, and select
Drilldown, the selection list displays the list of drilldowns defined for that resource.
The default drilldown is at the top of the list, and the remaining drilldowns are
displayed in the sequence as they appear on the data monitor or query viewer's
Drilldowns tab.

« You can define drilldowns for multiple fields of different data types. For example, you
can define a drilldown to return a combination of event name and IP address. The first
step would be to define a base query viewer to return these fields in a result, and then,
as a next step, add a drilldown and select that query viewer to use as the “Drill down
to” query viewer.

« You cannot define drilldowns to go to fields that are SQL functions.
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Editing a Drilldown

To edit a drilldown:

1. Open the editor for the query viewer or data monitor you want to edit.
2. Click the Drilldowns tab.

3. Select the drilldown you want to edit and click Edit - Ed-

The drilldown dialog for this drilldown is displayed. Change the fields and options
as described in "Adding a Drilldown" on page 358.

Note: You can also edit the drill down from the query viewer or data monitor
results. Right-click and select Drilldown > Edit Drilldowns. Selecting this
command opens the editor for the query viewer or data monitor at the Drilldowns
tab.

Changing the Default Drilldown

When you run the query viewer results or view a data monitor, right-click, and select
Drilldown, the selection list displays the list of drilldowns defined for that resource. The
default drilldown is at the top of the list, and the remaining drilldowns are displayed in
the sequence as they appear on the Drilldowns tab.This default position is not affected
by any sorting of drilldowns.

To change the default drilldown:

1. Open the editor for the data monitor or query viewer you want to edit.

2. On the Drilldowns tab under the Default column, click the button corresponding to
the drilldown you want as the default and save.

The default drilldown will appear at the top of the selection list the next time you right-
click on the query viewer results or data monitor and select Drilldown.

See also "Sorting or Changing the Order of Drilldowns" below for related information.

Sorting or Changing the Order of Drilldowns

If you create multiple drilldowns to different resource types, the Drilldowns tab displays
the drilldowns in the sequence they were created. This initial sort order affects the
selection list if you right-click the data monitor or query viewer results on the Viewer
panel and select Drilldowns.

You can re-order the drilldowns in two ways:
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» Sorting the drilldowns
» Moving specific drilldowns up or down the list

To change the sort order:
1. Open the editor for the data monitor or query viewer you want to edit.

2. Click the Drilldowns tab and click Sort () on the toolbar.
Multiple drilldowns on the Drilldowns tab are sorted in two ways, as follows:
« First, the drilldowns are sorted alphabetically according to resource type: active
channels, dashboards, query viewers, and reports.
« Next, within the resource type, drilldowns are again sorted alphabetically by their
menu labels.

After you click the Sort button, clicking it again will not change the sort order.
Note: Even if the default drilldown moves after sorting on the Drilldowns tab,
the default will still be at the top of the selection list when you right-click on the
data monitor or query viewer results and select Drilldowns. If you want to

change the default itself, follow instructions in "Changing the Default
Drilldown" on the previous page.

To move a drilldown’s position on the list:

1. Open the editor for the data monitor or query viewer you want to edit.

2. Click the Drilldowns tab and select a drilldown. Do not click under the Default
column if you are not changing the default drilldown.

3. On the toolbar, click the up [+ ] or down [=] arrow buttons to move the drilldown up
or down the list.

Removing a Drilldown

You remove any drilldown, including the default drilldown, one at a time. If you delete
only the default and you have other drilldowns, the next drilldown on the list becomes
the default.

To remove a drilldown:

Open the editor for the data monitor or query viewer you want to edit.
Click the Drilldowns tab.

Select the drilldown you want to remove and click Remove (% Remeve ),

> wnh =

Repeat as required.
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Viewing Query Viewer Results

Where: Navigator > Resources > Query Viewers

To view query viewer results in the default view:
Double-click a query viewer.

The query runs, and returns results in the Viewer on the current state of the network and
event flow.

Alternatively, you can add the result of a query viewer directly to a dashboard. For
information on this, see "Adding Query Viewers to Dashboards" on page 375.

To view query viewer results in different formats:
1. Right-click the query viewer and select View Data as > <Display Format> then
choose one of these options:
Display Formats of Query Results

Format Description
Bar Chart Display query results as a bar chart.

Horizontal Display query results as a horizontal bar chart.
Bar Chart

Pie Chart Display query results as a pie chart.

Table Display query results in table format.

Note: Baselines can only be applied to or viewed for query results shown in table format.
(For more about establishing and using baselines, see "Defining and Using Baselines" on
page 351.)

Note: By default, chart-style views (Pie and Bar charts) are limited to a maximum
of 20 results. Table views can retrieve up to 10,000 rows of data, so it is possible
the results in chart views and table views for the same query viewer might not
match.

To allow for more results in a chart view, select the Use classic charts option in
Global Preferences. By default, classic charts display a maximum of 99 results.
To increase that number, add the following property to the
console.properties file and specify the desired value:

queryviewer.max.dashboard.chart.rows

Micro Focus ESM (7.2 Service Pack 1) Page 364 of 1109



ArcSight Console User's Guide
Chapter 12: Query Viewers

For information about editing the console.properties file, see the ESM
Administrator Guide.

Details on how to read and manipulate query results for each of these formats are

provided.

« If you select a Table display format, the results are displayed instantly.

« If you select a bar chart or pie chart, you are asked to configure the chart display in
the Configure Chart dialog.

<L Configure Chart
Values: |Cnunt(Event 10 | - |
Paint Labels: |HourOFDay |v|
| QK | | Cancel | | Help |
Field Description
Values The Values drop-down menu lists fields in the query result that contain data types. The

Point
Labels

value you choose is used as the numbers by which to plot the vertical y axis points on a bar
chart or the slice sizes on a pie chart.

Values typically represent an unknown set of values, like a count. A common example of
numeric data appropriate for values is a time like HourofDay or a count like Count (Event
D).

The Point Labels drop-down menu provides fields in the query result that contain non-
numeric data types. The point labels are used to plot the horizontal x axis labels on a bar
chart or the slice labels on a pie chart

Examples of non-numeric data types appropriate for point labels are timestamps, strings
such as are used for event names, and different types of addresses such as IP or MAC
addresses. Point labels are typically a known set of limited values (like hours in a day
denoted by timestamps).

2. Select fields for Values and Point Labels.

Example view settings:

For example, for the Event Counts by Hour of Day query viewer, selecting Count (Event
1D) for Values (the y axis) and Hour of Day (or Timestamp) for Point Labels (the x axis)
results in the following display showing the event count for each hour of the day. The
event count is depicted on the vertical y axis, with higher bars representing a higher
event count for that hour. The hour of day (time) is represented on the horizontal x axis.
The event count is shown for the last 24 hours starting at 11 am.
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ent Counts by Hour of Day: Bar Chart

24 shown / 24 matches

HourOfDay CountiEvent ID)

(= FF 16011
i 14701
Os 12441
Os 9433
" 10587
Os 13766
Os 13434
O+ 12676
Os 11897
5k 10566
m 12353
Ha 12158
Ozz 12275
Wzz 13618
Wz 16000
M=o 17346
Ois 17933
Ois 18623
M7 16320
Mis 18310
Ois 16937
Oi4 11754

k] 9450
Oiz 11343

Understanding the results view:

The results are displayed in the Viewer. The following example shows the “Event
Counts By Hour of Day” query result as table, bar chart, pie chart.
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To run a gquery viewer, right-click one and choose
View Data as > <Display Format=.

| ravigatos o 7 x|
| (e | pochaes | Depending on the display format you select, the query viewer
5 Query Vewars 0'““*?|'- results is shown as a bar chart, ple chart or table.
§ T Query Viewers (Right click query results in the viewer to generate a report.)
o T admi's Query Viewees
¢ an =
< Everk Courits by Mour of Day +
=83 @] new g !
o= {10 V3] Bk Gy Viewer r: L
L =L P r—— Last L e =) Query Viewer result for
o 15 5 BRI o Chart.. Fiters o Fioe " View Data as > Table
40 Shaeed | v Dastbowd s b| Hortzortal B Cha... Mooty | Court{eent 10} L ]
¢ B ag [E 4150
e = | i ii] 067
& 7 | Graph View L | |: z&g'_:]
=y n & TH
]| B il 65
= ] peke 6/ =nz| | Query Viewer result for
& i) Hanane, i | 2940 View Data as > Bar Chart ——
; &
Query Viewer result for Fl el
View Data as > Pie Chart I o)
Viwer a* x| g- ml
[ T2 Event Counts by Hour of Day: Prechart | al £

Query: Evert Courks Trered Guery

Last Update: 4 Jun 2008 12:08:17 POT
== n Feur(dtuy Count(Evant )
Banze 0 LM 16011
Eexen L] [=11] um 7
[SEETA ) F = 1] 12441
Wezes 7 N i
WEzemiz & o prese)
Ezsss s s P
ST 4 Y 127
Weume 3 [ 3} 1087
2 u: 10856

Werm 1 m 12153
W o o 1215
Dz ] Ei: :z!: I’:
Wamis = = 15000

205 2 B prasny
[_HU o s 175
Barsez % =TT 18623
Eexes i) ik 16820
|_ES 7 i 10910
Wiz 1% Chs 16937
Clred 1 E"! ’g:'a
et " U:z 13
[t 3
Des EH

&Y 130817 - k4 12T e
1754 1Lt - T LA [

Notice that the time range for the base query is shown on the lower left of the query
viewer results. Hover the cursor over the time range to see an annotated view of start
and end times (data collection start time and data last received). This time range
comes from the base query. (Another way to see the query time range is to open the
query viewer in the editor and double-click *Query in the Attributes display to drill down
to the base query editor, which shows query start and end times.)

Following is the Time Range of Base Query:

1224471600000
1224471600000
W 1224471600000 107
H 1724471600000 333 Time range specified in base query shows
- on lower left of query viewer results =
10419 14:02:34 - 10420 15:02: 3405 . [®E] -

|Data collection start bime: 10019 14:02:34
Data last received: 1020 15:02:34

Filtering Query Viewer Results

You can filter query viewer results shown in table and chart formats.
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To filter query viewer results:

1. Click “Filter: No Filter” in the header of the query result view.
Or

Right-click the filter name in the header of the query result view and select Edit
Filter.

The Common Conditions Editor (CCE) dialog opens.

2. Use the CCE dialog to add a filter. (For details on how to use the CCE dialog to
create filters, see the topic on the "Common Conditions Editor (CCE)" on page 890.)

Query: Event Details 10,000 sh
Start Time: 10 Sep 2017 14:42:52 PDT

End Time: 115ep 2017 14:42:52 POT

Last Update: 11Sep 2017 14:42:54 PDT

Filter No Filter
End Time MName Priority Attacker Ad... Target Addr... Device Addr... Device ProductDevice Zone.

910 14:42:53 Thre;

<C Query Data Filter . g———— =5

ﬂ & 11 1= B Frers B ssscts @) vidnorabibies B Active Lists

Edit | Summary
0% ArcSightQuery conditions

={}

@ Name = Attack

9/10 14:42:53 Threa| | | [ | Select a Field Set - +{- Global Variable. ..
9/10 14:42:53 Threa|

9/10 14:42:53 Threg| | '@Me op Condition As @

910 14:42:53 Threa| Q, Search for: v
910 14:42:53 Thre:

9710 14:42:53 Thre

9/10 14:42:53 Thre

3. Click OK to save the filter, and filter the current result view.

Note: Filters on query viewer results are locally saved and available only while
the current result set is displayed. These filters are not saved as a part of the
query viewer. When you close the query viewer result, the filter is no longer
available; recreate it on a new result set.

Tip: You can also apply filters to baseline delta columns. See "Defining and
Using Baselines" on page 351.

To remove a filter:

1. Right-click the filter name in the header of the result view
2. Select Remove Filter.
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Viewing an Event or Resource Directly from the
Query Viewer

If your query viewer is for events or resources and the query viewer results include an
event ID or resource ID field, you can go directly to a specific event or resource from the
query viewer.

Where: Query viewer results

1. Right-click the event or resource.

2. Select View > [Event Name] Details or View [Resource Name] Details. For
example, drill down to

« An eventif the query includes the event ID field
« An actor if the query includes the actor ID field
« An asset if the query includes the asset ID field

« A case if the query includes the case ID field

Working with Query Viewer Results

Various options are available to you with the different query result display formats (Bar
Chart, Horizontal Bar Chart, Pie Chart, or Table).

Viewing query results in table format give you the ability to establish baselines and
make comparisons, as well as manipulate the table data.

Note: Query viewers and channels display results from variable calculations
differently. For example, a value may be displayed as -0.1 in a query viewer, and -
0.099999999999... in a channel.

Such variations are due to differences in the way floating point operations are
implemented in Java.

Bar charts and pie charts provide at-a-glance, graphical overviews of the results but with
fewer options for manipulating the data after the fact.

Other options, such as filtering a query viewer results or running reports, are available
on all result views.

Details of working with each view format are provided in the following topics:

o "Results in Table Format" on the next page
« "Results in Chart Formats" on page 374
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Results in Table Format

To getresults in Table format, right-click a query viewer and choose View Data as >
Table. You can sort, re-order, and create/compare baselines for data in a table view.

Left-click a table column header to sort or reverse-
sort it. This affects the entire table.

column is determining the current sort order for the

table and shows the current sort order. (For example,

this colurmn is sorted showing highest count first.)
CER]

Right-click a table column header to get a list of
sort and edit options for the column.

The arrow next to a column header indicates the
Yiewer (

2 Top Event Courks by Hou of Day: Table |
Qusery: Top Event Counits Trand Query

Last Updakes 16 fpr 2005 14:57:4% FOT
Fillter: Mo Fiter

TESED T s lCm(Ew:m Y |Counb{Ewerk ID) - (Reference Bassl...

16 pe 2005 13:] ot Cohmn peitor Event 5460 5375 O———=
16 Apr 2005 13 RemowsSort  fpalie courk data monkoe value., 773 cg 1 oll 27

|36 Apr 2005 13:00 Show Colmn Ul amp T | I12

16 8pe 2008 130 0 Cobumn b P | 9 Miamme 5T 1

|16 sor 3008 130 I CountiEvenk D) Y =

(LT T E ) Mk — 530 B

16 e 2008 13:00:00 POT 1 0 Count{Event 1D - (Typical Weekday Qasehm 17

16 Apr 2006 13:00:00 POT [ ¥ Count{Event ID) - (Refererce Baselne) 0y il

|06 Apr 2006 13:00:00 FOT Starting Trend Query 3% 5460 10

16 fAge 2008 13:00:00 POT [Sidetable Sizes (Rows) [0 E— ]

You can add a baseline to a table view of query result data, then run
baseline comparisons Lo identify deltas in network behavior.

Only table views of query result data can be baselined and comparead.

See also:

« ""Analyze in Channel" Options on the Table View" below
« "Column Son, Display, and Edit Options" on page 372

"Analyze in Channel" Options on the Table View

The following right-click Analyze in Channel options are available on query viewer
results in table format (obtained by choosing View Data as > Table):

« Baselines. Right-click anywhere on the table of results in the Viewer to add a
baseline or compare the current results to an existing baseline.

« Drilldowns. Right-click a row in the table result to launch a given drilldown on that row
item (if drilldowns are provided in the query viewer).

« Channels. Right-click a cell in the table result to create an active channel with a filter
based on the value of the selected table cell.

« Conditions. Right-click a cell in the table result to add a filter condition based on the
value of the cell.

Note: The Analyze in Channel option is not available if your base query is not on
events; for example, if the query is on a session list.

Analyze in Channel Options for Results are shown in the following table.

Micro Focus ESM (7.2 Service Pack 1) Page 370 of 1109



ArcSight Console User's Guide
Chapter 12: Query Viewers

Analyze in Channel Options on Query Viewer Results

Option Description
Add as Add the current results as a baseline for the query viewer.
baseline

Right-click anywhere on the table result in the Viewer to add a baseline to the query viewer or
compare the current results to an existing baseline.

(See "Defining and Using Baselines" on page 351 and "Adding a Baseline" on page 354.)

Compare Compare the current results with the selected baseline.
with:

. Right-click anywhere on the table result in the Viewer to compare the current results to an
<Baseline>

existing baseline.

This menu option is available if there is one or more baselines established for the query
viewer. All baselines associated with the query viewer are available from this menu for
comparison.

(See "Comparing Displayed Results to a Baseline" on page 354.)

Drilldowns See "Managing Drilldowns from Query Viewers" on page 358 and "Drilldown Example" on
page 387.

Query viewers enable you to drill down to Active Channels, dashboards, query viewers, and
reports. If the query includes an event ID or resource ID, you can also drill down to that
resource. See "Viewing an Event or Resource Directly from the Query Viewer" on page 369
for details.

If there are drilldowns associated with the query viewer, these are listed after the baseline
options on the right-click Analyze in Channel menu for a selected row in the query viewer
result.

Right-click a row in the table result, and choose Analyze in Channel > <Drilldown Option>.

For example, an Events query viewer could provide drilldowns to view all source addresses
for a selected event. Assuming each row in the result table represents an event, choosing this
drilldown from the Analyze in Channel menu would lead to a table showing source
addresses for the selected event.

Create Creates an active channel with a filter based on the selected cell in the table result.

Channel For example, right-clicking a table cell with an event name and choosing Analyze in

Channel> Create Channel [EventName] creates an active channel that monitors and
filters for occurrences of that event name. The filter is always set to the value of the cell
(which in this example would be the event name).

For more information about creating active channels, see "Creating or Editing an Active
Channel" on page 224.

Add Brings up the Conditions Editor for the selected item, where you can add or modify conditions
Condition  (filters) on the selected item.

Right-click a cellin the query viewer table result to add a filter condition based on the value of
the cell.

For more information on working with Conditions, see "Common Conditions Editor (CCE)" on
page 890.
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Column Sort, Display, and Edit Options

Right-click a column header in a query viewer table result to get various options on that
column.

Yiewer E X

Top Event Counts by Hour of Day: Table

Query: Top Eve 600 shown / 600 matches
Last Update: 1 3

Filter: Mo Filker

TimeSkamp k— CountEvent 10 Counk{Event I - (Typic. .,

11 May 2008 llly executedr... ] T|
11 May 2005 | Remove Sort H kask successf. . 1z (1] I
11 May 2008 | Show Column P [SMB-DS IPCE 5., 16 14

11 May 2008 | Size Column ko Fie ftination Unrea. .. 22 20

11 May 2008 Help ersion averfla. .. 27 19

11 008 e Sl Y PP Py ) SRS 1=
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Column Header Options

Option

Sort
Column

Remove
Sort

Description

Sort items in the column in ascending or descending order.

Columns that have been sorted after the query viewer run show an up or down arrow next to
them to indicate the direction of the sort.

You can also sort the column by left-clicking the column header. Clicking multiple times toggles
the sort between:

« ascending order (indicated by a up arrow next to the header)
« descending order (indicated by a down arrow next to the header)
Notes:

« Sorting on the contents of a column after a query viewer displays its results changes the view
of the data provided by the original query. A query sorts during a query run, and then displays
the data based on the sorting it did. If you click columns to re-sort, you are changing the sort
order the query gave you. In the cases where the original query used a “single-column” sort,
you can “get back” to it in the viewer, but you can’t get back to a multi-column sort because
this is offered only in the query sort options, not on the Console Ul.

« Keep in mind that this option sorts on the data result returned by the query. This in
combination with query row limits (applied when the query is run) can sometimes yield
unexpected results. Example: If the query is defined to run on 2 days’ worth of data but hits
the 10,000 row limit after processing only 1 day of data, then only 1 day’s worth of data is
returned in the result. An “after-query” sort, in this example, is a sort on only 1 day’s worth of
data.

« Sorting at the query viewer level sorts only the data returned by the query to Viewer. Initial
sorting is done by the base query. which is responsible for running against the database. If the
query level sort is yielding unexpected results, keep in mind that the original base query sort
determines how much you can modify the view of the result.

See also "Sort Baseline Data" on page 356.

Remove a sort on the selected column. You can remove sorting imposed when the query viewer
was run or when a Ul column-click sort was done on the displayed result.

Micro Focus ESM (7.2 Service Pack 1) Page 373 of 1109



ArcSight Console User's Guide
Chapter 12: Query Viewers

Column Header Options, continued

Option

Show
Column

Sizeto
Fit
Drag-
and-

Drop
options

Description

Right-click anywhere on any column header in a table to get a context menu of columns included
in the display result.

Select columns to hide or show in the result. Columns with no checkmark beside them are
hidden.

This is the equivalent of hiding or showing a column before the query viewer runs. (However,
only columns configured to be included in the original query are available to hide/show after the
query is run.)

To show a column in the results view that is currently hidden (whether before or after the query
ran), right-click again and choose it (checkmark it).

See also "Show or Hide Baseline Columns" on page 356.

Expand the column, if needed, to accommodate the full width for text in each row of the selected
column.

Left-click-and-drag on a column header to reposition it in a different horizontal order in the table.
For example, if the original query viewer result shows columns in this order:

TimeStamp &|Mame Zount{Event I0)

12 May 2008 18:00... [Monitor Event 5460
12 May 2008 18:00...|Top walue count data monitor value current 807
12 May 2008 18:00,., |NETBIOS SME-DS DCERPC MTLMSSP asni ... B61
12 May 2008 18:00,,,|NETEIDS SME-DS Session Setup AndX req... 658
12 May 2008 18:00. .. |Task successfully scheduled 40

You can click-and-drag TimeStamp to the right so that the columns display in this order:

Marne TimeStarmp | Caunt(Event I0)

Monitor Event 12 May 2008 15:00.., 5460
Top walue count daka monitor walue current (12 May 2008 18:00. .. 307
METBIOS SME-DS DCERPC MTLMSSF asnl ... (12 May 2008 18:00. .. 661
METBIOS SMB-DS Session Setup Andi req... (12 May 2008 18:00, .. 658
Task successfully scheduled 12 May 2008 18:00,,, 400,

Results in Chart Formats

To get results in Chart format, right-click a query viewer and choose either:

« View Data as > Bar Chart or Horizontal Bar Chart
« View Data as > Pie Chart.
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Chart Options

Option

Drilldowns

Create
Channel

Add
Condition

Description

Query viewers can provide drilldowns to Active Channels. If the query includes an event ID
orresource ID, you can also drill down to that resource. See "Viewing an Event or Resource
Directly from the Query Viewer" on page 369 for details.

If there are drilldowns associated with the query viewer, select an item in the first or key
column, then right-click to get drilldown options in the Analyze in Channel menu.

For example, an Events query viewer could provide drill-downs to view all source addresses
for a selected event. Choosing this drilldown from the Analyze in Channel menuona
query result would lead to a table showing source addresses for the selected event.

See "Managing Drilldowns from Query Viewers" on page 358 and "Drilldown Example" on
page 387.

Creates a channel on the selected item. (For example, right-clicking an event and choosing
Analyze in Channel > Create Channel [EventName] creates an active channel that
monitors and filters for occurrences of that event.

For more information about creating active channels, see "Creating or Editing an Active
Channel" on page 224.

Brings up the Conditions Editor for the selected item, where you can add or modify
conditions (filters) on the selected item.

For more information on working with Conditions, see "Common Conditions Editor (CCE)"
on page 890.

Troubleshooting Query Viewers

If queries time out, especially if your environment monitors high event rates (in the
thousands per second), try reducing the number of rows to the range of 100 to 1000 and
see if there is an improvement. If that does not improve execution time, refer to the ESM
Administrator’s Guide’s Troubleshooting chapter. Read the topic, Query and Trend
Performance Tuning.

Adding Query Viewers to Dashboards

You can add a query viewer result to a dashboard as follows:

Where: Navigator > Resources > Query Viewers

1. If you have identified an existing dashboard to which you want to add the query
viewer, open the dashboard in the viewer and make sure itis the focus. If you want
to add the query viewer to a new dashboard, continue to the next step.

2. Right-click a query viewer and select Add to Dashboard As >, then select an
applicable display format (see "Dashboard Display Formats" on page 260).
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The query viewer result is displayed on the open dashboard. If a dashboard is not
displayed, a new untitled dashboard is created for the query viewer result.

3. Save the existing dashboard.
Or if this is a new dashboard:
a. Right-click the title bar of the dashboard and choose Save Dashboard As.

b. In the popup dialog, navigate to the group where you want to save the dashboard,
enter a name for the dashboard, and click OK.

By default, this new dashboard is a regular dashboard. If you want to change it to
a custom view dashboard, see "Using Custom View Dashboards" on page 262.

You can add multiple query viewer results sets along with other resources to a single
dashboard.

For more information about working with dashboards, see "Using Dashboards" on
page 253.

Adding Query Viewers as Startup Views

Where: Navigator > Resources > Users

To set up Query Viewers as the startup view for a group:

1. Right-click a user group and select Edit Group.

2. In the editor for the selected group, click Startup Views tab, then click the Query
Viewers subtab.

3. Click Add ((Rue... -]y

4. In the Query Viewer Selector , navigate to and select (checkmark) the query viewer
you want as the startup query viewer for this group. Then click OK

The full path to the query viewer you selected is shown on the Query Viewers tab in
Startup Views.
5. Click OK.

For more information on editing groups and startup views, see "Managing User Groups'
on page 99.

Tip: Regardless of startup view settings for groups, if Query Viewers are showing
when you quit the Console, these are reloaded when you restart the Console.
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Generating Reports from Query Viewers

After you run a query viewer, you can generate a simple report containing the results.
Reports initiated from query viewers are provided for convenience as a quick way to
share the result data. Query viewer reports are limited to displaying data from the single
query covered by the query viewer and retain the format of the chart or table in which the
query viewer results are displayed. For information on creating and publishing richer,
highly formatted reports on multiple data sources see "Building Reports" on page 391
and "Running and Managing Reports" on page 448.

Tip: On row limits

The report display format is based on the display chosen for the query viewer result.
For example, if you chose to view query data as a pie chart, the generated report
shows the same pie chart view. To generate a report showing results for the same
query as a bar chart or table, you must then re-run the query viewer (<Query Viewer>
> View Data as) in one of those formats, and then generate the report from that view.

The report contents might not include as much data as the query viewer result
shown in the Console for these reasons:

« Reports on pie charts and bar charts have a default row limit of 25 up to 99 rows
as the maximum. This is user-configurable. You can set a higher or lower row limit
on the Report Parameters dialog you get when you run the report. (See the
procedure below.)

« Reports on tables can accommodate up to 10,000 rows.
To generate a report on a query viewer:

1. Right-click the query viewer results table or chart (anywhere in the Viewer panel)
and click Report.
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Yiewer O ?x

@ Ewvent Counts by Hour of Day: PieChart

Query: Event Counts Trend O

Last Update: 4 Jun 2005

Filter: Mo Filker
HourOfDay  Counk{Event 10
Wiz 24190 Ireeastigats 3
11 25067 Tools »
(] 22129
[ 23050 Hide Series [10]
W= 23184 Report. .
7 22168 4[%_
O 4712 2l Refresh
Os 23568 Help
O« 23445
(] 23179
= 22062
M 23794
Oo 22786 A
| e 23065 I
Wz 23515
a1 20825
Oz 21609
Oie 22922
M1z 23025
M7 20111
Cis 623
s 0
[ e o
Oz o
-
B3 12:39:03 - 64 13:39:03 [

2. Specify the options on the Report Parameters dialog or take the defaults and click
OK. For more help on setting report parameters, see "Setting Default and Custom
Report Parameters" on page 418.

Tip: If you click Save Output on the Report Parameters dialog, you get
additional options for setting the archived report under the Save Output
Parameters section.

3. When the report is ready, a dialog gives you the option of opening it to view it now or
saving it to a location you specify through a file browser.

Select Open to view the report or Save to save it in a specified location.

Example Queries for Common Scenarios

Query viewers can be used to monitor daily network traffic and get high level summaries
of typical activity. Query viewers can also be used to drill down on anomalies or other
interesting events.
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Following is a brief, conceptual scenario of how an analyst might use query viewers to
monitor and investigate certain types of activity.

Also included here is a description of how the query content developer might build and
configure the base query and query viewers that the analyst uses.

Tip: In practice, ArcSight ships with pre-built queries and query viewers as standard
content. It is likely that the types of resources described here are provided with
ArcSight.

Even so, the configuration of the base query and query viewers is described to
illustrate and support this example, and show how a content developer might fine
tune these resources to gather the information needed.

Basic Analysis High Level Summaries

A security analyst wants to check if anything unusual is happening on their system. The
analyst brings up a query viewer called “Events” that shows all events by event name for
the last 2 hours. The columns include:

« Eventname

« Total count of all events

« Count by unique source address

o Count by unique destination address

Analyst’s First View of Events

The analyst can easily glance at the data and see if anything looks out of the ordinary.
Columns can be sorted and filters can be changed to refine the details. The data should
come up almost immediately.
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Yiewer o ?ax
@ Live @ Events: Table

Query:
Last Update:
Filter: 1

114 shown / 114 matches

Marmne COUNT(Events) [COUNT(Source ...|COUNT(Destina. .
Ackivelist entry expired 338 [a
Activelist entry updated 2979

AddTolist: Success 3213 —

Agent [Mifty Event Player] reconnected

1

Agent Login

Agent [Mifty Event Player] heartbeat time. ..

Agent [Mifky Event Player] bype [testalert...

Agent updated

Application Event Counts

Arcsight Event Flow Skatistics

ArcSight Manager Started

ArcSight User Login

Asset updated

N

attachmentonlyGroup [Package] inserted

Attack From Suspicious Source

Attack Rates by Attacker Zone

Attack Rates by Service

Attack Rates by Targeted Zone

Attacker Zones by Service

Case inserked

Case updated

Channel [Last Hour] got attached

Channel [Lask Hour] query completed

Channel [Live] got attached

Channel [Live] query completed

Compromise - Success

Cannackar Down

Conneckor Still Down

Conneckor Up

Createflew’ase: Success

[iaka Monikar Frbry Tineok

e e L e R e e e L N N e R = e e =R R e e e

ploloool~ol~ol~looojooo~l~o~ooco~ool~~oloo

e e e e I I ) = = e e I Y e e e Y

4]

618 5:08:20 - 618 10:08:20

How the Events Query Viewer is Built

The Events query viewer described in this example leverages the Events query.

Attributes

Bringing up the query viewer editor for the Events query viewer shows that the Events
query is used as the base query. Bringing up the Events query (base query) in the query
editor shows that the base query searches on events for the last 2 hours. (Queries are
under Reports > Queries in the Navigator.)

The Events query viewer uses the Events query as its base guery.

Inspect/Edit
[ Query Viewer:Events |
[ Atiributes | Fields | Verisbles | Crildowns | Notes |
i
"'Nm Ceents Events query viewer
#* Query Events
Refresh Data After 1 mirusteds)
Quary Time Cut Nona
Srart Time
End Time: _[r_g_pecl.nm -
Row Lindt (B Queryieverts |
Default iew (" General | Fiekds | Conditions | Wariables | Notes |
Values Column 2 il |
Point Labels Colurnn ® Name Events Events query
# Qusry On Event
* Shark Time §hcw = 2h
# End Time: Moy
W Use as Timestaerg End Time
#* Fiowe Limk 1000
Distinct Fuomes =]
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Fields

The fields selection, order by, and group by logic are all defined in the Fields tab for the
base query. The Events query viewer inherits the fields from the base query. These
show up on the query viewer Fields tab.

The Events query viewer inherits fields from the Events base query.

Inspect /Edit

-

T3 Query Viewar:Evarks |

( Satrbutes | Fields | Varisbies | Ordowns | Notes |

~Events query viewer

_inherited Fields

Data Fields

Bame Ayt

Tiame
COUNT(Events)
WCOUNT(Scurce Address)
(COUNT{Destinabion address) | |

Tarme
IOUNT(Event 10
COUNT(Source Address)
COUNT(Destination Address)

a7

Gerersl | Flekks |"Condbors | Varisthes | hotes |
| Guery Stnuchre
| SELECT
Hame
O Count(Event ID) COUNT
Count{Distind Sourdd Address) COUNT UG
Count{Distinc Destination Aodress) COUNT LG

‘Sort Oplaons
4k Add... -

Remowve

Sort Order

COUNT{Event, 10}

ORDER BY
|| Count{Event ID) COUNT DESC

A2 4

GROUP BY
Narme

Data Cptions
Select | Order By | wropBy |
chooss ok, pelct st ter ]

= [

Selexted Colmes
_ [Name
Event ID COUNT r "
Source Address COU| ¥
Coitination Addrass

=

ed Event Court
[ Apghentaon: Protecel

[ evtesin

L Eytes Cu

Fields are defined in the base query: &
]

WAL O Cogariraton sosts L
vices

Events quen:- Corcsiatid Fret Couek

[ Crypen Signaburs.

(] Cumtonner

[ Customer Extorrial I

[ Cutemar 1D

[ Cushomer M

[ Customes Resorce

[ Customer LRz

Hend Time i

Cobumn Purction

PFuretion:

L ek 100

[ et I

L] Germmaton

[ Garvieater Extornad 1D

[4]

Events Base Query Conditions Tab

The condition logic to search on Events is defined in the Conditions tab for the base
query.
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Inspect/Edit

k4

I/E Query:Events |
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Field Conditions | Group Conditions |

& 11 1= @ Fiters B assets B vulnerabilities (53 active Lists

Summary
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{} Event
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nd Time
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EOREREEEEEEEEEEEEEC
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4]

Note: If the event value in your query is the @ symbol by itself, enclose it in double

quotes. For example:

Name Contains ‘@”

You are not required to use the double quotes if the @ symbol is used with other
text, for example, Name Contains @mycompany.

Analyst’s First View of Events

The analyst can easily glance at the data and see if anything looks out of the ordinary.
Columns can be sorted and filters can be changed to refine the details. The data should

come up almost immediately.
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Yiewer o ?ax
@ Live @ Events: Table

Query:
Last Update:
Filter: 1

114 shown / 114 matches

Marmne COUNT(Events) [COUNT(Source ...|COUNT(Destina. .
Ackivelist entry expired 338 [a
Activelist entry updated 2979

AddTolist: Success 3213 —

Agent [Mifty Event Player] reconnected

1

Agent Login

Agent [Mifty Event Player] heartbeat time. ..

Agent [Mifky Event Player] bype [testalert...

Agent updated

Application Event Counts

Arcsight Event Flow Skatistics

ArcSight Manager Started

ArcSight User Login

Asset updated

N

attachmentonlyGroup [Package] inserted

Attack From Suspicious Source

Attack Rates by Attacker Zone

Attack Rates by Service

Attack Rates by Targeted Zone

Attacker Zones by Service

Case inserked

Case updated

Channel [Last Hour] got attached

Channel [Lask Hour] query completed

Channel [Live] got attached

Channel [Live] query completed

Compromise - Success

Cannackar Down

Conneckor Still Down

Conneckor Up

Createflew’ase: Success

[iaka Monikar Frbry Tineok
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618 5:08:20 - 618 10:08:20

How the Events Query Viewer is Built

The Events query viewer described in this example leverages the Events query.

Attributes

Bringing up the query viewer editor for the Events query viewer shows that the Events
query is used as the base query. Bringing up the Events query (base query) in the query
editor shows that the base query searches on events for the last 2 hours. (Queries are
under Reports > Queries in the Navigator.)

The Events query viewer uses the Events query as its base query.

Inspect,/Edit
[ TE Query Viewer:Events |
[ Attributes | Fields | Varisbles | Drildowns | Motes |
-4
iy R Events query viewer
* Query Events
Refresh Data After 1 mirusteds)
Query Time Out Hone
2yre pr——
Fow Limit [ querviEerts |
Default View (General | Fiekds | Condtions | Variables | Notes |
Vales Colun ? il |
Poirt Labels Cobumn  Mane Events Events query
* Query On Event
# Stat T $how - 2h
# End Time fhom
* Use &5 THnastang Envd Tieva
# Rowe Limkt 1000
Distinck P [

Micro Focus ESM (7.2 Service Pack 1)

Page 383 of 1109



ArcSight Console User's Guide
Chapter 12: Query Viewers

Fields

The fields selection, order by, and group by logic are all defined in the Fields tab for the
base query. The Events query viewer inherits the fields from the base query. These
show up on the query viewer Fields tab.

The Events query viewer inherits fields from the Events base query.

Inspect /Edit

-

T3 Query Viewar:Evarks |

( Satrbutes | Fields | Varisbies | Ordowns | Notes |

~Events query viewer

_inherited Fields

Data Fields

Bame Ayt

Tiame
COUNT(Events)
WCOUNT(Scurce Address)
(COUNT{Destinabion address) | |

Tarme
IOUNT(Event 10
COUNT(Source Address)
COUNT(Destination Address)

a7

Gerersl | Flekks |"Condbors | Varisthes | hotes |
| Guery Stnuchre
| SELECT
Hame
O Count(Event ID) COUNT
Count{Distind Sourdd Address) COUNT UG
Count{Distinc Destination Aodress) COUNT LG

‘Sort Oplaons
4k Add... -

Remowve

Sort Order

COUNT{Event, 10}

ORDER BY
|| Count{Event ID) COUNT DESC

A2 4

GROUP BY
Narme

Data Cptions
Select | Order By | wropBy |
chooss ok, pelct st ter ]

= [

Selexted Colmes
_ [Name
Event ID COUNT r "
Source Address COU| ¥
Coitination Addrass

=

ed Event Court
[ Apghentaon: Protecel

[ evtesin

L Eytes Cu

Fields are defined in the base query: &
]

WAL O Cogariraton sosts L
vices

Events quen:- Corcsiatid Fret Couek

[ Crypen Signaburs.

(] Cumtonner

[ Customer Extorrial I

[ Cutemar 1D

[ Cushomer M

[ Customes Resorce

[ Customer LRz

Hend Time i

Cobumn Purction

PFuretion:

L ek 100

[ et I

L] Germmaton

[ Garvieater Extornad 1D

[4]

Events Base Query Conditions Tab

The condition logic to search on Events is defined in the Conditions tab for the base
query.
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Inspect/Edit 0?7 x

I/E Query:Events |

General

Conditions r\u'ariables rNotes |

Field Conditions | Group Conditions |
& 11 1= @ Fiters B assets B vulnerabilities (53 active Lists

Summary

& Event conditions
{} Event
B T P T T T
Common Conditions Editar | - |
Mame op Condition a
vent

ggregated Event ...

pplication Protocol
wbes In

yhes Cuk

orrelated Event Count
ustarmer

nd Time

Enerator

enerator URI
anager Receipt Time
ElC]

tart Time

ransport Protocol
¥pe

ulnerability
ulnerability LRI

gent
gent Address

() Y

4]

EOREREEEEEEEEEEEEEC

Note: If the event value in your query is the @ symbol by itself, enclose it in double
quotes. For example:

Name Contains ‘@”

You are not required to use the double quotes if the @ symbol is used with other
text, for example, Name Contains @mycompany.

How the Events Query Viewer is Built

The Events query viewer described in this example leverages the Events query.

Attributes

Bringing up the query viewer editor for the Events query viewer shows that the Events
query is used as the base query. Bringing up the Events query (base query) in the query
editor shows that the base query searches on events for the last 2 hours. (Queries are
under Reports > Queries in the Navigator.)
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The Events query viewer uses the Events query as its base guery.

Inspect,/Edit
" T Query Viewer:Events |
Attributes | Fislds | Varisbies | Drildowns | Notes |
T s — Events query views
# Query Events
Refresh Data After 1 mirusteds)
Query Time: Out None
Srant Time
Erd Time: Inspeck, Edit 47 x
Fow Limit [ER queryiveets | =
Deafault View (“General | Fiekds | Conditicns | Wariables | Notes |
Values Column 7 I
Point Labels Colurnn * Name Events - Events query
#* CQuary On Event
® Shart Tane Mo < 2h
# End Time §hom
® Use as Timestamp Erd Tieree
* Row Limk 1000
Ditstinic Riwes =]

Fields

The fields selection, order by, and group by logic are all defined in the Fields tab for the
base query. The Events query viewer inherits the fields from the base query. These
show up on the query viewer Fields tab.

The Events query viewer inherits fields from the Events base query.

Inspect,/Edit -]
T2 Guery Viewer:Evorts |
Dika Fiekds
(COLNT(Everk ID) COUNT(Evenks)
ACOUNT( Scurce Address) COUNT(Source Address)
(COUNT(Destination Address)  COUNT(Destination Address)
o
Seet Opticns
‘Count{Event ID) COUNT
qF Add... = 3 Remove Q' CountiDistines Souree Address) COUNT Ung
CoRamn Sort Order Counb{Distind: Destnation Address) COUNT LG
|COUNT(Even 1D) =4t ORDER BY
Herre Az 4 Count{Event [0} COUNT DESC
GROUP BY
Harme
Data Cptions:
Select | Onder By | Growp By |
Chocse soh., ot aliekiset [ x] s
p‘t*\-‘ . H ] :’m: ID COUNT E
. » » | |Even —
Fields are defined in the base query: b] ;.J_ ::::m |,: 2 aurce Address COU| ™
.l'_‘;m" s 4 | |pestinaten address
Ceves o I
[ Concantrator Aoets J

Events qm'ar\r - Fields~

—Cipragtad et s

L tend Tme (K T —
im[2 Cokurmn Furetion

L xtemal i Runctknc =]
L Germeator y

[ Garvieater Extornad 1D 4 O e

Events Base Query Conditions Tab

The condition logic to search on Events is defined in the Conditions tab for the base
query.
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Inspect/Edit 0?7 x

I/E Query:Events |
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Field Conditions | Group Conditions |
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Summary
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{} Event
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Note: If the event value in your query is the @ symbol by itself, enclose it in double
quotes. For example:

Name Contains ‘@”

You are not required to use the double quotes if the @ symbol is used with other
text, for example, Name Contains @mycompany.

Drilldown Example

Continuing from the example in "Basic Analysis High Level Summaries" on page 379,
the security analyst notes that one of the counts seems troublesome. For example,
“Attack from Suspicious Source” is high and showing a lot of unique destination
addresses. The analyst would right-click this row and choose Show Source Addresses.

The resulting query viewer would show, for this event and time range, the source
addresses, as well as other columns of interest (for example, destination address). Then
by sorting by source address, the analyst could decide if a single source address
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(probably with the highest count) was the initiator of most of the attacks. This information
could also be provided from an appropriate back end trend table (the same one or a
different one), and, as a result, the display should come up almost immediately.

Yiewer _IOE 2

Drilldawn on Saurces: Table |

Query: Dri 13 shown / 13 matches

Last Update: 1 dug ZPD
Filter: I

Source Address COUNT{Source Address)
[ Bc Fatgioi] 1
[ -2 45z
[t o R
B ELIE 6

I T SO LT
F oY o kel
o R
I I BT
wlth E ekl D
e ue B Sy
o TR R ]
i il

IHE D D 2

ik

e e e e e e

/1 16:22:5% - /1 18:22:58 @~

The analyst could also show destination addresses for the same event row, if that
drilldown is defined as a part of the query viewer.

| Yiewer o W S

Drilldowin on Destinations: Table |

Query: Crildow 7 shown / 7 matches

Last Update: 1 A

Filter: Mame = "ICH
Destination Address COUMT{Destination Address)

- . Bk 5
R ATE T

e 3

1
4
F 3
FRE ST ATEM 2
2
1
7

Y1 1]
i = ) G

/1 163143 - 81 1331143 @

How the Console Builds Drilldowns

The source and destination drilldowns are added to the Events query viewer on the
Drilldowns tab at content development time.
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Here is the Drilldowns > Field Mapping tab for the Events query viewer example. The
drilldown requires that at least one field is mapped. In this example, this is the Name
field.

Field Mapping | Display | Sort|

g - X

Source Field Condition Destination Field
|Name | = |Name

uvmwwwwww

Here is the Drilldowns > Display tab for the Events query viewer example.

| Field Mapping | Display | Sort|

Mame Display Mame
v Mame Mame
v Source Address Source Address
v COUNT(Source Address) COUNT(Source Address)

Non-Event Analysis Example

A security analyst wants to examine “Asset Counts by Vulnerability.” The analyst selects
this viewer and gets the most recent result (from a trend run) and can examine a table
containing columns: Vulnerability and Asset Count. Right-clicking a particular
vulnerability row would allow drilldown into the assets with that vulnerability.

Baseline Analysis for Data Comparison

The security analyst notes that one of the counts seems significantly higher than last
recalled. The analyst right-clicks the query viewer and selects “Compare with Baseline”,
from which there are zero or more baselines to choose.

This makes additional columns available to the currently displayed viewer that can be
added by the user. For example, a new column could be added next to the current
“Count” column showing “Count - <Selected Baseline>". This is a comparison number
showing the difference between the current value of the count and the baseline value for
the count. This is positive, negative, or empty (if a baseline doesn't exist for this
vulnerability). The analyst can right-click the new column to sort this column in
ascending or descending order.

Other options available to the analyst would be:
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» Add as Baseline... to save the current values in the display as the new named
baseline.

- Compare with... to compare to any other set of data available in the trend table.

History Analysis Example

As hinted in this example, any previous trend runs can be used for baseline comparison.
Similarly, the analyst can change the query viewer to go back into the past to look at
previous data. The analyst could use the default baseline and go back in history to see
when some count began to significantly differ from the baseline.
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Reports are captured views or summaries of data that can be viewed in the ArcSight
Console or exported for sharing in a variety of file formats. Reporting is an essential tool
for communicating the state of your enterprise security to internal and external
stakeholders.

Reporting is a broad subject in ArcSight. Because it can use all the scheduling,
conditional logic, resource- and rules-based filtering capabilities of the system, the
possibilities can take some time to explore. Creating a report is a multi-step process that
can involve steps using several different resources.

When you have source data defined in queries or trends, you can create reports to
present the data in charts and tables. Use one of the templates provided with ArcSight.

The reports resource defines how query data is bound to a report template. Depending
on the report template you use, the reports editor exposes different parameters,
variables, and conditions that enable you to choose which elements of the query data
you want to show in the report. You can also apply additional functions to run on the
data, and set numerous formatting options.

'S =y

Report Building

) [
L ES
Bind the query data to the report
template
*  Refine or customize the query by
choosing specific elements of the data
Add functions
Format, organize, and re-order results

Format fonts, text color, and
background color

See also "Running and Managing Reports" on page 448 and "Archiving and
Scheduling Reports" on page 461.

Understanding the Reporting Workflow

Building reports is a multi-step process that involves use of a few different data
gathering and reporting tools. ArcSight can gather report data using standard queries or
trends.

Tip: Reports can be relatively simple (you can create a report with the Report Wizard
based on the results of a single query) or complex (you can create a report based on
the results of layers of queries and trends that feed data results up the chain as the
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basis for new queries). See "End-to-End Reporting Examples" on page 432 for
examples of both basic and complex reports.

Following is a quick overview of the reporting workflow tasks and tools, along with a
reminder about dependencies among reporting resources.

For a more in-depth description of how these elements build on each other to create
various views of the data, see also "Query-Trend Relationships in Reporting" on
page 470.

______________

|

|

—0 [#] Trends 1. I :

o : + 8
L |

S

Trend Query Engine —C <1 Events .
Tren - oA "
=g | @15
C— LO '
(5 active Lists
'%ea%:;rate _O%Semim Lists
-
+ & —o@ =
L]
= 0 @ cases

—0 % Matifications

Focused Reparts
Report —OoHEEm®

. || ] ]
O

Job Scheduler Archived Report

Step 1 - Build a Query

A query is an ArcSight resource that defines the parameters of data to gather from an
ArcSight data source. The results of the query then become the basis for one or more
ArcSight reports or trends. As a data source, queries can use the database of events,
assets, cases, notifications, active lists, session lists, or data gathered from a trend.

Queries are described in "Queries" on page 320.

Note: If all you want to do is build a report based on a single query, at this point you
can skip to step 4 and select a template. (See "Step 4 - Select or Design a Report
Template" on the next page.)
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Tip: Queries built for reports can also be used in query viewers.

Query viewers provide several advantages. If you want to run quick SQL queries for
monitoring and analysis outside of the reporting resource, you can use query
viewers. You can add query viewers to dashboards and generate simple reports on
query viewer results.

For information on query viewers, see "Query Viewers" on page 341.

Step 2 - Build a Trend Based on a Query

A trend is an ArcSight resource that defines how and over what time period data is
evaluated for trends. A trend is always based on a query, and this query is called the
base query for the trend. The trend results are stored in a trend table in the database,
and these trend tables can be queried. Queries on trend tables are called trend queries.
Trends can also be used as the primary data source for a report.

Trends are described in "Building Trends" on page 469.

Note: If you want a report based on a single trend, at this point you can skip to step 4
and select a template. See "Step 4 - Select or Design a Report Template" below.

Step 3 - Build a Query Based on a Trend

At this point, you have the option of using a simple query or trend in a report, or you can
further refine query results by using a trend in another query (a trend query).

See the "Building a Query" on page 321 and "Building Trends" on page 469 for more
information on how to do this.

s '

Data Gathering: Query Building Data Gathering: Trend Defining
.. ’

Query source data Is data a trend?

*  Spedfy the data you want to work = Design interval trend to operate on
with events
Marrow the results by setting = Design snapshot trend to operate on
conditions and variables assets, network model, cases, and

notifications

Step 4 - Select or Design a Report Template

Use an existing report template layout or create your own using the new Report
Designer tool. For information on working with templates, see "Using Report Templates"
on page 429.
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-

Layout Designing

———
Design report template
Using a stock template?

Design your own: chart, table,
combination

Step 5 - Create a Report

A report is an ArcSight resource that binds data from a query or trend to an existing
report template. Once run, the results of a report can be viewed in the ArcSight
Console’s Viewer panel, saved (archived), and/or exported in a variety of formats.
Reports can be scheduled to run at regular intervals, and also can be run on demand as
needed.

Reports are described in "Creating or Editing a Report" on page 396, and an overview
of the whole topic is provided in "Understanding the Reporting Workflow" on page 391.

Focused reports enable you to run the same report definition on different subdivisions of
the data without having to copy and modify the master report every time. For example,
you can run an individual Top 10 Infected Systems report for each of your business
divisions.

The job scheduler enables you to schedule reports and focused reports to run
automatically at specific time intervals. (The job scheduler is also used as a part of
building trends which, by nature, involve scheduling.)

e ~\

Report Building Report Refining
L

Y
Bind the query data to the report Create focused reports
template _ *  Optional
= Refine or customize the query by = Marrow the focus of a report using

choosing specific elements of the data focused reports

= Add functions = Run the same report with different

*  Format, organize, and re-order results parameters for each division
. Format fonts, text color, and
background color

Note: Queries and trends are intended to capture data. Reports are used to display
the data from queries and trends. For example, if you wanted to run monthly or
quarterly reports on VPN login statistics, you would first create one or more queries
to capture the data, then create trends (based on the queries) to define a schedule
for running the queries and storing the results, and finally create and run reports on
the trends. For a full walk-through of this process, see "End-to-End Reporting
Examples" on page 432.
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Step 6 - Run a Report

ArcSight ships with a set of ready-made reports available under the Reports resource.
For example, on the Navigator panel under the Reports resource look in /A1l
Reports/ArcSight Administration/. Open the sub-groups (folders) to see provided
reports.

For information on how to run an existing report, see "Running and Managing Reports"
on page 448 and Running a New or Archived Report.

Step 7 - Archive and Maintain Reports

After running a report, you have the option to save (archive) the report results. This
enables you to retrieve a particular report for immediate viewing without having to
regenerate the report. Reports that are run on demand are saved on the Archives tab
just like scheduled reports. If the Save Output option is chosen for an on-demand report,
the archived report has an expiration date of 6 months from the time it was run (by
default). If the Save Output option is not chosen for an on-demand report, the report is
maintained in the archive for one day only.

Archived reports can also be sent to a notification group after the scheduled report is
run.

For information on how to archive and maintain reports, see "Archiving and Scheduling
Reports" on page 461.

-
Report Sharing and Maintenance

b

Share and maintain report output
Save report output to share with
others using archived reports
Create and maintain trend partitions

Managing Dependencies for Reports Resources

Queries, trends, and reports generally have multiple dependencies upon each other.
Modifying some elements within one resource can affect another. If modifications to a
resource impact another to the extent that the dependent resource is rendered unusable,
errors are reflected in the ArcSight Console. ESM manages and updates most of these
resources and dependencies automatically, but not all.

For example, a trend built on a query relies on a set of fields (columns) contained in the
base query. If you modify fields in the base query that are used in the trend, the trend is
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disabled. Similarly removing a resource (like a query) that another resource (like a
report) depends on generates error messages on the ArcSight Console.

Caution: Instead of modifying the trend's base query, the proper approach is to
create a different query, then create a new trend using that query.

Creating or Editing a Report

Caution: Do not exceed more than 10,000 resources in a group.

Where: Navigator > Resources > Reports > Reports tab
The high-level steps for creating a report are as follows:
1. To create a report, right-click a reports group and select New Report.

Note: As a general rule, create content in the user's own folder.

To edit a report, right-click the report and select Edit Report.

2. In the edit panel, define report attributes such as report name (required), an optional
alias, and other details. See "Defining Report Attributes" on the next page.

Entering data in the Common and Assign sections is optional, depending on how
your environment is configured. For information about the Common and Assign
attributes sections, as well as the read-only attribute fields in Parent Groups and
Creation Information, see "Common Resource Attribute Fields" on page 728.

3. Select the report template you want to use. Defaults are provided. See "Using
Report Templates" on page 429.

4. Selectreport data by:

a. Associating one of these existing data sources: a query, a trend, a session list, or
an active list. You choose from the displayed resource selector.

b. Specifying what parts of the query data source you want to use for each report
element. Optionally, apply legends and top/bottom functions.

See "Binding Data to the Report" on page 401.

Note: Unlike report templates and parameters which provide defaults, you cannot
save the report without specifying the data source.

5. Specify report parameters concerning output details, such as file format, paper size,
and routing instructions. You can set limits on the query return, such as row limits,
time zone restraints, apply filters, and specify report start and end times. See
"Setting Default and Custom Report Parameters" on page 418.

6. Optional: To add information in the Notes tab, refer to "Using Notes" on page 78.
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7. Click OK.

Note: Be sure to click Apply or OK frequently to save settings intermittently as
you work through the above steps. Clicking Apply saves settings and leaves the
Editor open. Clicking OK saves settings and closes the Editor for this query. If
you do not apply or accept settings using these buttons, your settings are not
saved.

8. Run the report to test it as described in "Running a Report" on page 448.

The next sections provide details on how to use the Report editor to define report
attributes, apply a template, choose report data, and specify report parameters.

Defining Report Attributes

Report settings include general attributes, template selection, and data specification.

The Report Attributes tab is where you define a report name, set alias report name and
notification options, and view tracking details such as when the report was created and
last updated.

The following field is required on the Report Editor’s Attributes tab.

Report
Field Description

Name Default name for the report. Spaces and special characters are allowed.
Note: You can change the report name in the following ways:

« Edit the report and changing the name on the Attributes tab.

« Set the report name on the Jobs tab where you define the report’s archiving schedule (see
"Archiving and Scheduling Reports" on page 461).

« Change the name at report runtime (see "Running a Report" on page 448).

Tip: Entering data in the Common and Assign sections is optional, depending on
how your environment is configured. For information about the Common and Assign
attributes sections, as well as the read-only attribute fields in Parent Groups and
Creation Information, see "Common Resource Attribute Fields" on page 728.
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The following example shows the completed Report Attributes tab for a report:

Inspect/Edit

-k

@ Report:VPM Login Qutcome Trend. .. |

Attributes |Templahe I Data I Parameters I Jobs I Nohes|

= Report
# Name
= Common
Resource ID
External ID
Alias (Display Name)
Description
Version ID
Deprecated
=l Assign
Owner
Motification Groups
= Parent Groups
jAnalyst's Reports
[l Creation Information
Created By
Creation Time
Time Since Creation
= Last Update Information
Last Updated By
Last Update Time
Time Since Last Update

WPM Login Qutcome Trend Report

B-PABARCGWaltZ02 1w ==

=d on the trend query on successful logins.

|

jAnalyst
SOC Operators

Al Reports/Personalfidnalyst's Reports)

(Name)
(Description)

Ok Cancel Apply

Report Templates

The Template tab is where you specify the template for the report. You can specify
fonts, colors, page headers and footers, and the chart and table combinations and layout

you want to use.

Report Template Selection

To populate the editor, select a template from the Report Template drop-down menu.
ArcSight comes with six stock templates in the System templates folder, or you can
navigate to your own template.

The following example shows the system template Three Charts Landscape.
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< Inspect/Edit @E‘g

Inspect,/Edit i e ?

@ Report:VPM Login Outcome Trend |

| Attribubes| Template |Da13 | Parameters | Jobs | Motes |

Repoert Template:
Choose a template

(ArcSight-provided ar
custom template

Text Components:

# Report Template: |Three Charts Landscape -
Text Attributes
Header: Header
Name Value
El Header
Text #if {(§Custom.StartTime && $Custom....
Horizontal Alignment left
Vertical Alignment top
Font SansSerif, Plain, 9
Foreground Color 0,00
Backaround Color [] 255, 255, 255
Preview

[ CiPage iofi ) BiL0x8.5n Jar

[Freveve | [0 [ <o J[ 500 ][ o0 ]
Text Attributes

Specify Header,
Footer, Title, Subtitle,
and so on: and text
formatting options for
the report.

Preview area:
Shows the layout of
the Report Template
you chose.

The Text Attributes section provide fields to specify values for each set of text attributes.

Report Template Text Components
Attribute Description

Header

Text Enter the text you want to use as the header of your the pages in your report, such as the
name of your department, or the series of reports to which it belongs.

Note: You can use Velocity template references for fields that accept text, as described in

"Velocity References for Reports" on page 1099.

Horizontal ~ From the drop-down menu, select where you want the header to appear in the header area:

Alignment  left, right or center.

Vertical From the drop-down menu, select where you want the header to appear in the header area:

Alignment  top, center, or bottom.
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Report Template Text Components, continued

Attribute

Font

Foreground
Color

Background
Color

Description

From the drop-down dialog, select a font from the list of fonts available on your local system,
font size, and style (bold, italic). The preview window indicates how the font will look.

From the drop-down dialog, select a foreground color. This is the color of the lettering.

From the drop-down dialog, select a background color. This color fills the header box.

Footer: Footer, Disclaimer

Text

Horizontal
Alignment

Vertical
Alignment

Font

Foreground
Color

Background
Color

Enter the text you want to use as the footer of your the pages in your report, such as the
name of your company, a confidentiality statement, or the date. You can use the variables
provided (such as $currrentpagenumber and $totalpagenumber for page numbers). These
are evaluated when you run the report to populate report output with appropriate numbering.

Note: You can use Velocity template references for fields that accept text, as described in
"Velocity References for Reports" on page 1099.

Enter text for Footer: Disclaimer as required by your company.

From the drop-down menu, select where you want the footer to appear in the footer area: left,
right or center.

From the drop-down menu, select where you want the footer to appear in the footer area: top,
center, or bottom.

From the drop-down dialog, select a font from the list of fonts available on your local system,
font size, and style (bold, italic). The preview window indicates how the font will look.

From the drop-down dialog, select a foreground color. This is the color of the lettering.

From the drop-down dialog, select a background color. This color fills the footer box.

Text: Title, Subtitle, [other]

Text

Horizontal
Alignment

Vertical
Alignment

Font

Foreground
Color

Background
Color

Enter the text you want to use as the title of your report, such Top 10 Attacks per Zone.

From the drop-down menu, select where you want the title to appear in the title area: left, right
or center.

From the drop-down menu, select where you want the title to appear in the title area: top,
center, or bottom.

From the drop-down dialog, select a font from the list of fonts available on your local system,
font size, and style (bold, italic). The preview window indicates how the font will look.

From the drop-down dialog, select a foreground color. This is the color of the lettering.

From the drop-down dialog, select a background color. This color fills the title box.
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Preview

The Preview section shows the layout of the report, and does not show the formatting
updates as you go along. If you have designed other text boxes for your template, the
attributes for those text boxes are displayed here using the same format as those shown
above.

Binding Data to the Report

After the template is chosen and formatted, you are ready to populate the elements of
the report with data.

To Termplate tab

!

|m === ] Choose a query as a
" Y] data source.
ot

Do you want to set
top/bottom
counts?

Does the template
have a (angther)
table?

Does the template
have a (another)

Yes Yes Yes
¥ ¥ ¥
Select data and Select data and Optional: select
legend details for legend details for aggregation Mo
the chart X-axis the table X-axis details for top/

bottom counts an

parameters with
functions applied
Select data and Select data and
legend details for legend details for
the chart Y-axis the table Y-axis

To Parameters tab

Related topics:

« "Binding Data to Charts" on the next page

« "Selecting Data for the X-Axis on a Chart" on page 404

« "Selecting Data for the Y-Axis on a Chart" on page 406

« "Selecting Data for the Z-Axis on a Chart (Optional)" on page 408

« "Specifying Top/Bottom Filters Aggregation Filters for a Chart (Optional)" on page 410
« "Setting Display Options and Scale Formats for Charts" on page 412
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Binding Data to Charts

The Data tab is where you choose which parts of the query or filter result data you want
to use for each report element, apply legends and, optionally, top/bottom functions.

Use these options to select the data source (query or trend), chart and table type to use
for the report, columns to include, and details on how the chart presents data.

Chart
Data Description

Data From the drop-down menu, select an existing data source you want to use for the chart in your
Source report.

The data source drop-down menu provides a list of existing resources based on the resource
type you selected in the accompanying drop-down. You can report on queries, trends, active lists,
or session lists.

When the data source is selected, the remaining elements of the Data tab populate with the data
available in the selected resource.

Chart  From the drop-down menu, select the type of chart you want to use for the chart part of the report.

Type  Depending on the template you use, you may have are several types of bar charts available as
well as line charts, pie charts, speedometer, and so forth. The data source and chart type you
choose apply to both the X- and Y- axes.

2sets Check this box if you want to plot the same type of data in a series fashion, for example, hourly
of data EPS rates for connectors and different connectors comprise the series.
(z-

axis) Note: If you check this box, the Data tab adds a subtab for the Z-axis.
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Selecting Data for the X-Axis on a Chart

Report : ¥YPN Dukc|

lome Login Treg

OB 2

| attributes | Templat

| Data | parameters | Jobs | Notes|

[l Chart3 | [im] Ch

Data Source: | yPN Logins Outcome - Hourly B Trends

artZIIEIChartl

Chart Type: | Line char

=[] 2sets of data (Z-axis)

-

o]

Data (X-Axis) | value (Y-Afds) | “=o-=02 07 | Display Options|
Available Columns: L Selected Columns
[Time:
Category Oyitcome. E Hour [4-27 [3
.
Sort AZ Z-A
X-Axis Title:  Label Rotation:
[0 | degrees

Data Source: Choose an

existing resource on which to run the
repart. (Available sources will depend
on which resource type is selected.)
Data selected here apply to both X
and ¥ axes.

Resource Type: Choose the

resource type. You can report

on queries, trends, active lists,
or session lists.

Chart Type: Choose a chart
type: Bar, line, ple, and so on.

X, Y Axis Tabs: Indicates which

O aspect of Data detalls you are

working on. Optionally, you can
aggregate on one of the columns
for this report.

X-Axis Details: Choose and order
the data you want to use on the X
axis. Optionally, create and position a

label for the data.

If the report template you selected contains a Chart, bind your result data to the chart as
described in the following table.

Binding Results to a Chart

X-Axis
Data

Attribute

Available
Columns

Selected
Columns

Micro Focus ESM (7.2 Service Pack 1)

Description

you want to count

Select the data fields from the query you want to show in the X-axis and use the right-hand
arrow to move it to the Selected Columns area. The data you select here should be the items

For example, to build a trend report showing number of events over time, use a trend that
captures the number of events per day. Add the end time to the X-axis to represent the day and
add the count gathered for that day to the Y-axis. In this case, the X-axis is the data label, and
the Y-axis is the count.

The Selected Columns area shows which data fields you have selected for the X-axis, and
provides the opportunity to change the sort order of the data.
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Binding Results to a Chart, continued

X-Axis
Data
Attribute Description

Sort Sort the selected column in ascending or descending order.

To change the sort order, select the column then click the Sort check box. Select A-Z to sort
data in ascending order; select Z-A to sort data in descending order.

Note: If you are also plotting a Z-axis (data series) and your output is a bar chart, make sure to
set your sorting on the X-axis.

X-Axis Specify atitle for the X-axis.
Title

Label Select a rotation angle for the by entering a digit between 0 and 90.

Rotation Labels refer to the individual X-axis data points, which are automatically derived from the data.

The Label Rotation controls the angle of these labels.

Selecting Data for the X-Axis on a Chart

O Data Source: Choose an
i 1 " : = existing resource on which to run the
Report : ¥PN Dutcjome Login Treg i B 7 report. (Available sources will depend
| Attributes I Tg-mlatg| Data | pafmmgsl ml N‘mgs| on which resource type is selected.)
Data selected here apply to both X
[ Chart3 | fm Chartzl [ Chartl and ¥ axes,

Data Source: VPN Logins Outcome - Hourly || [ Trends -] Resource Type: Choose the
L = ¥ resource type. You can report
ChartType: |Line char w» | [] 2sets of data (Z-axis) on queries, trends, active lists,

or session lists.

Data (x-#xis) | value (v-akis) | “oo=oo - | Display Options|
Available Columns: Selected Columns
Time: - ” D‘h:? © chart Type: Choose a chart
our -
Category Ogtcome [I] type: Bar, line, pie, and so on.
X, ¥ Axis Tabs: Indicates which

O aspect of Data detalls you are
working on. Optionally, you can
aggregate on one of the columns
for this repart.

X-Axis Details: Choose and order
the data you want to use on the X
axis. Optionally, create and position a
label for the data.

Sort A-Z Z-A

X-Axis Title: ~ Label Rotation:
o | degrees

If the report template you selected contains a Chart, bind your result data to the chart as
described in the following table.
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Binding Results to a Chart

X-Axis
Data
Attribute Description

Available Select the data fields from the query you want to show in the X-axis and use the right-hand
Columns arrow to move it to the Selected Columns area. The data you select here should be the items
you want to count

For example, to build a trend report showing number of events over time, use a trend that
captures the number of events per day. Add the end time to the X-axis to represent the day and
add the count gathered for that day to the Y-axis. In this case, the X-axis is the data label, and
the Y-axis is the count.

Selected The Selected Columns area shows which data fields you have selected for the X-axis, and
Columns provides the opportunity to change the sort order of the data.

Sort Sort the selected column in ascending or descending order.

To change the sort order, select the column then click the Sort check box. Select A-Z to sort
data in ascending order; select Z-A to sort data in descending order.

Note: If you are also plotting a Z-axis (data series) and your output is a bar chart, make sure to
set your sorting on the X-axis.

X-Axis Specify a title for the X-axis.
Title

Label Select a rotation angle for the by entering a digit between 0 and 90.

Rotation Labels refer to the individual X-axis data points, which are automatically derived from the data.

The Label Rotation controls the angle of these labels.
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Selecting Data for the Y-Axis on a Chart

Report : ¥PN Outclome Login Trek —HigE ?
| Attributes | Template | Data | Parameters | Jobs | Motes|

[ Chart3 | fm Chart2| [ Chartl

Data Source: VPN Logins Outcome -Hourly  « | [[] Trends =
Chart Type:  [Line chart v | [[]2sets of data (Z-axis)
Data (X-Axis) | Value (Y-Axis) | “-- | Display Options|
Available Columns: Selected Columns
Vieass Mumber of Logins
Mumber of Logins
Category Outcome E Y-Axis Details: Choose and order
the data you want to use on the ¥
E axis. Optionally, create and position a
label for the data.
Summary Function: — —— Summary Function:
Optionally, you can enter a
None - Summary Function on one of
the columns and aggregate on
that data for the report.
¥-Axds Title: Label Rotation: Sort By: !
0 degrees |MNone -
@AZ (ZA

Y-axis data should be numeric. If the data you select is a non-numeric data type, such
as a string, apply a numeric summary function to it, such as Count or Count distinct.

Y-Axis Attributes for Charts

Y-Axis
Data
Attribute Description

Available Select the data fields from the query you want to show in the Y-axis and use the right-hand

Columns arrow to move it to the Selected Columns area. The data you select here should be the item you
want to count by. For example, to show how many addresses each of your attacker zones
have, you would select the attacker address.

Selected The Selected Columns area shows which data fields you have selected for the Y-axis, and
Columns  provides the opportunity to change the sort order of the data.
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Y-Axis Attributes for Charts, continued

Y-Axis
Data
Attribute Description

Summary You can assign a summary function to one or more columns of data. (In the “Function” row for a
Function  column, click in the column to get a drop-down menu of functions.)

« Count - Provides a count of all line-items returned by the query.

Note: The count function is a simple count of all events. It takes into consideration the
aggregated event count and counts each event in an aggregated event individually. For
example, if an event has an aggregated event count of 5, the Count function counts this
event as equivalent to 5 events (with an aggregated event count of 1 each). Take this into
account when comparing the number of rows in a report with the “grand total” count based on
the Count function.

« Count Distinct - Provides a count of how many items are unique. For example, if there are
100 IP addresses but only 5 of them are unique, the system counts 5.

« Average - Adds the results of numeric data and divides by the number of line items.
o Sum - Adds the results of numeric data.

« Max - For numeric data, Max calculates the line item with the highest value.

« Min - For numeric data, Min calculates the line item with the lowest value.

« Median - For numeric data, Median calculates the line item with the value closest to the
middle between high and low.

» Standard Deviation - For numeric data, measures the dispersion of the values in the data
set (how spread out they are). If the data points are all close to the mean, then the standard
deviation is close to zero. If many of the data points are far from the mean, then the standard
deviation is further from zero. If all the data values are equal, then the standard deviation is
zero. The Standard Deviation is the square root of the variance.

« Variance - For numeric data, measures how spread out the distribution of data is. The
variance is computed as the average squared deviation of each number from its mean. The
variance and the standard deviation are closely related measures of dispersion and
variability.

Selecting one of these functions activates the Aggregation tab, where you can set further

parameters on these functions. To set a function, select a column, and choose a function from

the Summary Function drop-down menu.

Y-Axis Type in a title for the Y-axis.
Title

Label Select a rotation angle for the by entering a digit between 0 and 90.

Rotation Labels refer to the individual Y-axis data points, which are automatically derived from the data.

The Label Rotation controls the angle of these labels.

Sort by Optionally, choose a sorting order for the data on the Y axis. You can display data
alphabetically (the default), reverse alphabetical, or sort by count.

Caution: If you are plotting a Z-axis (data series) and your output is a bar chart, make sure to
set your sorting on the X-axis.
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Selecting Data for the Z-Axis on a Chart (Optional)

If you want to plot data in a series fashion, check the 2 sets of data (z-axis) checkbox in
the Data tab. This makes the Z-Axis subtab available, where you can select a column
for your Z-Axis.

Tip: Best practices when using series (Z-axis):

If you are setting data on the Z-axis, note that you cannot use Top N Charts. Also
consider the effect of the Row Limit setting in the query. For example, if your row
limit for a normal chart (X- and Y-axes only) is 10 rows, you will get 10 data points.

For a stacked chart with Z-axis, you will still get 10 data points but two will be in the
same column. You can try a limit of 25 to 30 rows, which makes the chart readable,
but could cause a readability issue if there is not a lot of overlap (stacking) in the
data series.

Effect of Sorting on Bar Charts with Series Data

You might encounter unexpected results in your bar charts (stacked or not stacked) if
you are plotting data on the X-, Y-, and Z-axis. Consider the following stacked bar
charts, where the expected resultis shown in Example A but the actual result shows as
Example B. In Example B, the stacks seem to spread out along the X-axis as separate
data points (the samples are only to represent the behavior described in this topic).

M.

Example A: Expected Result Example B: Actual Result

The following configurations can result in a stacked chart report similar to Example B:
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« The query has an ORDER BY statement:

< Query : stacking bar chart query (=[a] =

Query : stacking bar chart { —————————— O @

General | Fields | Conditions | Local Variables | Notes|

Query Structure
B+~ |d

ELECT
- Category Behavior

- Target Address

-Sum(Aggregated Event Count) SUM
"-Add 'SELECT' columns

ROUP BY

Category Behavior

Target Address

RDER BY
sum(Aggregated Event Count) SUM DESC
-Add 'ORDER BY' columns

The query is not wrong; in fact, the report rendered as a table shows correctly.
Additionally, the query may be driving other resources like query viewers and so on;

therefore, you should not change the query in this case.
« The chartis configured for z-series data plotting:

Report : stacking bar chart andt ——————_ O ?
‘ Attributes | Templatel Data |ParamEters| ]ohsl Nut&s‘

(& Chert

Data Source: | stacking bar chart query v Queries. -
Chart Type: |30 stacked bar chart 2sets of data (Z-axs)

Data (X-Axis) | Value (¥-Axis) | Data (zZ-Axis) | /0002101 | Display Options|

Again, there is nothing wrong with this setting if you want to plot a data series.

o The column included in the ORDER BY statement from the query is applied to the Y-

axis and sorting is also enabled:

Report : stacking bar chart and ti = o s

| Attributes I Templabe| Data | Paramehersl Jobsl Nohe5|

mcht

Data Source:  |stacking bar chart query - Iﬁl Queries

Chart Type: 3D stacked bar chart v (7] 2sets of data (Z-axis)

Data (X-Axid) | Value (Y-Axis) | Bata (Z-Axis) | “o0r=0=tion | Display Options|
Available Columns: Selected Columns

Sum(Aggregated Event Count) Sum(Aggregated Event Count)

[»]
(4]

\ Summary Function:
Mone
¥-Axis Title: Label Rotatidy;  S0rtBy:

@AZ ©Z-A

0 deare: Sum{Aggregated Event Count)
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Using the query’s ORDER BY column on the Y-axis and also applying the sorting to
the Y-axis gives you the Example B report, the one you did not expect. To fix this
problem, configure the report so that sorting is ignored on the Y-axis. Instead, apply
sorting to the X-axis according to the following instructions.

To configure the report so that it sorts on the X axis:

1. Go to the chart’s setting for the X-axis parameters and click the entry under Selected
Columns.

2. Click the Sort checkbox and select the sort order as desired.

Data (4-Axis) | Yalue (v-Axis) | Data (Z-Auds) | | Display Options|
T —
Available Columns: Selected Columns

@] Sort @ AZ ©)Z-A

You do not need to remove sorting on the Y-axis as long as sorting is enabled for
the X-axis. The X-axis takes precedence, and the resulting report will now be like
Example A.

Specifying Top/Bottom Filters Aggregation Filters for a Chart
(Optional)

You can also set Top/Bottom Counts for a chart. This tab only becomes active when a
summary function is applied to data in the Y axis. Settings in the Aggregation tab set
top/bottom counts to data with summary functions applied. This is an optional step.
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Inspect/Edit -
Ea Repork:¥PN Logins Oukcome Tren...

| Attributes | Template | Data | Parameters | Jobs | Nates|
[ Chart3 | [ Chartz | [ Chartl

Daka Source: |5 Qutcome Trend Query - Attempt » || B/ Queries v

Chart Type:  [Line chart ¥ | [[]2sets of data (Z-axis)

Data (x-is) | Value (-rods)| Agaregation |

Set a top o bottorn filker For the chart (optional)

How do you want to fiter the chart data? o Top Bottom Filter: Optionally,
s use aggregation to set top/
@© <) hottom counts for Y-axis

- - T : numeric functions.
(O Top 10 .bymemsd|u.mberd Logins

() Bottom [ by means of | Number of Logins <

Display Options
Font: |verdana, Plain, & v/ (7] Bhow %:xis grid
how L i Show Y-axis grid

Placement: | Bottom |

Scale and Format
Daka (y-axis): [ ] Logarithmic Scale W] Show Value

|vin |Max | |Iner

(o] (o) (o ]

On the Chart Aggregation tab, set the top or bottom filter for the chart. If there are more
charts in your report, repeat these processes until data is bound to all the charts and laid
out in your report template.

Aggregation
Top/Bottom
Filter Description

None (Show By default, no top/bottom filter is set.

all)

Top Select Top if you want to show the a certain number of entries with the highest values.
Enter a digit in the text box, and from the drop-down list, select an appropriate
Y-axis data column with a function applied.

Bottom Select Bottom if you want to show a certain number of entries with the lowest values. Enter

a digit in the text box, and from the drop-down list, select an appropriate Y-axis data column
with a function applied.
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Setting Display Options and Scale Formats for Charts

Use the Display Options subtab to specify visual formats on the chart. These options,
unless otherwise noted, simultaneously apply to the X- and Y-axes.

Report : Test - Om ?

| Attributes |Temp|abe| Data | Parameters | Jobs | Nohes|
[ Chart

Data Source: |stacking bar chart query e |ﬁl Queries =)

ChartType: | stacked bar chart v| [7]2sets of data (Z-axis)

| Data (x-Axis) [ Value (v-Axis) | Data (Z-Auis) [ 2acr=c=5fr | Display Options

Display Options
[T] Show X-axis grid
Show Y-axis grid

Font: | sansSerif, Plain, 8 -

Show Legend Flacement: :Top -

Scale and Format
Data (x-axis): (7] Show Labels
Data {y-axis): [T Logarithmic Scale Show Value Show Percentages

Min Max Incr

OK [ Cancel ] Apply [ Help ]

Category Attribute Description

Display Options

Font From the drop-down menu, select a font style and size for the X- and Y-axis text.

Show Select this box to show a legend of the data elements. Keep in mind the number

Legend, of different data elements your query may return. If the data you selected
contains many elements, the legend may be large, which reduces the available

Placement . . .
space for the chart itself. If you choose to display the legend, you can move its
location from choices in the Placement drop-down menu.

Show X- For the selected axis, include the grids on the report. The X-axis grid displays as

Axis grid,  vertical lines per data point, and the Y-axis grid displays as horizontal lines.

Show Y-

Axis grid

Scale and Format

Data (x- Show Select this box to display the labels for data points on the X-axis.
axis) Labels
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Category Attribute Description

Data (y- Logarithmic Use this option if your data point deltas are so huge that incorporating them on

axis) Scale the chart poses a readability issue; for example, one data point is 1,000 and the
next is 100,000. With logarithmic scaling, values are then displayed in orders of
magnitude instead of linearly.

Show Displays the value of the data point.
Value
Min The minimum value as a starting data point to plot on the chart. For example, if

you set it to 1000, values below that will not be plotted. The chart begins at 1000
on the Y-axis. If left blank, plotting starts at the 0,0 position.

Max The maximum value for the data point.

Incr Increments to use on the Y-axis starting with the specified minimum.

Binding Data to Tables

If the template you selected contains a table, use the Table Fields tab to build a visual
representation of a table in which to display the query result. You can choose the type of
data source (trend, query, active list, or session list) and the particular data source
(which query, trend, and so forth) to report on. Then you can select which fields from the
data result to appear in your report (with the “Use” check box). Use Groups to combine
fields into a single column in your Report table (drag and drop or menu commands
available for the report table).

Table
Data Description

Data From the drop-down menu, select an existing data source you want to use for the table part of
Source your report.

The data source drop-down menu provides a list of existing resources based on the resource
type you selected in the accompanying drop-down. You can report on queries, trends, active lists,
or session lists.

When the data source is selected, the remaining elements of the Data tab are populated with the
data from the selected resource.
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Data Source: Choose an

Inspect/Edit 57 X Oexisting resource an which to
= run the report. {Avallable
\Everk Inspectod] 19 VPN Logins|_ ! sources will depend on which
attributes | T | Data | parameters | Jobs | Notes | resouree type is selected. )
[0 Table |

= Resource Type: Choose the resource
f - | i | LY n report on ri
Data Source: VPN Logins Outcome - Hourly ﬂ@ Queries E] Otyr::ds,‘,::é:ise “i;pé D?seqsl;ﬁ:nelsirsts.

| I 1 Fields and Groups: Select the
Timestamp Categary Gutzome (Caurt) | Category Outcome | Hour data fields you wan to display in
E E E the table (by enabling Use for a

field you want to show).

_Number of Legins | Category Cutcome Hour

Provide a display name allas and
specify data sort order in the
column by dragging and
dropping fields to desired
location in colurmn order,

Group multiple fields in a single
column by dragging fields into
Groups.

Custoen Layout: | User specfied layout E

Display Options

Choose Font and color settings for the table. Click on a column above to set individual column fonks and colors. Display Options: Select a

Fonit: Foreground: | column or group to set fant,
' foreground, and background
Background: | display options.
Global Options
Merge cells [[] shiow grand total

Global Options: Global options
[#] Showe group header Label: | | apply to the whole table,

[#] Show group columns

() () ) |

Related topics:

» "Specifying Fields for a Table" below
« "Enabling the Aggregation Tab for a Table" on page 417
Specifying Fields for a Table

In the Available Columns area, you can select the fields you want to display in the table,
group multiple fields into a single column as needed, assign Alias names for column
headings, specify a data sort order, and set column size and alignment options.
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Available Columns for Tables

Attribute Description

Groups

Fields

Use

Function

Alias

Width

Sort
H Align

V Align

Page
Break

Optionally, you can sort data results from queries by grouping two or more fields into a single
column.

To create a group: Right-click in the Groups row for a column and choose Make Group. Inthe
dialog, enter a name for the new group and add the selected field.

To add fields to a group: Drag fields from the Fields row to the Groups row. Alternatively,
right-click a field and choose Add to Group. In the dialog, enter a the group's name.

This displays fields as columns for your report. The field name is displayed as it is referred to in
the database. This field is not editable.

By default, all data entries are selected for use in the table. If you do not want to use all the
available columns, uncheck the corresponding check box.

Caution: If you de-select a data entry because you do not want to use that column in the report,
the column is automatically pushed to the far right (the end of the table) to move it out of the way
so that you can focus on the columns you are using. If you then select “Use” again for that same
data entry, its column is re-inserted into its original position along with the other columns you
have selected to use.

To set a function on a field, click in the Function row for that field's column. Select the function
you want to apply to the column from the Function drop-down menu. After the function is set,
the field appears with the function icon ).

Fields set with functions can be filtered in the Aggregation tab.

Enter a display name alias for the data column. For example, if the column is referred to as
Source Translated Zone Name in the ArcSight database, you can shorten this name to Zone
Name or Src Zone for display in the report table. In our example, we provide the aliases Time
instead of Timestamp and Number of Logins for Category Outcome (Count).

Set column Width to either of the following options:

» Auto - Automatically divides column width evenly among the selected columns

« User Specified Layout - This option requires that you enter numbers to specify percentage
widths for individual columns.

Indicate the sort order for the data in each column.

Right-click in the H Align row to display a drop-down menu for specifying horizontal alignment of
text in a given column. You can select text to be left- aligned, centered, or right-aligned in the
corresponding column.

Right-click in the V Align row to get a drop-down menu for specifying vertical alignment of text in
a given column. You can select for top, bottom, middle, or baseline text in the corresponding
column.

Right-click in the Page Break row in a column to get options for specifying a page break before
or after the that column.

With the Custom Layout options, you can specify custom column widths for the data in
the table. By default, the Custom Layout drop-down menu shows User Specified
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Layout, which enables you to enter a numeral to specify a percentage for individual
columns. Select one of the following:

« Fit content - Adjusts the column width to accommodate its content without wrapping. If
the content is wider than the table, the table is extended to multiple pages.

« Fit content one table area per page - Adjusts the column width to accommodate its
content without wrapping, and breaks each column onto its own page.

« Fit content to page - Adjusts the column width to accommodate its content without
wrapping, and stretches the last column to fill the page.

« Equal width columns - Each column receives the same width to fit across a single
page.

« User specified layout - Enables you to enter a numeral that represents a percentage
of the overall page width. You can set a percentage for each column that totals 100%,
or enter a percentage for one column, and the others selected receive an even
percentage of the space remaining.

The Display Options area provides format options for each individual data column. This
enables you to set different font style, size, and color and column background colors for
each data column. To activate the display options, select one or more data columns:

« To select one column: click the column by its Field name.

« To select one or more contiguous columns: click a field, hold down the Shift key, and
select the remaining fields.

» To select one or more non-contiguous columns: click a field, hold down the Ctrl key
and select the remaining fields

Attribute Description

Font From the drop-down menu, choose a font for the selected columns.

Foreground Foreground color for text, any visible lines that describe rows/columns, and other
Color elements in the foreground.

Background Background (field) color for the data column.
Color

In the Global Options area, you can set formatting options that apply to the whole table
(not just one column).
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Attribute Description

Merge Indicates whether to merge cells for grouped columns. When this option is enabled, identical
cells values in grouped columns show only once. When this option is disabled, identical values show

as many times as they are occur (regardless of whether they are grouped).

Show Indicates whether to show a group header row.
gg;l:jzr This is a group label for when you have a summary function that adds one more rows at the end

of the section. If this option is enabled, the table includes an extra column with a header derived
from the content by which the section is grouped.

Show Enable this option to populate the grouped columns with data. (If this option is disabled, grouped
group columns are empty.)

columns

Grand If you want to provide a grand total of all the sections, check the Show grand total box.

total

Label If you selected a grand total, you can apply a label for the grand total. For example, use Total

VPN Login Attempts.

Click the Preview button to preview the report table with the current configuration.

Enabling the Aggregation Tab for a Table

If your report is using the Table template, the Aggregation tab is disabled by default until
the following requirements are met on the report’'s Data > Fields tab:

« Atleast one of the columns is assigned to a group.

o Atleast one of the columns must be set with a function.

The following scenario describes the process to enable the Aggregation tab.

1.

Define the query. For example, you want to look at event names by priority. In the
query’s Fields tab, select the columns you need (Name and Priority in this case).
After selecting the columns, add these same columns to the GROUP BY list. In the
Conditions tab, define the conditions for the query (for example, you are interested
in Priority greater than 3).

Create a report. On the Template tab, use one of the table templates (for example,
Simple Table Portrait). In the Data tab, specify the query defined in the beginning of
this procedure as your data source. The Fields tab is automatically populated by the
columns from the query, in this case, Name and Priority.

On the Fields tab, create a group for one of the columns (for example, for Priority),
then select a function for another column (for example, for Name) from the drop-
down list. Columns with functions can be filtered through the Aggregation tab. For
instructions on how to add columns to groups and how to apply functions to
columns, see "Query Fields" on page 326.The Aggregation tab is enabled after you
click Apply.
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Setting Top/Bottom Counts in Table Aggregation Tab (Optional)

If the Aggregation tab is enabled, you can set optional top/bottom counts to data with
functions applied to individual fields. The following example shows the format used is
Function(Field). This is an optional step.

@ Repart:RepartByPriority |

| Attributes |Templahe| Data | Parameters | Jobs I Notesl

Table

Data Source:

QueryByPriority w || B8l Queries -
Aggregation

Seta top or bottom filter for the chart {optional)

Section that will be filtered: .Priority v

How do you want to filter the chart data?

': ) None (Show all)
': | Top by means of .Count( Mame ) w |

._é_. Bottom |4 |by means of :Ccunt( Mame ) v:

On the Aggregation tab, set the top or bottom filter for the table. If there are more tables
in your report, repeat these processes until data is bound to all the tables and laid out in
your report template.

Aggregation
Top/Bottom
Filter Description

None (Show By default, no top/bottom filter is set.

all)

Top Select Top if you want to show the a certain number of entries with the highest values.
Enter a digit in the text box, and from the drop-down list, select an appropriate
Y-axis data column with a function applied.

Bottom Select Bottom if you want to show a certain number of entries with the lowest values. Enter

a digit in the text box, and from the drop-down list, select an appropriate Y-axis data column
with a function applied.

Setting Default and Custom Report Parameters

The report's Parameters tab is where you set report output details such as file format,
paper size, and routing instructions. From here you can also set limits on the query
return such as row limits and time zone restraints, apply filters, and specify report start
and end times.
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Inspect  Edst =]

[#] Report:Chartyerity |
Atiriutes | Template | Dot Parameters | ohs | Hotes|

Report Parameters

Hame Valie Use Diefawit
=l Commoen Parameters
Report Format pdf
Page Sire Letter [B.5x11 ]
i e LU Select & User
Emal to
Emal addresses
Emad Formal Send LRL
Ernad Subpect Fleporthiame
H Custom Parameters
Start Time: Bow - th
Erud Tierz: Pl

Query Parameters

= Chart

Filter bey Select & Fiter
Start Trme Fo
End Time Svow

o 4[4

a5 dd... & Edit ¥ Remeve |

=

Report Parameters: Set
report output details.

Custom Parameters: Add

and edit custorn parameters,

Query Parameters: Set
override parameters for
query data selected for each
glement of the report.

In the Report Parameters area, enter the following values. The Use Default
checkboxes do not apply to these items; the default values are used until you uncheck
the boxes and use a new value. Note that users can re-set most of these parameters at

report runtime.
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Report Parameter Values

Common
Parameters Description

Report From the drop-down menu, select one of the following report output formats:

Format « pdf - Outputs the report as an Adobe PDF file.

« Xls - Generates a Microsoft Excel file for tables and charts.

Note: XLS reports you run with Microsoft Excel 2002 might have page break format
problems (misalignments, column spillover) due to default page size settings in Excel. To
correct this problem, open the resulting XLS report in Excel, choose File > Page Setup
from the menus, change the paper size to Letter (instead of Legal), and click OK to save
your changes. The report has the appropriate page break formatting. This problem does
not occur in newer versions of Microsoft Excel.

Note: XLS report formats display speedometer charts as pie charts. This is a known
limitation in Microsoft Excel.

« rtf - Produces a rich-text format document.
« csV - Creates tabular data as a list of comma-separated values.

Note: Reports generated in CSV format are not the full equivalent of exports to other
formats like PDF or HTML. CSV format is useful for loading report data into a
spreadsheet for further manipulation. Since CSV is meant to contain tabular data, only
the table data of a report is normally useful. Therefore, ArcSight exports only the table
data portion of a report to CSV format, ignoring any other report information such as
charts or text, including report titles.

« html - Generates the report in a Web page displayed by the default web browser.

Note: Running a report with a huge row limit (10,000 rows) in HTML format may cause
the browser to be unresponsive. In such cases, run the report in PDF.

Your selection affects your choice for e-mail formats. See description for Email Format,
another report parameter, in this table.

The output file is created at report runtime and is stored in the Archived Report Group
corresponding to the report’s group. See the Archives tab on the report’s edit panel.

Page Size From the drop-down menu, select a paper size.

Run as User This option is not available for case reports.

Run the report as a particular user. From the drop-down menu, select the user name by
which you would like to run the report.

For example, this option would allow an administrator for a Managed Security Service
Provider (MSSP) to run report for a customer. The administrator would need write
permissions to the user.
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Report Parameter Values, continued

Common

Parameters Description

Email to

Email
addresses

Email
Format

Email
Subject

You can have the report sent as e-mail to one or more ArcSight users.

From the drop-down menu, select the Console users to whom the report should be e-mailed.
The selection list is read from the Users resource).

The recipient will only see his or her user name in the To field even if there are multiple
recipients for this report.

Handling empty reports: If you are emailing reports, empty reports will also be sent. This
is determined by the server property, report.scheduler.notify_empty_reports, which
is set to true. If you do not want empty reports to be sent, add the property to the
server.properties file and change the setting to false. Follow the instructions in the ESM
Administrator’s Guide on how to edit this file. The details are in the guide’s topic, "Managing
and Changing Properties File Settings."

Send the report to one or more comma-separated or semicolon-separated e-mail addresses.
This option does not require the recipient to be an ArcSight user.

Note: The recipient will only see his or her e-mail address in the To field even if there are
multiple recipients for this report.

Specify how the report is to be accessed by the recipient.

« Select Send URL if you want to point users to the report. Use this option if the report is
large and is saved (archived) to a network-accessible location
You can provide URLs for all report formats: PDF, XLS, RTF, CSV, and HTML.

« Select Attach Report if you want to send the report directly to the user's e-mail box.
You can only attach PDF, XLS, RTF, and CSV report formats.

« Select Attach Compressed Report if you want the PDF, XLS, RTF, or CSV report to be
compressed (zipped) first before mailing.

« If youwant to display the report on the e-mail message body so that the recipient
immediately sees the report upon opening the e-mail, select Embed Report.

You can only embed CSV and HTML report formats.

Note: The notification automatically uses the URL if you select an email format for an
unsupported report format, or if the attachment is too large to be sent. You can adjust the
maximum attachment size up to 100 MB with the property, report.upload.maxFileSize.
Set this property to the size you want in the server.properties file. Refer to the ESM
Administrator's Guide for procedures to edit properties files.

Specify the subject on the notification. Defaults to the report’s Name attribute (denoted by
$ReportName). If you want to use a customized subject, type the text either in addition to the
default or replace the default text entirely.

Note: If you are emailing reports, empty reports will also be sent. This is determined
by the server property, report.scheduler.notify_empty_reports, which is set to
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true. If you don’t want empty reports to be sent, add the property to the
server.properties file and change the setting to false. Follow the instructions in the
ESM Administrator’s Guide on how to edit this file. The details are in the guide’s
Configuration section, topic on Managing and Changing Properties File Settings.

Adding Custom Parameters for Report Data

Purpose:

Custom parameters override the parameters defined in the query. Custom parameters
are saved locally to the report definition, and are not persisted back in the query.

For example, if you want all the report elements to report on events for the past 2 hours,
you can create a start time parameter of $Now-2h, which sets both table and chart start
times to $Now-2h.

To add a custom parameter that applies to the Report data:

On the report's Parameters tab, click the Add button.
Give the parameter a name and map it to a query parameter.
Click OK to apply them to the report definition.

B wnh =

Back in the Parameters tab in the Custom Parameters section, enter an override
parameter for the fields you selected from the Add Custom Parameters dialog.

5. In the Query Parameters area, enter any override values for the parameters in your
query data. The Use Default checkboxes are only activated for items where default
parameters exist and override values can be entered.

Enter these override parameters as needed for each chart and table.

Query
Override
Parameters Description

Time Zone By default, the Manager Time Zone is used. Choose the Console time zone, or another
time zone from the drop-down list.

Filter By Set afilter to operate on the query conditions.
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Query
Override
Parameters Description

Row Limit The report gets its row limits from the settings in the query being used. By default, row
limit for a table is 10000 and row limit for a chart is 25.
You can change the default to manage row size.

Start Time The report gets its start time from the query being used. To override the one set in the
query, disable Use Default for this field and specify a start time here.

For example, if you want all the report elements to report on events for the past 2 hours,
you can create a start-time parameter of $Now-2h, which sets both table and chart start
times to $Now-2h.

This setting is saved locally as part of the report definition, not as part of the original
query upon which the report is based.

End Time The report gets its end time from the query being used. To override the one set in the
query, disable Use Default for this field and specify an end time here.

This setting is saved locally as part of the report definition, not as part of the original
query or trend upon which the report is based.

6. Click Apply to save settings or OK to save settings and close the Inspect/Edit details
for this report.

Displaying a Custom Parameter Prompt at Report Runtime

You can configure your report to prompt for a value at report runtime. If so, the user is
prompted by the Parameters dialog box to enter a value before the report is created.
This prompt will be based on one of the report’s custom parameters. For example, you
have a report which is based on a query on assets, and you want the user to enter the
first few characters of the host name when the report is run, so that the report contains
data only about those hosts. The configuration is a two-step process:

» "Defining the Prompt in the Query’s Condition Tab" on page 425

« "Adding or Removing a Prompt for Custom Parameters in the Report" below

Adding or Removing a Prompt for Custom Parameters in the Report

After following the instructions in "Setting Default and Custom Report Parameters" on
page 418, follow the instructions here to add the prompt to the report's parameters.
Instructions are also provided for deleting custom prompts if you no longer require them.

To add the prompt:

1. On the Reports resource, select the Reports tab.
2. Locate the report, right-click, and choose Edit Report.
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3. Go to the Parameters tab and verify that the field configured in the base query is

listed in the Query Parameters list.

Click the Add button (%) to display the Add Custom Parameter dialog.

Under Map to Parameters, check the parameter corresponding to the prompt name,
then enter a meaningful name in the Name field.

The name used here will be displayed to the person running the report, so make
sure the name you use clearly states what the report is expected to display. For
example, you want host names to start with a specified text string, as shown in the
Add Custom Parameter dialog:

r&' Add Custom Parameter &J

Name: |Hostname_Starts_With|

Map to Parameters

[o1] Table
[[] == Time Zone <ReportTimeZoneEnumeration: 7>

b == SourceHostName <String:0>

[] = Row Limit <Integer:4>

i [[] == Start Time <DateTime: 1>

... [[] =1 End Time <DateTime: 1>

Caution: In the query condition, spaces are resolved with underscores but not
here, so make sure you insert the underscores as required.

Click OK.
The custom parameter is added to the Report Parameters section.

Report : Report on Assets OB ?

Attributes | Template | Data | Parameters | Jobs | Notes|

Report Parameters

Name Value Use Default

= Common Parameters

Report Format pdf

Page Size Letter [8.5x11in]
Run as User Select a User
Email to

Email addresses

Email Format Send URL

Email Subject SReportiame

= Custom Parameters
=== Hostriame _Starts_with

# Edit... % Remove

Query Parameters

Name Value Use Default
= Table
Time Zone Manager Time Zone
Hostname_Starts_with 14 |i|
Row Limit 10060 [#]

Notice that the default value for the custom parameter in the Query Parameters
section is not picked up in the Report Parameters section. If you want the default
value to be displayed by the prompt, enter the value in the Report Parameters
section.
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6. Click Apply or OK to save the report.

The next time you run the report, the custom parameter will be displayed in the Report
Parameters dialog as in the following example:

Set Parameters |

Name Value

= Common Parameters
Report Format pdf
Page Size Letter [8.5x11in]
Run as User Select & User
Email to
Email addresses
Email Format Send URL
Email Subject SReporthlame
[ Custom Parameters
ImeZone Manager Time Zone
RowLimit

|:| Save Output

’ oK ” Cancel ” Help ]

Based on the example, you can then enter the starting character strings (case-sensitive)
of host names to be included in the report. If a default value is displayed, choose to run
the report with the default or replace the value before running. See "Running and
Managing Reports" on page 448 for more details on how to run a report.

To remove the prompt:

If the report no longer requires a prompt, revert your prompt configurations in this
sequence:

On the report's Parameters tab, select the custom parameter.

Click Remove.

On the report's Queries tab, go to the Conditions tab.

> wnh =

Right-click the condition for the prompt and select Delete.

Defining the Prompt in the Query’s Condition Tab

The following procedure instructs you to create a query condition to associate a prompt
with a specific field used by the query.
1. On the Reports resource, select the Queries tab.

2. Locate the query being used by the report, right-click, and choose Edit Query. This
example uses an asset-based query.

3. Go to the query’s Conditions tab.

4. On the Field Set or CCE panel at the bottom of the tab, locate the field for which you
want to display a prompt, for example, Host Name.
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5. To prompt for a value for the Host Name field:

a.
b.
(o}

Select a logical operator. This example uses StartsWith.
Click the Browse icon (L.._1).

In the Advanced Editor dialog, click the Parameter check box to display the
Prompt and Default Value fields.

In the Prompt field, provide a meaningful name for this prompt. For example, your
prompt can say HostName Starts with to match your logical operator. Notice that
spaces are automatically replaced by underscores.

Enter a default value (case sensitive) which can be changed at report runtime.
The following example on the Advanced Editor dialog uses VA for host names
starting with that string.

< Advanced Editor l&]

Prompt:| Hostriame _starts_with
Default Value: ya

[] Enable Multidine Input

Farameier

| [o]4 || Cancel || Help |

Note: When specifying default values for the prompt, remember that string
values are case sensitive.

Click OK. Click on the field again on the Field Set or CCE panel to save your
condition.

The Console automatically inserts the @ symbol in front of your prompt name,
replaces spaces with underscores, and also adds this condition statement as
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shown:

| Query i juery on Assets ——— —— 08 T
General | Fieisg| Covitors | Local vanaives | Notes

Pahd Condtors | Group Condbons
ﬂ & N I= B rites [ nssets [ virersbiives [ Active st

Edit | summary
I haser coreditians
{}=3
@ ok Heme Bar i Srimlnene_Suah_wifi=va
s
B Sckctafeldset v [ [ /-Gl vaiee... |
L wle| The @ symboal is
{ =i automatically inserted
| = >o and spaces are
i a2 il replaced by
I 7 underscores,
2
il )
| i 2l |
| |l |
Burtien petname_Starts it <Jeesl |
7 £
e

6. Save your query. The condition you just added will be displayed on the report’s
query parameters list. The next step is to add this prompt as a custom parameter in
the report.

Generating Reports with Central European, Cyrillic,
or Asian Fonts

This topic provides setup procedures so reports can display Central European, Cyrillic,
or Asian (Chinese, Japanese, or Korean) character sets.

To generate reports that properly display Central Eurpean, Cyrillic, or Asian
character sets:

1. Configure the operating system and the ArcSight Manager to support the Language
you are using.

2. Make sure you have the Adobe Acrobat Reader 9 or later to view the PDF report.

If the Manager is running on Linux, do the following:

1. Download ARIALUNI.TTF font from the Linux support site.
2. Go to the /usr/share/fonts/ directory and create a subdirectory called /arial.
3. Copy ARIALUNI.TTF to /usr/share/fonts/arial.
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4. Make a backup of the $ARCSIGHT_HOME/reports/sree.properties file.

5. Add this property to sree.properties:
font.truetype.path=/usr/share/fonts/arial.

To generate a report in PDF format to display Central European, Cyrillic, or
Asian characters:

Log in to the ArcSight Console and open the report.

Find the template used by the report.

Edit the template and select Open in Designer.

Edit the fields that need to display these characters.

Set the fonts to Arial Unicode for the fields that display these characters

Save the template and click Apply.

Run the report with PDF format.

Open the generated report (using Adobe Acrobat Reader 9 or later for PDF) to see
these characters.

©® N o gk~ b=

To generate a report in RTF format to display Central European, Cyrillic, or
Asian characters:

1. Log in to the ArcSight Console.

2. Select Edit > Preferences > Global Options.

3. Setthe font to Arial Unicode MS.

Creating Focused Reports

In addition to using the reports already available in the Navigator panel's Reports
resource tree, you can easily make and save refinements to these definitions. These
more narrowly defined or focused reports are also stored in the resource tree, so other
people can also use them.

Focused reports are identical to other reports. They differ only in being useful variations
on already defined reports. You create focused reports when you want to make a
special variation available to other ArcSight users through the Reports resource tree.

Note: A focused report reflects changes made to the report on which it is based.

Micro Focus ESM (7.2 Service Pack 1) Page 428 of 1109



ArcSight Console User's Guide
Chapter 13: Building Reports

Where: Navigator > Resources > Reports

To create a focused report:

1. Right-click the report and select New Focused Report.

2. In the Focused Report Editor, select the Attributes tab and nhame the report. Name
focused reports in a fashion that properly distinguishes them from their originals.

3. Click the Parameters tab and change any of the values as appropriate. These
values are the same ones you set when Running a New or Archived Report.

Tip: You can use Velocity template references for parameter fields that accept
text, as described in "Velocity References for Reports" on page 1099.

4. Click Apply to make changes and keep the editor open. Click OK to store the
definition in the resource tree in the same folder as the original report and close the

editor.

Using Report Templates

Template definitions determine how query and trend data are displayed in a report. You
can edit ArcSight-provided report templates or create your own templates using the
Template Designer Wizard.

A template consists of report design elements, such as headers, footers, title bars,
charts, and tables, arranged on a page according to a layout specification. Templates
can accommodate input from multiple queries and show multiple visual elements, such
as three charts and a table each pulling from a different data source, in a single report.

Use the designer wizard to create and adjust templates to specify which data is
displayed, what visual elements are used (variations on tables, charts, graphs, and so
on), the layout of those elements, the report output file format, and much more.

To navigate to the report templates:

In the Navigator panel, select Reports resource from the drop-down menu and click the
Templates tab.

Report templates are a component of ArcSight Reporting resource tools.
Related topics:

« "Applying a Standard Template to an Existing Report" on the next page
« "Creating a New Report Based on a Template" on page 431
« "Copying a Standard Template" on page 431
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« "Editing a Template" on page 432
« "Building Reports" on page 391

Applying a Standard Template to an Existing Report

Where: Navigator > Reports > Reports tab

1.

a bk N

Double-click the report to which you want to apply a template. Alternatively, you can
select the report, right-click and select Edit Report from the context menu.

This brings up the Report editor in the Inspect/Edit panel.
In the Report editor, click the Template tab for the selected report.
In the Report Template field drop-down menu, select a template.
Click OK to apply the template and close the file browser.

Click OK.

Inspect/Edit

Event: Inspector * EE‘ Repart:¥PH Logins Qutcome Tren. .. ‘\
Attributes * Template \Data \Parameters \Jobs \Notes \

Report Template: [Three Charts Description Landscape

[~]

=127 ATReport Templates
ArcSight Foundation
ArcSight Solutions

Text Components

EHeader EH[77 arcsight System =
-3 1 chart
= B3 2 Charts
Text EH77 3 Charts
Harizontal LB With Table L
Wertical Al - B without Table
Faont E B Three Charts Description Landscape
Faregroun| -5 4 Charts “_=
Backgroun| - Table E
ElFooter w5 Packages
T -3 Personal
= B3 Public ||
Text - Unassigned lhd
Horizontal | K | | Cancel | | Clear |
Wertical Al
Fartt Serif, Plain, 10 -]
Preview

CiPageiofi || E11.0x85in |

Cancel
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Creating a New Report Based on a Template

Where: Navigator > Reports > Templates tab
1. Right-click the template you want to use and select New Report from Template.
This launches the Reports Editor in the Inspect/Edit panel with the chosen template.

2. See "Creating or Editing a Report" on page 396 for details on how to define data for
your report and fine-tune the template by means of the Template tab in the Report
editor for this report.

Copying a Standard Template

An easy way to start customizing a template is to copy an existing template and modify it
to suit your needs.

Where: Navigator > Resources > Reports > Templates tab

To copy a template:

1. Select the standard template you want to copy.
2. Leftclick, and drag and drop the selected template into your user folder.

3. Select Copy from the Drag & Drop Options dialog. A copy of the template is dropped
into your user folder.

Alternatively, you can select the template you want to copy in the Navigator and choose
Edit > Copy from the menus. Then select your user folder and click paste to drop the
template into the folder.

Managing Report Template Groups

This procedure instructs you to create report template groups (folders) to store custom
templates. Report template groups are like any other ESM resource group. By default, if
you create your own templates, the Console adds them in your user folder in the
Reports > Templates tab.
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Where: Navigator > Resources > Reports > Templates tab

To create a report template group:

1. Select the parent template group for your custom template group.

2. Go to "Adding or Editing a Resource Group" on page 714 for related steps.
Caution: For the group's name, do not use special characters like &
(ampersand), * (asterisk), and % (percent). The group hame becomes part of

URIs (uniform resource identifiers), and therefore follows the same restrictions
for URIs in general. The escape character option is not available in this case.

3. Click Apply or OK.

Editing a Template

The Report Designer is powered by InetSoft, which also provides the Report Designer's
online help. Refer to the Report Designer's online help for procedures on how to
customize your own template.

1. Select the Reports resource in the Navigator.

2. Click the Template tab.

3. Right-click a template and choose Launch Designer, or choose Edit Template and
click the Open in Designer button on the Attributes tab for the template editor.

4. Referto the documentation by selecting Help from the designer toolbar.

End-to-End Reporting Examples

This topic includes two examples:

Quick-start example with Report Wizard - An introductory example of how to create a
simple report on the results of a single, stock query with the Report Wizard.

Advanced example - A more in-depth example reporting on the results of several trend-
queries and using a heavily-modified 3-charts template. This example walks you
through creating the following resources for example queries, trend, and report:

« A base query that captures data about number of VPN login attempts per hour.

« A trend that takes the base query as input, executes it, and stores captured data per a
schedule you define.

« Queries that build on the trend to filter on various VPN login outcomes.
« A report that uses the complex queries as data sources and provides visual
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representations of query results in charts and tables based on an ArcSight provided

template.

Even if you do not anticipate immediately having to create these elements from scratch
(ArcSight provides a starter set of stock reporting content), we suggest working through
both the simple example and the more complex one to gain an understanding of how
queries, trends, and templates work together in the context of reporting.

Example of Creating a Simple Report with the Wizard

Where: Navigator > Resources > Reports

1. Right-click your Reports user folder and select Start Report Wizard.
Click Next on the wizard's welcome page.

2. On the Report Name page, enter a name for your report (this example uses My Top
10 Events Report). Click Next.

3. On the Data Sources page, select the Queries tab (if not already selected, and
navigate the Queries tree to choose an existing query. For this example, we select
the Top 10 Events query, which you can find in Queries/Shared/All
Queries/ArcSight Administration/ESM/System Health/Events/Top N Activity

Reports/.

’
< Report Creation Wizard

<§: ArcSight

Configure

Hewlatt Packard
Enterprise

Data Sources

Select data sources to be used in the report.

Queries | Trends [ Active Lists | Session Lists|

Configuration Changes
Event Analysis Overview
Licensing
= [/~ System Health
= 77 Events
|_ g Destination Counts
[ Bl Event Count by Agent Severity
|_ E Event Count by Source Destinat
I_ E Event Mame Counts
Im) E Events by ArcSight Priority (Sum
|_ E Source Counts by Event Mame
Time-Based Event Breakdowns
B [7 Top N Activity Reports
FE Top 10 Events
m) g Top 10 Inbound Events
[ ESl Top 10 Outhound Evertts

< [ n | [

Selected Data Sources
E Top 10 Events

L

Click Next.

4. On the Template page, select a template. For this example, select the Simple Table

Portrait template under /Report Templates Shared/All Report

Templates/ArcSight System/.
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< Report Creation Wizard M

@: ArcSight Temelote

Select a template to use for the report.

Configure

ArcSight Foundation -
ArcSight Solutions
= Ez ArcSight System
i Ackor Conkext Repart
I3 1 chart -
= [7 1 Table
i simple Table Landscape
fdisimple Table Partrait
E 2 Charts
3 2 Tables
[} 3 Charts
E 3 Tables
E 4 Charts
Dowrloads
I3 Personal
Public
Unassigned -

m

[ Page 1of 1 (38.5x 11.0in

Hewlett Packard
Enterprise

4

5. On the Bind page, verify the data source you selected in a previous step. In our
example, we chose the Top 10 Events query.

Click Next.

6. Review the report configuration summary and verify that all previous settings are
reflected here.

7. When you are satisfied with the report configuration, click Finish on the last page of
the Report Wizard.

The Report Editor is automatically displayed on the Attributes tab.

Event Inspector | [ih] Report Editor ‘

Attributes | Template | Data | Parameters | 0= | Nates|
= Report
#* MName My Top 10 Events Report

= Common

External ID

Alias (Display Name)

Description

Version ID

Deprecated
= Assign

Owner

Motification Groups

8. Click Apply or OK on the Report editor to apply the report name and create the
report.

9. The new reportis added to your Reports folder shown in the Navigator.
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MNavigator g ?x

Resources | Packages | Use Cases

[ Reports Cirl+Alt+R W
Reports | Trends | Queries | Templates | Archives
Shortcuts =
B 7 Reports

= [77 admin's Reports
@ My Top 10 Events Report
@,} admin's Running Reparts
= |77 shared
= [77 all Reports
arcsight Administration
(NP = G R AR g it

10. On the Navigator panel Reports tree, open your Reports folder, right-click the new
report and select Run > Report with defaults.

Advanced Reporting Example Overview

We build an example query that shows the number of login attempts on a virtual private
network (VPN). Then, we use the query in a trend to collect data on VPN login attempts
on an hourly basis. Next, we build several more focused queries on top of the trend to
get views into particular slices of the data (all login attempts, successful logins, and
failed logins).

Finally, we use the data results from the queries and trends to create a report. To format
the report, we use one of the ArcSight provided templates.

Start by navigating to the Reports resource in the Navigator panel, then follow these
steps to build the example report:

Note: You need a set of canned VPN login events to properly verify the query and
trend resources created for this example.

Step 1 - Build the VPN Logins Outcome Query

Start by building a base query that captures VPN Login Data to return a count of hourly
VPN login attempts. Following is a summary of configuration details you can use to
create this query. (If you need more general help on creating queries, refer to Building
Queries.)

Query Name and Other General Attributes

Create a new query, name it, and set the required attributes for it on the Query General
tab as shown.
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Query Attributes Value

Name VPN Logins Outcome - Hourly
Query on Event

Start Time $Now - 1d

End Time $Now

Use as Timestamp End Time

Row Limit 10000 (this is the default)
Inspeck /Edit T 7 R

E Query: VPN Logins Qutcome - Hou... |

General | Fields I Conditions I Local Variables I Notesl

H Query
#* Mame WPM Logins Outcome - Hourly
#* Query On Event
#* Start Time SNow - 1d
#* End Time EMow
% Use as Timestamp End Time
% Ruow Limit 10000
Distinct Rows =

Databasze Hint

= Common
Resaource ID (VIR YDMBARCUAGOW +Er0ys@==

Fields to Include in Query Result

On the Query Fields tab, select fields and apply functions as shown to populate columns
in the table of result data.
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Selected
Fields Description

Category Add the Category Outcome field to the Query Structure list by clicking the Add SELECT
Outcome columns link. This enables the Query Structure’s toolbar icons and also opens the SELECT
panel.

Query Structure
& | P | &
From the Field Sets panel at the bottom, select Category\Category Outcome to add it to the

list. This column contains the outcome of each login attempt (success or failure).

Category Add a second Category Column to the Query Structure list to which you will apply the Count
Outcome  function.

(COUNT) To get this, click the Category Outcome column you just added, then click the Duplicate
Column icon on the toolbar. While this duplicate is still selected, click on it to display the
column’s edit panel. Select COUNT from the Function drop-down menu (the first field), then
click the checkmark icon to apply your changes.

O Click to save
fia
i
g
E B ol
Move this column to the top of the list using the arrow on the toobar.
Hour Add the variable called Hour which returns the hour value based on the end time of the event.

To get this variable, on the SELECT panel click the Fields & Global Variables tab. Expand
/All Fields/ArcSight Foundation/Variables Library/Timestamp Formats and select
Hour. This column contains the date and time of the login attempt.

After you click Apply, the Group By list is automatically populated with Category
Outcome and Hour:

E Query:¥PN Logins Outcome - Hou... |

| General | Fields | Conditions I Local Variables I Note5|

Query Structure
B+~ &
SELECT
- Count{Category Qutcome) COUNT
--Category Outcome
""'HUUr
-Add "'SELECT' columns
GROUP BY
--Category Outcome
""'HOUr
--Add 'GROUP BY' columns
ORDER BY

“-Add 'ORDER BY' columns
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Query Conditions

On the Query Conditions tab, define some logical conditions for the login data that
narrow the query result to return only the data you are interested in.

Filter on VPN Logins by specifying that each login attempt must be categorized in a

specific event category and device group:
Category Behavior = /Authentication/Verify

Category Device Group = /VPN

Target User Name Is NOT NULL

Each login attempt must have a target user name value:

Here is how the Field Conditions on this query should look in the display:

Inspect /Edit

=3

*x

E Query: VPN Logins Outcome - Hou... |

Conditions | Local Variables | Notes

Field Conditions | Group Conditions

{3 & 1l '= B riters @ assets @ vuinerabiities [ Active Lis

{7 Event conditions

=4}
B& AND
i@ Category Behavior = [Authentication/Verify

-4 Category Device Group = VPN

----- ® Target User Mame Is NOT NULL

F S 4

f8 |n Conditions Editor I [F] +/- Global variable... ]

Mame Op Condition
Event

ggregated Event C...

0>

Click Apply or OK in the Query Editor to save the new query.

Step 2 - Build the VPN Logins Outcome Hourly Trend

Create a new trend, name it, and set general attributes for it on the trend Attributes tab
as shown. This trend uses the data results from the VPN Logins Outcome Query you
just created. Keep the defaults for trend interval (1 hour to collect data on an hourly
basis) and row limit at 1,000 (it stops collecting data when the table is filled at that limit).
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VPN Logins Outcome - Hourly
VPN Logins Outcome - Hourly

Time when trend is being created in HH:MM:SS

a2

Trend Attributes Value
Name
Query
Enabled On
Trend Interval 1 day
Row Limit 1000 (default)
Offset Collection By 1 day
Trend Schedule
Schedule Frequency Daily
Occurs at
Trend : ¥PMN Logins Dutcome - Hourly
Attributes | Schedule | Parameters | Actions | Note5|
= Trend
#* Name VPN Logins Outcome - Hourly
#* Query VPN Logins Outcome - Hourly
# Enabled
= Data Collection
Trend Interval 1day(s)
Row Limit 1000
= Advanced
Offset Collection By 1day(s)
Refresh Data After Mone
Partition Size WEEKLY
Partition Retention Period (in days) 180

Under Data Fields, you can see the fields the trend is getting from the query initially
reflected with the original field names: TimeStamp, Count(Category Outcome), Category
Outcome, and Hour. For readability, change the first two fields to the aliases Time and
Number of Logins as shown below (double-click on the actual field name and type over

the existing name).

Data Fields
Name Use Index

Time:

Number of Logins

Category Outcome

|| Hour

[~ 1~]

Summary

Occurs Daily every 1 days(s) at 12:51:56 PM.
Schedule will start on 9/30/16 12:41:08 PM.

| EReﬁeshTrendRuns || ETest | | || Cancel || || Help |
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From here, you can test the trend to ensure you are getting correct data. To do this, click
the Test button on the trend Attributes tab. The Test Trend dialog returns an example
result set. For each row, the Trend should return Timestamp, count of login attempts,
Category Outcome (Attempt or Failure), Hour (from the Hour variable).

Trends also have schedules. On the Trend Schedule tab, define a schedule that
specifies how often you want to run the trend. For the example, define this one to run
every hour on the hour (Hourly, every 1 hour at “0 minutes after”).

A trend's range defines when to start and terminate the data collection.
The trend starts as you specified and keep going until it is manually terminated.

Here is the data collected from a trend that ran hourly for a few days. You can view
result data from your trend in the grid view by selecting the trend in the Navigator and
clicking the Data Viewer for it in the right-click menu.

Yiewer o ? x
m Time Mumber of Logins Category Cutcome Hour

27 Jul 2016 12:48:26 PDT |26 IAaktempt 12 -
27 Jul 2016 12:48:26 PDT (100 fAttempt 13

27 Jul 2016 124826 PDT |12 IFailure 12

27 Jul 2016 12:43:26 PDT |47 IFailure 13 L |
27 Jul 2016 12:43:26 PDT (13 ISuccess 12

27 Jul 2016 12:43:26 PDT |54 ISuccess 13

28 Jul 2016 08:48:26 PDT |22 1Atkempt 3

28 Jul 2016 08:48:26 PDT (80 1Atkempt el

28 Jul 201608:48:26 PDT |10 IFailure 3

28 Jul 201608:48:26 PDT |38 [Failure El

28 Jul 201608:48:26 PDT |12 [Success 3

28 Jul 201608:48:26 PDT |42 ISuccess 9

28 Jul 2016 09:43:26 PDT |23 1Attempt el

28 Jul 2016 09:48:26 PDT |78 TAttempt 10

28 Jul 2016 09:43:26 PDT |13 IFailure el

28 Jul 2016 09:48:26 PDT |35 IFailure 10

23 Jul 201609:43:26 PDT (11 ISuccess el

23 Jul 201609:48;26 PDT |42 ISuccess 10

When you are satisfied that the trend is set up correctly, click Apply or OK in the trend
Editor to save the trend.

Step 3 - Filter the Trend Data (Login Attempts, Successes,
Failures)

You can further refine the VPN login query data by creating separate queries based on
the trend, each of which capture information a particular aspect of VPN login events.

Developing several trend-based queries like this (to show different data slices of
common scenarios), gives you a rich set of data views from which to run reports later.

Create three more queries all of which use the original trend as their data source, and
then further filter the data to show only attempts, failures, or successes, respectively.
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Use each of these queries, Attempt, Failure, and Success, to further filter the login data
captured in the trend:
« Login Outcome Trend Query - Attempt
« Login Outcome Trend Query - Failure
« Login Outcome Trend Query - Success
As an example of how this is done, here are the details for creating one of these; the
Failure Query definition.
1. Create a query and name it Login Outcome Trend Query - Failure.

2. As the query's data source type (Query On), select Trend and select the VPN Logins
Outcome - Hourly trend.

3. Inthe Query Fields tab, select the same fields as in the original query to populate
columns.

E Query:VYPN Legins Outcome - Hou... |

| General | Fields | Conditions | Local Variables I Notesl

Query Structure

B~ |d

ISELECT

Count{Category Outcome) COUNT

Category Outcome

'H our

~-pdd 'SELECT' columns
GROUP BY

~-Category Outcome

~Hour

~-Add 'GROUP BY' columns
'ORDER. BY

“-Add 'ORDER BY' columns

4. On the Conditions tab, specify Category Outcome = /Failure. The query only
returns the login attempts that failed.

| General I Fields|| Conditions |I_oal Variables I Nohes|
[

Field Conditions | Group Conditior15|

u & Il 1= .Filhers B Assets @ vulnerabiities [ Active Lists

(5% Trend conditions

e-{}

----- @ Category Outcome = [Failure

AW
[J |select a Field Set - B +/- Global variable. ..

2
S

MName Op Condition
rend
ategory Outcome = [Failure
ategory Outcome
lour

umber of Logins
ime

<=l
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5. Save your changes. You have now built a query that reports on failed VPN login
trends.

6. Create the other two queries:
Login Outcome Trend Query - Attempt
Login Outcome Trend Query - Success

Follow the same procedure, specifying the appropriate Category Outcome condition
for each.

You are ready to report on the trend data.

Step 4 - Create the VPN Logins Outcome Report on Trend
Data

You can leverage multiple data sources in your report. For this example, you can use all
three of the VPN Login trend-based queries you just built to create a report.

On the Reports tab, create a new report in your user folder and name it VPN Login
Outcome Trend.

Choose a Template and Bind it to Result Data

A Template defines the visual constructs of a report such as layout, portrait or
landscape, number of tables, number and types of charts, placeholders for text areas,
and so on. You can find the ArcSight provided templates under Report
Templates/Shared/All Report Templates/Arcsight System/.

In the Editor (Inspect/Edit panel) for your new report, click the Template tab and select
the Three Charts Landscape to use as the Report Template. (Look in the drop-down
tree under 3 charts/Without Table/ to find this template). In the preview panel you can
see what the report template looks like. Double-click the template preview to open itin
the viewer. Here you can see what the report looks like before adding the data.

Micro Focus ESM (7.2 Service Pack 1) Page 442 of 1109



ArcSight Console User's Guide

Chapter 13: Building Reports
Inspect/Edit =1
[i11] Report Editor
| Attributes | Template | Data | Parameters | 1o5= | Notes |
# Report Template: |Simple Table Portrait -
Text Attributes Arcsight Salutions -
(=1 777 ArcSight System
[@ [ Ackor Context Report
v I3 1 chart
ame = [77 1 Table
E Header Ij Simple Table Landscape
Text [ Simple Table Portrait
Horizontal Aligrn E 2 Charts
Vertical Alignme E)‘ Z Tables
Font (=l [ 3 Charts
Foreground Col EA with Table
Background Col £ [77 without Table
Three Charts Landscape
Preview E 3 Tables
I3 4 Charts
Downloads hd
[ ok ][ cancel
CiPage 1of 1 B38.5x11.0in || ]« 3
(o e 1o o]

On the Reports Data tab, you can bind each of the three charts in the template to each of
the VPN login “trend” queries. (The data source type for each of these charts is a query,
but remember that each of the queries uses a trend as its data source, which, in turn,
was built on our original query.)

Chart Description

Chart « Onthe Report Data Chart 1 tab, select Login Outcome Trend Query - Attempt as the data
1 source for the first chart. This query returns the number of login attempts over the last hour.

« F

or Chart Type, select a line chart.

o Onthe Data X-Axis tab, add the Hour value to the Selected Columns. This displays the Hour
value on the horizontal axis.

o Onthe Data Y-Axis tab, place the Number of Logins (Category Outcome with “Count” applied to
it) in Selected Columns. This displays the count of login attempts on the vertical axis.

Chart Onthe Report Data Chart 2 tab, select Login Outcome Trend Query - Failure as the data
2 source for the second chart. This query returns the number of failed logins per hour.

Configure this chart also to show the Hour value on the X (horizontal) axis, and the number of failed
logins onthe Y (vertical) axis.
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Chart Description

Chart Onthe Report Data Chart 3 tab, select Login Outcome Trend Query - Success as the data
3 source for the third chart. This Query returns the number of successful logins per hour.

Specify the same assignments as the other charts for X and Y axis.

Tip: You can click Apply to save the new Report and then continue working. ltis a
good idea to save frequently.

Use Custom Parameters

On the Report Parameters tab, you can view all the common parameters for the report
(in Report parameters area), and all the parameters required for each chart (in Query
Parameters area).

You can also provide Custom parameters. You can use Custom parameters to tie
together similar parameters from multiple queries for one consistent value. For example,
we could do this with Start Time and End Time.

Use Custom Parameters to tie together similar parameters (like Start Time and End Time)
from multiple queries for one consistent value.

Query Parameters

Mame Value Use Default
El Chart3 -
Time Zone Manager Time Zone
Row Limit 25
Start Time
= End Time
El Chart2
Time Zone Manager Time Zone
Row Limit 25
0 Start Time
End Time
Chart1
Time Zone Manager Time Zone
Row Limit 25
Start Time
— End Time

FEE

m

QEE

JEE

Create a new Custom parameter called “start_time”:

Click the Add button on the Parameters tab, and create a new parameter called start_
time to prompt for Start Time field values. Map it to “Start Time” for all three charts (Chart
1, Chart 2, and Chart 3).
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Name: | start_time

Map to Parameters

@ Chart3

|:| E=1 Time Zone <ReportTimeZoneEnumeration >
- [] == Row Limit <Integer>

- [¥] = Start Time <DateTime=

. [7] == End Time <DateTime:

@ Chart2

|:| =1 Time Zone <ReportTimeZoneEnumeration >
|:| E=1 Row Limit <Integer >

- [ = Start Time <DateTime:

|:| E=l End Time <DateTime =

(o] Chart1

|:| E=1 Time Zone <ReportTimeZoneEnumeration >
|:| E=1 Row Limit <Integer >

g5 tart Time <DateTime >

.. [[] == End Time <DateTime>

The custom parameter is added to the list of report parameters under Custom
Parameters.

Similarly, add an End Time by adding a new parameter called “end_time” and map it to
End Time for all three charts.

On the Parameters tab under Custom Parameters, use the drop down menus to choose
the following values for your new parameters:

« Setstart_time to $Now-1d
« Setend_time to $Now
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Report : ¥PN Login Outcome Tre o w4
Attributes | Template | Data | Parameters | Jobs | Notes|

Report Parameters

Name Value IUse Default

= Common Parameters -
Report Format pdf b
Page Size Letter [8.5x11in]
Run as User Select a User
Email to =
Email addresses
Email Format Send URL
Email Subject SReportame

= Custom Parameters
StartTime SNow - 1d -

# Edit... #® Remove

Query Parameters

Mame Value Use Default

El Chart3 -
Time Zone Manager Time Zone T
Filter by Select a Filter
Reow Limit 25 £
Start Time shiow - 1d
End Time shiow

= Chart2
Time Zone Manager Time Zone
Filter by Select a Filter
Row Limit 25 <

Click Apply or OK in the Report Editor to save the new report.
Step 5 - Run the Report

Where: Navigator > Resources > Reports

To run the report:

1. Right-click the VPN Login Outcome Trend report.
2. Select Run > Report with defaults.
The report will now have three charts each showing a different slice of the data:

« Number of login attempts
« Number of failed logins
« Number of successful logins
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... we now have a report with three &l
| charts....
p

VPN Logins Outcome - 05-05-2008

Mumber of Logins - Atbempt

o

&

i

B 1 2 1 4 3 13 T e L - L L N - Bt

Number of Logins - Success
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This topic describes how run and manage various types of reports. Information is
included on working with ad hoc reports, archived reports, focused reports, delta reports,
and scheduled reports. The topic on Running Reports includes detail on setting report
parameters at run-time. Also included is information on how to import and export reports,
and work with report groups.

Defined reports are usually run on a schedule and their output archived automatically.
But there are also many occasions when you need to run the basic report types directly.

See also "Building Reports" on page 391 for an overview of all reporting tasks and tools,
including how to develop new reports, queries, or trends using a provided template.

Tip: Best practices

» By default, you can run up to four reports at the same time. The number of reports
allowed to run simultaneously is a configurable parameter on the Manager in
ARCSIGHT_HOME/config/server.properties through the setting

report.maxconcurrentinteractivereports = <number>

If the number is exceeded, each report will be placed in queue and will be run in
the order they appear. Refer to the ESM Administrator’s Guide’'s Configuration
section, topic on Managing and Changing Properties File Settings.

« Ifyou are having problems running a large or complex report, refer to the topic
"Running Large or Complex Reports" on page 458.

« If you are having problems running PDF reports with Asian fonts, see the topic
"Generating Reports with Central European, Cyrillic, or Asian Fonts " on
page 427.

« If a report does not show up as expected, try restarting the Console and running
the report again.

Running a Report

When you run reports, you most often use an existing report definition; or a copy of a
report already defined, run, and archived for later use. Defining new reports is a
separate topic described in Creating a Report. Please see also "Archiving a Report" on
page 461 and "Scheduling Report Tasks" on page 463.
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Tip: If you are having problems running a large or complex report, refer to the topic
"Running Large or Complex Reports" on page 458.

If you are having problems running PDF reports with Asian fonts, see the topic
"Generating Reports with Central European, Cyrillic, or Asian Fonts " on page 427.

Where: Navigator > Resources > Reports

To run a defined report:

1. Select the report you want to run.

2. Right-click and select Run with one of the report-type options described below:
Report
Type Description

Report  Run the report, but with the opportunity to edit its current parameters (if present). If you
choose this option, the Report Parameters dialog is displayed before the report is run. You
can override the default report parameters for just this run of the report.

Report  Run the report directly, using its defined parameters, if present. For focused reports, this is
with the only option.
defaults

Delta For reports based on bar charts, run the report after selecting another report as the
report comparison for the delta.

3. In the Report Parameters dialog, enter settings in Common Parameters and Custom
Parameters sections as appropriate.

Note: Use the dialog to override any predefined parameters for the report, but
only for this particular run.
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Report Parameter Values

Common

Parameters Description

Report
Format

Page Size

Run as User

From the drop-down menu, select one of the following report output formats:
o pdf - Outputs the report as an Adobe PDF file.

« Xls - Generates a Microsoft Excel file for tables and charts.

Note: XLS reports you run with Microsoft Excel 2002 might have page break format
problems (misalignments, column spillover) due to default page size settings in
Excel. To correct this problem, open the resulting XLS report in Excel, choose

File > Page Setup from the menus, change the paper size to Letter (instead of
Legal), and click OK to save your changes. The report has the appropriate page
break formatting. This problem does not occur in newer versions of Microsoft Excel.

Note: XLS report formats display speedometer charts as pie charts. This is a known
limitation in Microsoft Excel.
o rtf - Produces a rich-text format document.

o csv - Creates tabular data as a list of comma-separated values.

Note: Reports generated in CSV format are not the full equivalent of exports to other
formats like PDF or HTML. CSV format is useful for loading report data into a
spreadsheet for further manipulation. Since CSV is meant to contain tabular data,
only the table data of a report is normally useful. Therefore, ArcSight exports only the
table data portion of a report to CSV format, ignoring any other report information
such as charts or text, including report titles.

« html - Generates the report in a Web page displayed by the default web browser.
Note: Running a report with a huge row limit (10,000 rows) in HTML format may
cause the browser to be unresponsive. In such cases, run the report in PDF.

Your selection affects your choice for e-mail formats. See description for Email Format,
another report parameter, in this table.

The output file is created at report runtime and is stored in the Archived Report Group
corresponding to the report’s group. See the Archives tab on the report’s edit panel.

From the drop-down menu, select a paper size.

This option is not available for case reports.

Run the report as a particular user. From the drop-down menu, select the user name by
which you would like to run the report.

For example, this option would allow an administrator for a Managed Security Service
Provider (MSSP) to run report for a customer. The administrator would need write
permissions to the user.
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Report Parameter Values, continued

Common

Parameters Description

Email to

Email
addresses

Email
Format

Email
Subject

You can have the report sent as e-mail to one or more ArcSight users.

From the drop-down menu, select the Console users to whom the report should be e-
mailed. The selection list is read from the Users resource).

The recipient will only see his or her user name in the To field even if there are multiple
recipients for this report.

Handling empty reports: If you are emailing reports, empty reports will also be sent.
This is determined by the server property, report.scheduler.notify_empty_
reports, which is set to true. If you do not want empty reports to be sent, add the
property to the server.properties file and change the setting to false. Follow the
instructions in the ESM Administrator’'s Guide on how to edit this file. The details are in
the guide’s topic, "Managing and Changing Properties File Settings."

Send the report to one or more comma-separated or semicolon-separated e-mail
addresses. This option does not require the recipient to be an ArcSight user.

Note: The recipient will only see his or her e-mail address in the To field even if there
are multiple recipients for this report.

Specify how the report is to be accessed by the recipient.

o Select Send URL if you want to point users to the report. Use this option if the
report is large and is saved (archived) to a network-accessible location

You can provide URLs for all report formats: PDF, XLS, RTF, CSV, and HTML.

« Select Attach Report if you want to send the report directly to the user's e-mail box.
You can only attach PDF, XLS, RTF, and CSV report formats.

o Select Attach Compressed Report if you want the PDF, XLS, RTF, or CSV report
to be compressed (zipped) first before mailing.

« If youwant to display the report on the e-mail message body so that the recipient
immediately sees the report upon opening the e-mail, select Embed Report.

You can only embed CSV and HTML report formats.

Note: The notification automatically uses the URL if you select an email format for an
unsupported report format, or if the attachment is too large to be sent. You can adjust
the maximum attachment size up to 100 MB with the property,
report.upload.maxFileSize. Set this property to the size you want in the
server.properties file. Refer to the ESM Administrator's Guide for procedures to edit
properties files.

Specify the subject on the notification. Defaults to the report’s Name attribute (denoted
by $ReportName). If you want to use a customized subject, type the text eitherin
addition to the default or replace the default text entirely.

4. Click Save Output if you want to save a copy of the report to disk.

If you select this option, additional archive parameters are displayed. You can
override any of these defaults also. You can:
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« Change the group in which to archive the report.
« Provide a report name other than the default.

« Specify an expiration time at which to discard the report from the archive. By
default, the report is saved in the archive for 6 months from the time it was run.

Tip: You can use Velocity template references for fields that accept text, such
as Archive Report Name and Archive Report Expiration Time. See "Velocity
References for Reports" on page 1099 for details.

5. In the Report Parameters dialog box, enter new parameters if available and
appropriate.

6. Click OK.

7. In the options dialog box click Open to open the report, Save to choose a location
and format for the output file, or Cancel to quit. The Save option applies to all but
HTML files.

Running a Delta Report

Purpose:

To show the difference between two sets of parameters of an existing report within a
single comparative report. You can also set up a delta report to run and archive on a
schedule. See also "Archiving and Scheduling Reports" on page 461 and "Scheduling
Report Tasks" on page 463 for more information.

Requirements:

« Delta reports are available only for reports with a bar, 3D bar, or inverted bar chart.
« The report must contain one chart only (no tables).

« The X andY axis must have at least one column each, and no Z-axis.

o The chart must not have any summary function or top N filter applied.

For more information about creating reports with these characteristics, see the "Binding
Data to the Report" on page 401.

Where: Navigator > Resources > Reports

1. Right-click a report and select Run, then Delta Report.

2. Select the parameters for the first report, select a report format from the drop-down
menu, and click OK.

3. Select the parameters for the second report and click OK.
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4. Select Save Output if you want to save a copy of the report to disk.

If this option is selected, additional archive parameters are displayed. You can
override any of these defaults also. You can select a group in which to archive the
report, provide a report name, and specify an expiration time at which to discard the
report from the archive. By default, the report is saved in the archive for 6 months
from the time it was run.

Tip: You can use Velocity template references for fields that accept text, such as
Archive Report Name and Archive Report Expiration Time. See "Velocity
References for Reports" on page 1099 for details.

The Report Viewer appears and displays the delta report. The report shows the
difference between two sets of parameters used on a single report. The report also
shows the data for each of the parameters.

When a delta report is run or archived, an internal event is sent to the ArcSight Manager.
This event contains the following data fields and values:

Delta Report Event-
data Field Description

Event Name Delta Report Generated (Report: <ReportNames), where <ReportNames is the
name of the report.

Running Reports from a Grid View

You can define reports on demand based on specific events in grid views in the Viewer
panel:

« "Running a Rule Context Report" below

« "Running an Event Context Report" on the next page
« "Running a Channel Report" on the next page

« "Running a Query Viewer Report" on page 455

Running a Rule Context Report

ESM generates a correlation event when a rule finds matching base events and triggers
an action.

Purpose:

To generate a report containing the selected correlation event and associated base
events that caused the rule to trigger.
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Procedure:

In a grid view, select a correlation event marked with a Flash icon (-‘).
Right-click it and select Report > Rule Context Report.

In the Report Parameters popup, enter the time, in minutes, before and after this
event's occurrence and click OK.

You can choose to Open or Save the report file.
A report showing the correlation event and the events that triggered the rule

appears.

Running an Event Context Report

Purpose:
To generate a report that includes the events that occurred within a specified time before
and after the event you select in the grid.

P

1.

rocedure:

In a grid view, select an event.

2. Right-click and choose Report > Event Context Report.
3. In the Report Parameters popup, enter the time, in minutes, before and after this

event's occurrence and click OK.

4. You can choose to Open or Save the report file.

Running a Channel Report

Purpose:
To generate a report that includes all events in the channel, not just the selected event.

Procedure:

1. Inagrid view, select an event.
2. Right-click and select Report > Channel Report.

The Report Parameters popup is displayed, and its fields are automatically
populated with the event data fields. You can enter new parameters to limit or

extend the report.
3. Select a Report File Format from the drop-down menu.
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4. Click OK.
5. You can choose to Open or Save the report file.

Running a Query Viewer Report

Purpose:

To generate a simple report based on query viewer results, therefore providing a
convenient way to share the result data.

Query viewer reports are limited to displaying data from the single query covered by the
query viewer and retain the format of the chart or table in which the query viewer results
are displayed.

Tip: On row limits

The report display format is based on the display chosen for the query viewer result.
For example, if you chose to view query data as a pie chart, the generated report
shows the same pie chart view. To generate a report showing results for the same
query as a bar chart or table, you must then re-run the query viewer (<Query Viewer>
> View Data as) in one of those formats, and then generate the report from that view.

The report contents might not include as much data as the query viewer result
shown in the Console for these reasons:

« Reports on pie charts and bar charts have a default row limit of 25 up to 99 rows
as the maximum. This is user-configurable. You can set a higher or lower row limit
on the Report Parameters dialog you get when you run the report. (See the
procedure below.)

« Reports on tables can accommodate up to 10,000 rows.

To generate a report on a query viewer:

1. Right-click the query viewer results table or chart (anywhere in the Viewer panel)
and select Report.

2. Specify the options on the Report Parameters dialog or take the deaults and click
OK.
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Report Parameter Values

Common

Parameters Description

Report
Format

Page Size

Run as User

From the drop-down menu, select one of the following report output formats:
o pdf - Outputs the report as an Adobe PDF file.

o XIs - Generates a Microsoft Excel file for tables and charts.

Note: XLS reports you run with Microsoft Excel 2002 might have page break format
problems (misalignments, column spillover) due to default page size settings in
Excel. To correct this problem, open the resulting XLS report in Excel, choose

File > Page Setup from the menus, change the paper size to Letter (instead of
Legal), and click OK to save your changes. The report has the appropriate page
break formatting. This problem does not occur in newer versions of Microsoft Excel.

Note: XLS report formats display speedometer charts as pie charts. This is a known
limitation in Microsoft Excel.

o Itf - Produces a rich-text format document.

« csv - Creates tabular data as a list of comma-separated values.

Note: Reports generated in CSV format are not the full equivalent of exports to other
formats like PDF or HTML. CSV format is useful for loading report data into a
spreadsheet for further manipulation. Since CSV is meant to contain tabular data,
only the table data of a report is normally useful. Therefore, ArcSight exports only the
table data portion of a report to CSV format, ignoring any other report information
such as charts or text, including report titles.

« html - Generates the report in a Web page displayed by the default web browser.

Note: Running a report with a huge row limit (10,000 rows) in HTML format may
cause the browser to be unresponsive. In such cases, run the report in PDF.

Your selection affects your choice for e-mail formats. See description for Email Format,
another report parameter, in this table.

The output file is created at report runtime and is stored in the Archived Report Group
corresponding to the report’s group. See the Archives tab on the report’s edit panel.

From the drop-down menu, select a paper size.

This option is not available for case reports.

Run the report as a particular user. From the drop-down menu, select the user name by
which you would like to run the report.

For example, this option would allow an administrator for a Managed Security Service
Provider (MSSP) to run report for a customer. The administrator would need write
permissions to the user.
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Report Parameter Values, continued

Common
Parameters Description

Email to You can have the report sent as e-mail to one or more ArcSight users.

From the drop-down menu, select the Console users to whom the report should be e-
mailed. The selection list is read from the Users resource).

The recipient will only see his or her user name in the To field even if there are multiple
recipients for this report.

Handling empty reports: If you are emailing reports, empty reports will also be sent.
This is determined by the server property, report.scheduler.notify_empty_
reports, which is set to true. If you do not want empty reports to be sent, add the
property to the server.properties file and change the setting to false. Follow the
instructions in the ESM Administrator's Guide on how to edit this file. The details are in
the guide’s topic, "Managing and Changing Properties File Settings."

Email Send the report to one or more comma-separated or semicolon-separated e-mail
addresses addresses. This option does not require the recipient to be an ArcSight user.

Note: The recipient will only see his or her e-mail address in the To field even if there
are multiple recipients for this report.

Email Specify how the report is to be accessed by the recipient.

Format « Select Send URL if you want to point users to the report. Use this option if the

report is large and is saved (archived) to a network-accessible location
You can provide URLs for all report formats: PDF, XLS, RTF, CSV, and HTML.

« Select Attach Report if you want to send the report directly to the user's e-mail box.
You can only attach PDF, XLS, RTF, and CSV report formats.

« Select Attach Compressed Report if you want the PDF, XLS, RTF, or CSV report
to be compressed (zipped) first before mailing.

« If you want to display the report on the e-mail message body so that the recipient
immediately sees the report upon opening the e-mail, select Embed Report.

You can only embed CSV and HTML report formats.

Note: The notification automatically uses the URL if you select an email format for an
unsupported report format, or if the attachment is too large to be sent. You can adjust
the maximum attachment size up to 100 MB with the property,
report.upload.maxFileSize. Set this property to the size you want in the
server.properties file. Refer to the ESM Administrator's Guide for procedures to edit
properties files.

Email Specify the subject on the notification. Defaults to the report’s Name attribute (denoted
Subject by $ReportName). If you want to use a customized subject, type the text either in
addition to the default or replace the default text entirely.

Tip: If you click Save Output on the Report Parameters dialog, you get additional
options for setting the archived report under the Save Output Parameters section.
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When the report is ready, a dialog gives you the option of opening it to view it now or
saving it to a location you specify through a file browser.

3. Select Open to view the report or Save to save it in a specified location.

Running Large or Complex Reports

A very large report (for example, a 500 MB PDF report) might require so much virtual
machine (VM) memory that it can cause the ArcSight Manager to crash and re-start. To
prevent this scenario, you can set up the Manager to expose a special report parameter
for generating the report in a separate process. The separate process has its own VM
and heap, so the report is more likely to finish. Even if the allocated memory is still not
enough, the report failure will not crash the Manager. This option must be set up on the
Manager to expose it in the ArcSight Console report parameters list.

The default server property is report.canarchivereportinseparateprocess=false. You
need to change this to true.

The steps are as follows:

1. Referto the ESM Administrator's Guide. In the Configuration chapter, follow the
instructions in the topic on Managing and Changing Properties File Settings, Editing
Properties to add the property. Make sure to restart the Manager after making
changes.

After setting the property to true, you will now have the ability to set the report
parameter on the ArcSight Console.

2. On the ArcSight Console, open the report that you want to run in a separate process
in the Report Editor, and click the Parameters tab. Set the parameter Generate
Report In Separate Process to true.

3. Run the report. The report should run like a normal report, but it does not consume
the resources of the Manager VM. See notes below for more information.

Tip: Here are more tips about the property described in this topic.

« Ifareportis saved with the parameter set to true, the report is archived as a
separate process even if the property
report.canarchivereportinseparateprocess in server.properties is set
back to false later on.

« This property indicates whether reports are allowed to be archived in a
separate process. When this property is set to true, the option to run and
archive the report in a separate process is available in the common properties
in the Report Editor. Setting the value to true causes the report to be archived
in a separate process. The benefit of archiving a report in a separate process
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is to avoid consuming Manager resources and potentially crashing the
Manager.

« Use this parameter only in special circumstances as needed. For example, if
archiving a report is causing the Manager to crash then you might apply this
solution. Generally, if a report contains tables that have more than 500,000
rows with 4 or 5 columns per row it is likely that the report is large enough
over-tax the Manager VM memory. However, the threshold may vary
depending on the Manager heap size and the details and data in the tables so
itis best to only resort to this solution if you encounter problems archiving a
particular report.

Moving and Copying Reports

Purpose:

To move or duplicate report definitions to better organize your work, to publish your
definitions, or to make editable copies of enterprise reports.

Where: Navigator > Resources > Reports

Procedure:

1. Drag and drop the report into another group.

2. Select Move to move the report, Copy to make a separate copy of the report, or Link
to create a copy of the report that is linked to the original report.

If you select Move, the resource or resource group moves to the new location. If you
select Copy, you create a separate copy of the resource or resource group that will not
be affected when the original resource or resource group is edited. If you select Link,
you create a copy that is linked to the original resource or resource group. Therefore, if
you edit a linked item, whether the original or the copy, all links are also edited. When
deleting linked items, you can either delete the selected item or all linked items.

Importing and Exporting Reports

To import and export reports across compatible ESM systems, use the Packages
feature. See "Managing Packages" on page 733 for details.
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Managing Report Groups

Report groups store similar reports, and control access to reports, using access control
lists (ACLs). When editing access control permissions, permissions given to a report
group are also given to all groups and reports within that group.

Groups and reports can be managed with drag and drop functionality. You can move or
copy groups and reports into other groups from the Reports resource tree. If a group is
deleted, the reports within that group are also deleted.

Caution: Do not exceed more than 10,000 resources in a group.

Where: Navigator > Resources > Reports

To create a report group:

1. Right-click a Reports group and select New Group.
2. Enter areport group name in the text field.
3. Press Enter.

To rename a report group:

1. Right-click a Reports group and select Rename.
2. Inthe “name” text field, rename the group.
3. Press Enter.

To edit a report group:

1. Right-click a Reports group and select Edit Group.
2. In the Report Editor, edit the Name and Description text field.
3. Click OK.

To move or copy a report group:

Note: To copy multiple resources at once, use Copy and Paste. You can drag and
drop only one resource at a time.

1. Drag and drop the Reports group into another Reports group.

2. Select Move to move the group, Copy to make a separate copy of the group, or Link
to create a copy of the group that is linked to the original group.
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If you select Move, the resource or resource group moves to the new location. If you
select Copy, you create a separate copy of the resource or resource group that will not
be affected when the original resource or resource group is edited. If you select Link,
you create a copy that is linked to the original resource or resource group. Therefore, if
you edit a linked item, whether the original or the copy, all links are also edited. When
deleting linked items, you can either delete the selected item or all linked items.

To delete a report group:

1. Right-click a Reports group and select Delete Group.
2. Click Yes.

Archiving and Scheduling Reports

You can schedule reports to archive automatically using the scheduler. The scheduler
accepts multiple schedules by year, month, week, day, or hour. For example, a report
can be archived automatically on the first of January at both 5 AM and 6 PM. The
scheduler sends e-mail notifications informing users when a scheduled report has been
archived.

Archiving a Report

Note: If you do not want to archive empty reports:

By default, the scheduler archives reports even if they are empty. If you do not want
this behavior, enter this property in server.properties:

report.scheduler.archive_empty reports=false

Refer to the Administrator’s Guide’s Configuration section, topic on Managing and
Changing Properties File Settings, for instructions on how to change settings

properly.
Where: Navigator > Resources > Reports

To archive a report:

1. Right-click the report and select Schedule for Archiving > Report.
The report editor opens at the Jobs tab.
2. Click Add and select either Schedule Report or Schedule Delta Report.

Tip: The option to Schedule a Delta Report job is available only for certain
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types of event-based reports, and only when a previously-run report is available
in the archives. Otherwise, clicking Add on the Jobs tab takes you directly to the
job scheduler to schedule a standard report. For more information about delta
reports, see "Running a Delta Report" on page 452.

3. Enter a name and description for the job.

4. In the Jobs scheduler, click the link labeled Click here to set up schedule frequency
to open the Job Frequency dialog, and configure the schedule.

- =
< Job Frequency ﬁ

Schedule Frequency
i@ Hourly Every |1 hour{s) at | 05 minutes after

() Daily
) Weekly
() Monthly

() Yearly

Schedule Range
Startt  30ct 2016 13:13:05 POT b

End: i@ Mo End date

@ End on |3 Oct 2016 13:13:05 PDT

| oK || Cancel || Help |

e

In the Job Parameters section, select or enter values for the parameter fields as
necessary. For date parameters, enter values in the text fields, click the drop-down
arrows or click the time buttons to select a time range. For time data, you can enter a
specific value, such as 8:54:00 AM or you can use special timestamp variables.

Click OK to save changes to the Job schedule.

To view all scheduled jobs, click the Open scheduled jobs list tool button (‘3 )- The
scheduled tasks are listed in the Viewer panel under “Current Jobs.”

For more information on setting up and viewing scheduled jobs, see "Scheduling
Report Tasks" on the next page.

5. Back in the report editor Jobs tab, under the Job Parameters section, enter values
for the report parameters by clearing the Use Default check marks, or keep the
defaults. You can set the report format, e-mail options, output parameters, start and
end times, and so on. These are the same parameters described in "Setting Default
and Custom Report Parameters" on page 418.

If you chose any parametized condition while creating this report, that condition is
displayed at the top of the tab. An example of a parameterized condition is: detect
time between $CurrentDate-1d and $CurrentDate. If such parameters exist, they are
used for both immediate as well as scheduled generation of reports. While
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scheduling reports for archiving, these parameters are displayed in the Edit
Parameters Ul. Itis possible to independently modify the dates specified in the
parameter text fields. in addition to relative dates, you canspecify absolute dates as
parameter values. Examples of valid absolute dates are: 01/01/2015 and
01/01/2016 11:00:00 AM.

6. Click Apply or OK on the report Editor to save your changes for this report.

Displaying an Archived Report

Where: Navigator > Resources > Reports > Archives tab

Right-click an archived report and select Show Archive Report.

Scheduling Report Tasks

You can schedule some tasks to occur automatically. Specifically, this feature is
available for archiving reports individually or by group, for taking Pattern Discovery
snapshots, and for scheduling rules. This topic discusses the scheduler as it relates to
scheduling reports .

Topics include:
« "Scheduling Individual-Report Archiving" below
« "Scheduling Report Archiving by Resource Group" on page 465

« "Standard Time Transitions" on page 465

For more information on job scheduler in general, see also "Job Scheduler" on
page 1010.

Scheduling Individual-Report Archiving

Where: Navigator > Resources > Reports

To schedule archiving of individual reports:

1. Right-click the report you want to schedule.

2. Select Schedule for archiving, then Report or Delta Report for delta reports.
The report editor opens at the Jobs tab.

3. Click Add.

4. Enter a name and description for the job.

5. In the Job Parameters section, select or enter values for the parameter fields as
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10.

11,

12.
13.
14.

15.

necessary.

In the Summary section, click the link labeled Click here to set up schedule
frequency.

In the Job Scheduler dialog, select the desired frequency and enter the associated
settings:

Option Description

Schedule Choose a timing for the schedule. The typical choices are self-explanatory: Hourly, Daily,

Frequency Weekly, Monthly, and Yearly. For each timing, enter additional settings such as
occurrence (Every) and time. For Monthly, also specify the day of the month. For Yearly,
specify the month and date.

Caution: If you are scheduling a yearly report on a leap year and you choose February 29
as the month and date, the Console will not save your setting. To ensure that yearly
reports are covered on leap years, choose a different date; or choose either February 28 or
March 1 if you want your schedule to be as close as possible to February 29.

Schedule Select the start and end date for the report run.
Range

Repeat as required to add another schedule for the same group.
Click OK.

Reports can be archived in PDF, HTML, Excel, Comma Separated Value (csv), or
Rich Text Format (rtf). The default PDF format should be used when archiving
reports. Compared to PDF reports, other reports may lose formatting information and
appear differently. In addition, Excel format is more memory-intensive than PDF.

Select the e-mail scheduled reports to check box and a user from the drop-down
menu to automatically send an e-mail notification when the report is archived.

The user receives an e-mail notification stating that the report has been successfully
archived. The e-mail also contains a URL to the report so that the user can view the
report from the URL. The e-mail notification is sent to the e-mail address listed in the
user's profile. The user must have an e-mail address in their user profile.

For the Archive Folder text field, click the archive report group button to select
where to list the archived report.

In the Archive Report Selector, select a report archive group and click OK.
In the Report Parameters window, click Update.

For delta reports, in the Schedule Summary, right-click Default under the Param Set
2 column and select Edit Parameters to change the second parameter set, if any.
Click Update.

In the Schedule Summary, click Close.

Tip: You can use Velocity template references for fields that accept text, such as
Archive Folder and Archive Report Selector. See "Velocity References for
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Reports" on page 1099 for details.

Scheduling Report Archiving by Resource Group

Where: Navigator > Resources > Reports

Right-click the report group and select Schedule for archiving>Report group.
On the Jobs tab, click Add.
Enter a name and description for the job.

hownh =

In the Job Parameters section, select or enter values for the parameter fields as
necessary.

5. In the Jobs scheduler, click the link labeled Click here to set up schedule
frequency.

6. Inthe Job Scheduler dialog, select the desired frequency and enter the associated
settings:

Option Description

Schedule  Choose a timing for the schedule. The typical choices are self-explanatory: Hourly, Daily,

Frequency Weekly, Monthly, and Yearly. For each timing, enter additional settings such as
occurrence (Every) and time. For Monthly, also specify the day of the month. For Yearly,
specify the month and date.

Caution: If you are scheduling a yearly report on a leap year and you choose February 29
as the month and date, the Console will not save your setting. To ensure that yearly
reports are covered on leap years, choose a different date; or choose either February 28 or
March 1 if you want your schedule to be as close as possible to February 29.

Schedule Select the start and end date for the report run.
Range
7. Click OK.
8. Repeat as required to add another schedule for the same group.

Standard Time Transitions

If the trigger time for a particular scheduled task run happens to fall during the transition
time between daylight saving time (DST) and standard time (ST), the interval for that run
will be different than expected.

Time zones that honor DST have a period of time that occurs twice during the transition
from DST to ST. For example, in the US when changing from DST to ST, this hour
occurs once while the DST is still in effect and again after switching to the Standard
Time. The transition period occurs at 2 a.m., therefore 1:00:00 a.m. - 1:59:59 a.m. occurs
twice (1:00:00 a.m. PDT - 1:59:59 a.m. PDT and 1:00:00 a.m. PST - 1:59:59 a.m. PST),
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where 1:00 a.m. PST is 60 minutes after 1:00 a.m. PDT. In this example, if the
scheduled task is due to trigger any time between 1:00:00 a.m. - 1:59:59 a.m., the
interval for that particular run of the scheduled task will not be as expected.

Similarly, when the time changes from ST to DST, the 1:00:00 a.m. - 1:59:59 a.m. hour
does not occur at all. The local time changes directly from 1:00 a.m. to 2:00 a.m. So, if
your scheduled task run was scheduled to trigger between 1:00:00 a.m. - 1:59:59 a.m.,
the interval for that particular run will be off by an hour.

The interval calculation for subsequent scheduled runs do not get affected.
Currently, there are four time zones that are not supported in ESM:

- Kwajalein

« Pacific/Kwajalein

» Pacific/Enderbury

« Pacific/Kiribati

These time zones fall in two countries, Marshall Islands and Kiribati.

Viewing an Archived Report

Where: Navigator > Resources > Reports > Archives tab

To view an archived report:

1. Navigate the Archived Reports tree to find the archived report you want.
2. Right-click the report and select Show Archive Report.
The report is displayed in the Viewer.

If you do not find the report you are looking for, you might want to check to see if it has
run yet.

To view all scheduled jobs:

Click the Open scheduled jobs list tool button (E’ )- The scheduled tasks are listed in the
Viewer panel under Current Jobs.

Editing a Report Archiving Schedule

You can change the archiving schedule for report definitions in your Reports resource
folders.

Where: Navigator > Resources > Reports
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. Right-click a report and select Schedule for archiving, then Report or Delta Report

as applicable.

In the Schedule Summary, right-click in the braces { } column and select the
Parameters option to change report parameters set for the specific scheduled
report. To delete a current scheduled archive report, right-click in the braces {}
column of an existing schedule and click Delete.

To change the interval scheduling of a report, click the report interval button and

Yearly, Monthly, Weekly, Daily, or Hourly, click the date and time buttons.

If editing within the same time frame, click the Month, Date, Day, Hour, Min, AM/PM
buttons to specify changes to the report schedule.

Click OK.

Editing Report Archiving Parameters

You can change the archiving parameters of the report definitions in your Reports
resource folders.

Where: Navigator > Resources > Reports

1.
2.

Right-click a report and select Schedule for archiving, then Report or Delta Report.

Right-click in the braces { } column for a scheduled report and select the
Parameters option.

In the Report Parameters window, enter in the report parameter text fields, if any.

For date and time data fields, such as Detect Time, you can type an actual date
value, such as 10/12/2016 8:54:00 AM, Or you can use special timestamp variables.

Select the E-mail scheduled reports to check box, and a user from the drop-down
menu, to automatically send an e-mail notification when the report is generated.

The user receives an e-mail notification stating that the report has been successfully
archived. The e-mail also contains a URL to the report so that the user can view the
report from the URL.

The e-mail notification is sent to the e-mail address listed in the user's profile. The
recipient must have an e-mail address in their user profile.

For the Archive Folder text field, click the archive report group button to select where
to list the archived report.

In the Archive Report Selector, select a report archive group and click OK.
In the Report Parameters window, click Update.

For delta reports, in the Schedule Summary, right-click Default under the Param Set
2 column and select Edit Parameters to change the second parameter set, if any.
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Click Update.
9. In the Schedule Summary, click Close.

Deleting a Report Archiving Schedule

Where: Navigator > Resources > Reports
You can remove individual archiving schedules for reports in the Scheduled Tasks list.

1. Right-click a scheduled report (showing a calendar icon), select Schedule for
archiving, then Report or Delta Report.

2. On the line for the schedule to remove, right-click in the braces {} column and
select Delete.

3. Click Delete in the dialog.
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A trend is an ArcSight resource that defines how and over what time period data are
aggregated and evaluated for tendencies and patterns. A trend executes a specified
query on a defined schedule and time duration.

The ArcSight trends engine evaluates source data for trends based on:

« Event conditions, such as
o Number of worm outbreaks
o Incident time-to-close
o Number of cases closed
« Common network elements, such as
o Operating system
o Business role
o Regulatory compliance relevance

Trends can be used as the primary data source for a report, or used as the data source
input to another query which is then used in a report (perhaps along with other queries
or trends).

See also:

« "Building Reports" on page 391 for an overview of all reporting tasks and tools

« "Understanding the Reporting Workflow" on page 391 to see how trends fitin to the
process of creating a report

How Trends Work

A trend references a query, specifies a schedule on which the query automatically
triggers, and provides mechanisms for efficiently storing, viewing, and leveraging the
trend results for reporting. The trend results are stored in a trend table in the ArcSight
database and can therefore be queried.

You can set trends to run indefinitely or to end at a specified date and time. A trend can
start retrieving historical data from logs, start with current events, or at some specified
time in the future. You can also specify advanced options on how and when to build
tables and store data.

After trend data is collected, you can view the results in the Data Viewer table and
generate a trend report that displays the results in tables and graphs.
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Depending on the data gathered by the base query, the trend is either snapshot trend or
an interval trend.

Snapshot Trend

A snapshot trend uses a query that operates on a fixed moment in time, for example, to
gather information about assets on your network. Snapshot trends are built from queries
based on assets, cases, active lists, notifications, or actors. For example, snapshot
queries and the trends built from them would be used to determine metrics such as
current number of assets, number of systems with a particular operating system, or
number of systems with particular vulnerabilities. A snapshot trend operates on data in
the current moment in time, and only collects data going forward. Therefore, you cannot
use trends to answer the question, “how many assets were in this zone a month ago?”
You can use trends to collect data from this point forward, however, and in a month from
now, you have a month's worth of data telling you how many assets were in this zone at
regular intervals over the last month.

Interval Trend

An interval trend uses a query that operates on events that happen over a specified time
window. For example, the trend gathers information about how many events of a
particular description occurred daily over a 6-month period.

Interval trends are event based. For example, an interval trend using a base query with
a time window could gather information to determine the number of login attempts in the
past hour. You can refresh an interval trend manually as needed by selecting the trend
in the Navigator and selecting Refresh on the right-click context menu.

Query-Trend Relationships in Reporting

A base trend is made of one query. Trends can be used as the primary data source for a
report. Or, a trend based on one query can be used as the data source to another query
that further refines the initial query result. A collection of trend queries (queries that use

Micro Focus ESM (7.2 Service Pack 1) Page 470 of 1109



ArcSight Console User's Guide
Chapter 15: Building Trends

trends as their data source) can provide focused views of a data set, which can then be
fed into a single report or multiple reports.

Choose stock or custom templates for
reports to define display of query and
Template 3 Template 2 Template 1 trend data in a reporl. Templates specify

"= ' :‘ = which data shows up, visual elaments
H E ' E ! . used (tables, charts, graphs), layout,
i _i

T =

report output file format, and more.

Create reports to bind data results from
queries and trends to templates. Use
report definitions to control which data is
displayed and how.

You can creata queries to slice the data
caplured in a trend. (For example, create 3
new gueries. Each gueries on the same
trend but captures a different slice of the
dala: login altempls, successes or failures)

# — Trend uses he base query, and triggers
it on a schedule (for example, hourly)
Qu;y‘l
= =)  Base Query (for example, base query
=My could return a count of all VPN logins
o attempts, success, and failures)

For example, you could create a trend called “VPN Logins Outcome - Hourly” that
references a query that returns all VPN login attempts, successful logins, and failed
attempts. You could schedule the trend to run hourly. You can use this base trend
directly in a report.

A more powerful approach would be to refine further the data results by creating three
new trend queries, each of which takes the base trend as its data source, but then sets
further conditions on the query data to return one specialized slice of the results. One
query could return only login attempts, another only successful attempts, and another
only failed attempts. You could then draw on four queries in a single or multiple reports
to show different views of the data. (The base query would show all types of login
events, and the other three would show the focused views.)

A single query or trend can feed data into multiple reports, and a single report can
capture data from multiple queries and trends.

The ability to automate and refine queries by feeding them into trends and vice versa,
along with the flexibility in populating reports, solves many typical enterprise security
reporting challenges. You can build a trend that gets a daily event count, feed the trend
into a query that sums up the daily counts to get a monthly event count, and even feed
that monthly count query into another trend and so forth. Managed Security Service
Providers (MSSP) can tier query-trend approaches to create focused reports for multiple
customers built from what are initially broad range queries.
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Managing Trends

Before you begin building a trend, make sure that you have a query defined that
captures the data on which to build a trend. See "Queries" on page 320 if you need
more information.

Note: For a query used in a trend, the query and associated schema referenced in
the trend are set at the time the trend was created. After the trend is created, you can
modify some elements of the query if they do not affect the trend. For example, you
can add or remove columns in the query if the related trend does not depend on
them. Such modifications made to a referenced query are not reflected in the trend. If
you modify aspects of the query that a trend depends on, the trend is disabled.

Creating or Editing a Trend

Where: Navigator > Resources > Reports > Trends tab

Caution: Do not exceed more than 10,000 resources in a group.

As a general rule, itis best to create new content under an individual folder.

The high-level steps for creating a trend are as follows:

1.

To create a trend, right-click a trend group and select New Trend.

To edit a trend, right-click the trend and select Edit Trend.

In the Attributes tab, enter or change settings. See Trend Attributes.

Verify that the trend schema represented by the selected Data Fields is appropriate.

Test the trend schema to make sure it is returning the expected data as described in
Testing a Trend.

Define or change the trend schedule as described in Trend Schedule.
Optional: To add information in the Notes tab, refer to "Using Notes" on page 78.
Click Apply or OK.

Caution: Do notclick Apply or OK until you have defined the required values in
the Trend section (trend name and query to use) and the trend schema in the
Data Fields section of the Attributes tab. When you commit changes to the trend,
the query and the schema are set and cannot be edited. If you decide to use a
different base query or need to make a change to the schema, delete the trend
and start with a new trend.
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Defining Trend Settings

Use the Trend Editor to build a new trend or edit an existing one.

Refer to the following topics:

"Trend Attributes" below

"Trend Schedule" on page 477

"Trend Parameters" on page 478

"Trend Actions (Add to Active List)" on page 479

"Example: Populating Active Lists with Trend Results" on page 482

Optional: To add information in the Notes tab, refer to "Using Notes" on page 78.

Trend Attributes

The following fields in the Trend section are required attributes to specify when creating
a trend.

Trend Attributes

Field Description

Name  Name for the trend. Spaces and special characters are allowed. The name you enter here is the
alias that appears in data source pick lists in other editors.

Query  Specifies the query that this trend uses. See "Queries" on page 320

« Use the Query drop-drown menu to select a base query as the source data for your trend. The
arrow displays the Queries resource tree.

« Alternatively, if the resource tree has too many subgroups to traverse and you know the query
by name, see "Using the Advanced Selector While Editing Resources" on page 88.

Trends tend to use up system resources, so make your queries for trends as refined as possible.
Caution:

« Afterthe trend is created, you can add columns to the base query, but columns added to this
query after the trend is created are not used by the trend. You can remove columns from the
base query that are not used by the trend. However, you must create a new trend and select
that modified query if you want to use the updated column definitions.

« The Trend table has a limitation in that the table stores only a single element for Group
variables (for example, GetGroupsOfAssets or FormatGroups OfAssets). Therefore, if you are
querying an active list containing a list field of resource references, the trend displays only one
resource reference instead of the complete list. Query viewers and reports do not have this
limitation, and are therefore a better choice for this scenario.

Enabled By default, the Enabled check box is checked. This activates the trend to begin working on live
data as soon as the trend is created. Uncheck this box if you want to experiment with the trend
before pushing it live.
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The following example shows a trend that uses the Events Count query as its basis.

Trend : Events Count

Attributes | Schedule | Parameters | Actions | Notes|

El Trend

# Name Events Count
% Query Flags Eougd
# Enabled
[El Data Collection
Trend Interval 1 hour(z)

Row Limit 1000

= Advanced

Offset Collection By Mone
Refresh Data After None
Partition Size WEEKLY
Partition Retention Period (in days) 180
Query Overlap Time Mone
Imported Trend Start Time SToday - 1d
Imported Trend End Time
E Commen
Resource ID WEFEAFDTH EpAleP v ==

External ID
Alias (Display Name)
Description

1d stores the total number of non ArcSight events.

The Data Collection section provides default values for row limit and query duration.

Data Collection Fields

Field Description

Trend Time span over which the trend operates. The default is one hour. For example, if the query
Interval counts the number of logins, this setting counts the number of logins every hour.

Row Maximum number of rows of data the trend captures.

Limit

query's row limit.

The default number is 1000. You can modify the trend's row limit without affecting the base

The Advanced section provides optional settings to offset trend data collection and
refresh trend data at a specified pointin the future. By default, the offset and refresh
values are set to None. You can keep the defaults or modify as needed.
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Advanced Fields

Field Description

Offset Delays trend data collection by the time period specified. Offsetting trend data collection time
Collection enables you to compensate for events that arrive to the Manager late, either from a time zone
By lag or other data collection lag. Trend data collection starts after the time delay entered here.

Enter a time delay and select Hours or Minutes from the drop-down menu. The default offset is
None.

Refresh  Triggers the system to re-evaluate the query data automatically at a later time to capture any
Data additional events that may have come in late.

Atter Enter a refresh interval and select Hours or Minutes from the drop-down menu. The default

refresh is None.

Note: The Manager supports late arrival of events. For example, a SmartConnector can send a
batch of events later if it is falling behind. Consider explicitly scheduling a refresh of trend data
only if SmartConnectors frequently lag behind in sending events to the Manager. If
SmartConnectors rarely go down and are generally on time delivering events, there is no need
to set this option.

Caution: Automatic data refreshes can be resource intensive. If possible, consider manually
refreshing your trend for a special reason, such as, after system downtime that causes trends
not to run on schedule. For manual refreshes, click the Refresh Trend Runs button on the
trend editor's panel, then cancel when done.

Partition  Specifies the time range of partitions for this trend data, which in effect determines the partition
Size size.

The default “time slice” for trend tables is WEEKLY. That is, if the default setting is used, each
partition would contain a week's worth of data. Partition size can be set to weekly or monthly.
You can always modify the Partition size as needed by editing the trend definition.

The Partition Size works in concert with the Partition Retention Period, described next.

Partition ~ Specifies the number of days to retain the partitions from this trend as active in the ArcSight
Retention database. The default is 180 days. You can always modify the Partition Retention Period as
Period (in  needed by editing the trend definition.

days) Note: The Partition Retention Period works in combination with the Partition Size. The system

makes sure you always have as much data, if not more, than you specified in the configuration
of these two settings. Similarly for factors such as time zones and daylight savings time, more
data (never less) is retained. For example, if the Partition Size is set to MONTHLY and the
Partition Retention Period is 45 days, the system stores two months’ worth of data in two
partitions. If the Partition Retention Period is set to 0 days, the data collected from one run of
the trend is retained until the next partition is started. For example, if the Partition Size is
MONTHLY and the Partition Retention Period is 0 days, then you keep one month's worth of
data. Make sure that the trend start date is appropriate; a trend witha MONTHLY partition size,
0 days retention, and a start date near the end of the month would not maintain data for very
long.
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Advanced Fields, continued

Field

Query
Overlap
Time

Imported
Trend
Start
Time

Description

The query overlap time is the amount of time by which the next query should overlap with the
previous query (overlapping the tail-end of the previous query). By default, queries for interval
trends have no gaps and overlaps.

The default overlap is 0 (None), which corresponds to the normal non-overlapping trend query
case.

By setting a query overlap time, you can configure a trend to support calculations like trailing N-
day moving averages. The query overlap time extends the trend to include overlapping query
ranges.

For example, to collect moving average data over a 10 day period, you could run the query each
day over the previous 10 days. A query overlap time set to O (the default) would result in non-
overlapping runs, such that the query would run every 10th day over the previous 10 days.

On the other hand, to get an overlapping trend run, you could specify a 9-day overlap. With this
setting, the query would run every day (10 day query - 9 day overlap) over the previous 10 days.
The trend would gather data every day for days 1-10, 2-11, 3-12, and so forth.

Notes:

« Do not use queries on the event table for anything longer than a day. Queries longer than a
day should normally only run on other trend tables to allow the query to finish in a reasonable
amount of time.

« This option is enabled for snapshot trends.
This applies to trends created and packaged here for use in another Manager.

If the trend is packaged without schedule start and end times, the trend start time specified
here is used when the trend is imported. Consider using a dynamic start time such as $Today -
1w to ensure that the trend does not use a very old start date, for example, a six-month old trend
is yet to be imported. Otherwise, you run the risk of the trend not returning data because data
no longer exists in the system.

If the trend is exported without Schedule start and end times and no value is specified for
Imported Trend Start Time, then when the trend is imported it defaults to use $CurrentDate as
the start time. With $CurrentDate, the trend captures data starting from 12:00:00 AM of the
current day.

Note: The imported trend start time takes effect only if the trend is exported without Schedule
start time. To exclude the Schedule start time from a trend upon export, set the package
Format option to export. For information, see the description of the package's Format options
in "Creating or Editing Packages" on page 734.
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Advanced Fields, continued

Field Description

Imported  If the trend is packaged without schedule start and end times, the trend end time specified
Trend here is used when the trend is imported.

End Time

If the trend is packaged without Schedule end time and no value is specified for Imported Trend
End Time, then when the trend is imported it defaults to using no end time. With this setting,
the trend runs indefinitely until it is manually disabled or edited to include an end time.

Note: The imported trend end time takes effect only if the trend is exported without Schedule
end time. To exclude the Schedule end time from a trend upon export, set the package Format
option to export. For information on this, see the description of the package Format options in
"Creating or Editing Packages" on page 734.

Entering data in the Common and Assign sections is optional, depending on how your
environment is configured. For information about the Common and Assign attributes
sections, as well as the read-only attribute fields in Parent Groups and Creation
Information, see "Common Resource Attribute Fields" on page 728.

The Data Fields section is where you build the trend schema. This is populated
automatically when you first select the query to use in this trend. The list shows the data
fields collected by the query you chose. By default, all the query fields are selected for
use in the trend. If you do not want to use a particular data field, clear (click to remove
the check mark) the Use box for that item. Also, you can select which fields you also
want to index. Indexing is done mostly for query efficiency, and TimeStamp is selected
by default. It is helpful if the query you are using returns a large amount of data, and you
want to run sub-queries on the data.

Data Fields

MName Use Index
TimeStamp
Attacker Address
Attacker Asset Name
Attacker Zone
Device Event Category
End Time

L | »

1

The Summary box at the bottom displays a summary of the query interval and the
schedule on which it runs.

Trend Schedule

Click the trend editor's Trend Schedule tab to review or modify settings for the following
parameters:

« Schedule Frequency - Specifies how often the query runs and gather data. The
default is to run once every hour on the hour.

« Schedule Range - The Start field for the range specifies the oldest data to get. By
default, the date and time the trend was created is used as the trend schedule start
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time. Make sure this date is within your storage's retention period; otherwise, the trend
may not return any data from the oldest specified date.
By default, there is no End Date. This means that moving forward, the trend will
continue to collect data.
With the default settings, this trend would collect data once every hour on the hour until
itis disabled manually.

A Summary of the configured schedule is shown at the bottom of the tab.

Trend : ArcSight User Login Trends - Hourly OB ?

| Attributes| Schedule | Parameters | Actions | Notes|

Query Data Source: ArcSight User Logins - Last Hour
Trend Interval: 24 hours
Next Run 19 Jun 2015 05:00:00 POT

Schedule Frequency

"!t‘ Every |1 day(s)
@) Daily Occurs at | 5:00:00 j

Schedule Range
Start: |3 May 201500:00:00 PDT -
End: Q) No End date

(T) Endon (18 Jun 2018 10:25:42 PDT v @

gmmaryI \

Qcecurs Daily every 1 daya(s) at 5:00:00 AM.
Schedule will start on 5/8/15 12:00:00 AM.

N

’ EReﬁeshTrendRuns ” ETest ] OK Apply

Trend Parameters

The trend editor's Parameters tab lets you further refine the query results in terms of row
limits, time zone restraints, filters, and start and end times. If you set parameters in the
base query used by this trend, those parameters appear on the Trend Parameters tab. In
the trend, you can specify default parameters.

At Report building time, you can opt to run the report with the default parameters or “all
parameters.” You can also further refine parameter details for a specific run of a report.
For more information on specifying parameters in reports, see "Setting Default and
Custom Report Parameters" on page 418.

Note: Trend start/end times and row limits are used for gathering the data, and
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overwrite the start/end times and row limits set in the base query. If you do not
customize the Trend Parameters, the defaults on this tab are used (not the start/end
times and row limit on the Query General Attributes tab).

For reporting on the data after the trend has collected it, you can set new start/end
times and row limit in the Report Parameters tab. The report parameters prescribe
only the “outbound” or publishing data derived from the data already collected, not
how the data is gathered.

Trend Actions (Add to Active List)

Trend actions give you the option to send specified columns (fields) in trend results to
Active Lists (see "List Authoring" on page 488). You do this by defining an Add to Active
List trend action. On the Actions tab for a trend, you can select to send data from one or
more columns in the trend results to a specified active list.

Tip: Trend actions for active lists are similar to the add to active list rule action
described in "Rule Actions Reference" on page 542. Unlike rules, however, add to
active list is the only action available for trends, and the settings are not as fine-
grained as for rules; for example, thresholds, number of events, time units, and so on
do not apply to trend actions.

How Trend Actions are Useful (Summary Views and Rules)

The Add to Active Listtrend action provides a mechanism to get information from trends
outside of, and in addition to, reports. Active lists updated by trends support summary
views of information from multiple trends.

You can build a single active list that gets updates from multiple trends (each trend
updating different columns in the active list). Also, a single active list can receive
updates and show information from trends as well as from other sources (for example,
rules). Alternatively, you can build multiple active lists that get updates from a single
trend.

Perhaps most importantly, the ability to populate active lists with trend data makes trend
results readily available for use in rules, filters, active channels, and so forth.

Example Use Cases
The following example use cases show how to leverage trend results in active lists:

« Taking Action on Event-Based Trends. An analyst wants to monitor the logins per
hour by users based on their typical hourly login patterns. Flag anything that is above
a threshold or more than ntimes a user’s previous average.
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The analyst sets up a trend to update the information in a trend table based on
aggregation of per-user login events. The trend would have an action that updates an
active list with the most recent results. Then, the analyst configures a rule to update
another active list when a user logs on and another rule to compare the current login
count against what is normal for that user. Any gross discrepancy can be used to
trigger an alarm about a possible threat.

« Taking Action on Asset-Based Trends. An analyst wants to monitor assets by how
vulnerable they are, and watch for “unusual activity” on especially vulnerable assets.

The analyst sets up a trend to check vulnerability counts on assets and log the top n
most vulnerable assets on a daily basis. The active list would have an action to
update an active list. Incoming events on assets would trigger rules that would check
this active list against the particular device and, if present, trigger extra processing.

Plan and Define Active Lists with Fields Mapped to Trend

As a first step in setting up trend actions, determine which active lists the trend should
populate and with what data. You might have existing active lists to add trend data to, or
you could create new lists specifically for some trend results. (See "Example:
Populating Active Lists with Trend Results" on page 482 for an example of designing an
active list based on the trend fields you want to monitor.)

Working with Trend Actions

Use the trend Actions tab to configure actions on a new or existing trend.

Requirement: An fields-based active list to which the trend adds entries
Where: Navigator > Resources > Reports > Trends tab

To define a trend action:

1. Right-click a trend and select Edit Trend.

2. Inthe Trend Editor, click the Actions tab.

3. Select the action On Trend Run, right-click, and select Add to Active List.
Note: You can only use a fields-based active listin a trend action (not event-
based lists). For more information on types of active lists, see "Creating or

Editing an Active List" on page 488, especially the attribute Data: Event-based,
Fields-based.

4. Selectthe active list to be updated by the trend:
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7.

<L Add "Add To Active List" Act.. B

When: On Trend Run

Add To Active List

To: |celect a Active List -
[ZHZ Active Lists
E? admin's Active Lists
=177 shared

—] EHE7 Al Active Lists

@ Top Users With Failed Logins
| Arcsight Adminiskration
-5 Arcsight Foundation

-- ArcSight Solutions

--E Arcsight Syskem

On the Add to Active List dialog, select fields from the trend on the right side to map
to active list fields on the left.

< Add "Add To Active List™ Action
when: OnTrendRun
Add To Active List
To: |T0|:| Users with Failed Logins | - |
Marne Field

% User Mame Lsernane

Cay and Time TimeStamp

Muriber of Failed Logins rurnber of Failled Logins

| QF | | Cancel | | Help |

What you are doing in this step is mapping trend column names to active list column
names. All the “key” columns required by the active list must have trend columns
mapped to them so that the active list entry (row) is correctly updated by the trend.
However, not all of the active list value columns need to have trend columns
mapped. Not specifying all the key columns is an error.

Click OK to add the action.
The action shows on the actions tab.

Note that you could add more actions here (by selecting the On Trend Run and
clicking Add), edit this action, or remove it.

You can add multiple actions to a single trend (that is, configure a single trend to
update particular columns in multiple active lists with trend results).

Click OK.

To edit a trend action:

B wnh =

Double-click the trend you want to edit.

Click the trend Actions tab.

Select the action you want to edit and click Edit.

On the Add to Active List dialog, make changes to the field mappings as needed
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and click OK.
5. Click OK.

To remove a trend action:

Double-click to the trend you want to edit.

Click the Trend Actions tab.

Select the action you want to remove and click Remove.
Click OK.

> wh =

Example: Populating Active Lists with Trend Results

Suppose you want to monitor top failed user logins daily and send that data to an active
list. (You could then configure rules to interact with the active list and trigger an alarm
based on some threshold; for example, a single user with a certain number of failed
logins per day.) To do this, you could create an active list with fields that map to a trend
that monitors “top users with failed logins”.

To see the fields in this trend:

o Select the trend of interest.

« Select the trend, right-click and select Data Viewer from the context menu to display
the trend results in the Viewer.

Your active list must have one or more of the trend's fields to capture relevant data in the
list, as we’ll show in the next section where we define the trend.

Yiewer O ? X

r @ Top Users with Failled Logins Details r Top Users with Failed Logins per Day Details |

Name: Top L
Start Tim
End Time
Filter: Mo Filber

25 shown / 25 matches

TimeSkamp Day Isername Mumnber of Failed Logins

15 Jul 2015 00:00:00 FOT 2015-07-15 55 -
15 Jul 2015 00:00:00 FOT 2015-07-15 lara 25

15 Jul 2015 00:00:00 POT 2015-07-15 john 16

15 ul 2015 00:00:00 PDT 2015-07-15 LIFMEMOWR t&]

15 Jul 2015 00:00:00 FOT 2015-07-15 U nknown® I

15 ul 2015 00:00:00 PDT 2015-07-15 rajiv I

15 Jul 2015 00:00:00 PDT 2015-07-15 shannon 7

15 Jul 2015 00:00:00 FOT 2015-07-15 michael i

15 Jul 2015 00:00:00 FOT 2015-07-15 rook &

15 ul 2015 00:00:00 POT 2015-07-15 kashanmi 4

15 Jul 2015 00:00:00 FOT 2015-07-15 adrnin 3

15 Jul 2015 00:00:00 FOT 2015-07-15 dferrier 2

15 Jul 2015 00:00:00 PDT Z015-07-15 ram 2

15 Jul 2015 00:00:00 FOT 2015-07-15 oracle 2

15 Jul 2015 00:00:00 FOT 2015-07-15 sysadmin 2

15 ul 2015 00:00:00 PDT 2015-07-15 Fsaf 1

15 Jul 2015 00:00:00 FOT 2015-07-15 Fdsfds 1

Micro Focus ESM (7.2 Service Pack 1) Page 482 of 1109




ArcSight Console User's Guide

Chapter 15: Building Trends

To continue with the example, we could create a fields-based active list with fields that

map to the trend “Top Users with Failed Logins per Day” as follows.

Inspeck/Edit

g % x

Attributes | Notes

Event Inspector @ Active List:Top Users with Fai... |

=l Active List
* MName
Optimize Data
#* Capacity (x1000)
% TTL Days
# TTL Hours
#* TTL Minutes
Allow multi-mappings
Partially cached
Time partitioned
=l Common
Resource ID
External ID

-

Top Users with Failed Logins per Day AL ——

EICIEN

m

HEFEXPOMBASCDAZ S +NVBIvd ==

Alias {Display Mame)
Description
Version ID -
Cnntent Varcinn TN
[(Name)
(Description)
t% Data: Event-based 'Z_f__il Fields-based Key Fields
Mame Type Sub-type Key-field
User Name String
Day and Time Date
Mumber of Failed L... |Long
oK Cancel apply | [_Heip ]

Name
User Name

Day and Time

Number of Failed Logins

Type
String
Date

Long

Key Field

This is the key field.

When the trend runs, it populates the active list with data on top users with failed logins
by user name, and list the count of failed logins for each user along with date/time
information. This active list could be used as the basis for rules, filters, active channels,

and so on.
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Yiewer

Top Users with Failed Logins Details

24 shown / 24 i

User Mame 4 |Day and Time Murnber of Failed L... |Creation Time Last Modified Time | Count
FrEURknown 15 Jul 2015 00:00:,., |& 16 Jul 2015 06:40:,., |16 Jul 2015 06:40:,., |1
admin 15 Jul 2015 00:00:... [3 16 Jul 2015 06:40:... (16 Jul 2015 06:40:... |1
dferrier 15 Jul 2015 00:00:.., 2 16 Jul 2015 06:40:,., (16 Jul 2015 06:40:... |1
dsfdsa 15 Jul 2015 00:00:... 1 16 Jul 2015 06:40:... (16 Jul 2015 06:40:... |1
FdgFdgd 15 Jul 2015 00:00:.., |1 16 Jul 2015 06:40:,., (16 Jul 2015 0&:40:... |1
Fdsfds 15 Jul 2015 00:00:... |1 16 Jul 2015 06:40:... (16 Jul 2015 06:40:... |1
Fsaf 15 Jul 2015 00:00:.., |1 16 Jul 2015 06:40:,., (16 Jul 2015 0&:40:... |1
Fsdfds 15 Jul 2015 00:00:... 1 16 Jul 2015 06:40:... (16 Jul 2015 06:40:... |1
gfdgfd 15 Jul 2015 00:00:,., |1 16 Jul 2015 06:40:,., (16 Jul 2015 0&:40:... |1
john 15 Jul 2015 00:00:... |16 16 Jul 2015 06:40:... (16 Jul 2015 06:40:... |1
kashanmi 15 Jul 2015 00:00:, ., [+ 16 Jul 2015 06:40:,., (16 Jul 2015 0&:40:... |1
lara 15 Jul 2015 00:00:... (28 16 Jul 2015 06:40:... (16 Jul 2015 06:40:... |1
michael 15 Jul 2015 00:00:... |7 16 Jul 2015 0&:40:... 16 Jul 2015 0&:40:,.. (1
oracle 15 Jul 2015 00:00:... |2 16 Jul 2015 06:40:,.. |16 Jul 2015 06:40:,.. |1
Fajiv 15 Jul 2015 00:00:... [& 16 Jul 2015 0A:40:... (16 Jul 2015 0&:40:... |1
rarn 15 Jul 2015 00:00:.., 2 16 Jul 2015 06:40:, ., (16 Jul 2015 06:40:... |1
ROCT 15 Jul 2015 00:00:... |1 16 Jul 2015 0A:40:... (16 Jul 2015 0&:40:... |1
rook 15 Jul 2015 00:00:.., & 16 Jul 2015 06:40:,., (16 Jul 2015 06:40:... |1
saf 15 Jul 2015 00:00:... |1 16 Jul 2015 06:40:... (16 Jul 2015 06:40:... |1
shannon 15 Jul 2015 00:00:,., |7 16 Jul 2015 06:40:,., |16 Jul 2015 06:40:,.. |1
SLUper 15 Jul 2015 00:00:... |1 16 Jul 2015 06:40:... (16 Jul 2015 06:40:... |1
superkest 15 Jul 2015 00:00:... 1 16 Jul 2015 06:40:... (16 Jul 2015 0&:40:... (1
sysadmin 15 Jul 2015 00:00:... 2 16 Jul 2015 06:40:... [16 Jul 2015 06:40:... |1
LIMERICA T 15 Jul 2015 00:00:.., (& 16 Jul 2015 06:40:, ., (16 Jul 2015 06:40:... |1

Notes on Trend Action Behavior

« Trend updates either insert the row if new, or update an existing row. The update only
populates / overrides the columns specified by the trend column mapping. Any other
active list columns that do not have trend column mappings preserve their existing
values. What this means is that it is possible for a single active list to be updated by
multiple trends, each updating different columns. The active list is appropriately
locked during read-modify-write cycle to avoid data corruption.

« Atrend can be executed under a variety of circumstances, including refresh and
backfill (data from the past). However, only the most recent data are entered into the
active list. For example, no backfill data are added to the active list. A trend refresh
run does not normally cause the active list to update, with the only exception being if it
is the most recent data being refreshed.

« This trend action never removes entries from the active list. If the you want to have
entries removed, use the active list's TTL (time-to-live) to have them expire. TTL
setting is described in "Creating or Editing an Active List" on page 488.

Testing a Trend

Purpose: To verify that the trend is returning the expected data properly.
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Where: Navigator > Resources > Reports > Trends tab

1. Do one of the following:
 Right-click the trend and choose Test from the context menu
Or
« Click Edit Trend to display the Trend editor in the Inspect/Edit panel.

2. Click the Test button at the bottom of any of the trend editor tabs.

ESM evaluates the current event stream for matching events and populates the Test
Trend pop-up dialog. The message “Success: x rows” at the bottom of the dialog tells
you how many rows your trend returned.

The Test Trend sample shows a maximum of 25 rows. For interval queries, the sample
also shows data from, at most, the last hour. If there is no match for the data, the trend
returns no rows. This may mean that your current event query data contains no matching
events or resources, or it may mean that your query needs to be refined.

Viewing Trend Data

Where: Navigator > Resources > Reports > Trends tab

1. Select the trend for which you want to view the data.
2. Right-click and select Data Viewer from the context menu.

This Trend Data Viewer opens in the Viewer panel and shows the query results. As
with other ArcSight event viewers, you can select an event or group of events, right-
mouse click, and access various tools from the context menu to use for further
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mvestlgatlon.
Yiewer (=
2] Arcsight User Status ', akest Events By Priority * [S3 YPN Logins Outcome - Hourly Details \\‘
871 shown / 871 matches
ﬂ Tirne Murnber of Logins Category Outcome Haur
27 Jul 2016 12:48:26 PDT (26 1attempt 12 -
27 Jul 2016 12:48:26 PDT  |100 1aktempt 13
27 Jul 2016 12:46:26 FOT |12 IFailure 1z i
27 Jul 2016 12:48:26 PDT 47 IFailure 13 |
27 Jul 2016 12:48:26 PDT (13 ISuccess 12
27 Jul 2016 12:48:26 PDT |54 ISuccess 13
28 Jul 2016 03:48:26 PDT (22 1attempt ]
23 Jul 2016 0&8:48:26 PDT |30 1aktempt 9
23 Jul 2016 08:45:26 PDT |10 IFailure I}
28 Jul 201608:45:26 PDT (38 IFailure El
28 Jul 2016 08:48:26 PDT |12 ISuccess 3
28 Jul Z01608:45:26 PDT |42 ISuccess 9
28 Jul 2016 09:48:26 PDT (23 1attempt 9
23 Jul 201609:48:26 PDT |78 1aktempt 10
23 Jul 201609:48:26 PDT |13 IFailure El
28 Jul 2016 09:48:26 PDT (35 IFailure 10
28 Jul 2016 09:43:26 PDT |11 ISuccess el
28 Jul 201609:48:26 PDT |42 ISuccess 10

Refreshing Trend Data

In addition to relying on the scheduled execution of a query according to its interval
trend schedule, you can manually refresh the trend data at any time by using the trend
refresh feature.

Purpose: Manually re-run a trend to compensate for events that arrive to the Manager
late, either from a time zone lag or other data collection lag.

Where: Navigator > Resources > Reports > Trends tab

To refresh a trend table:

1. Do one of the following:
« Click the Refresh Trend Runs button on the trend’s Attributes tab for the selected
trend.
« In the Navigator, select a trend you want to refresh, right-click and select Refresh
trend runs....
This opens the Refresh Trend Runs dialog which displays the trend query start
times of the selected trend.

2. Select a period consisting of a start and end time stamp under Show Trends From,
select one or more of the trend runs under Choose Trend Runs, and click OK to
refresh the selected trend runs.

Micro Focus ESM (7.2 Service Pack 1) Page 486 of 1109



ArcSight Console User's Guide
Chapter 15: Building Trends

This executes the base query and refreshes the trend table on the selected runs.

Tip: You also can configure data collection to be offset by some time period to
compensate for late arrival of events. For more information, see the Trend
Attributes topic in "Trend Attributes" on page 473.

Disabling or Enabling a Trend

Purpose:

After creating and testing trends in a development environment, you may want to
package the trend and send the package to the production environment. If so, itis a
good practice to disable the trend and then send in a package. After the package is
imported and installed in the destination, the trend can be re-enabled so it can start
collecting data.

You also disable trends for troubleshooting purposes, for example, it is using too much
system resources and you want to investigate and re-configure the settings.

To disable an enabled trend:

Right-click the trend and select Disable Trend.

To enable a disabled trend:

First review the trend’s start date on the trend editor's Schedule tab. By default, the start
date is when the trend was created. If the start date is way in the past, for example over
six months ago, note that the trend will try to backfill the data from that schedule. This
will impact performance, and if the data is no longer available, you may not see any
results. Before enabling an old trend, change to a start date that will realistically pull the
data you need.

See the publication, ESM Best Practices: Trends, for a detailed discussion on
backfilling.

Deleting a Trend

Before deleting a trend, make sure there is no query on this trend.
To delete a trend, right-click it and select Delete Trend.

If there is a query on this trend, you see a message that states “Dependent Resource
Warning.” If you want to continue, force the deletion by clicking OK.
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Active lists and session lists are important tools for tracking traffic with IP addresses of
interest.

While you can manually update active lists, their real value comes when you author
automatic, rule-driven lists with dynamic content.

Note: ESM stores list entries internally in the most efficient way possible, but the
console does not reflect this order. Therefore, variable access to list entries (for
example, GetListElement) does not necessarily match the order in which the console
displays list entries.

Required Settings for Large Lists

By default, active lists and session lists each support 1 million entries. This section
describes the required settings to support up to 5 million entries.

e You increase the list entries limit through the activelist.max_capacity and
sessionlist.max_capacity property settings in the server.properties file, as in the
following example:

activelist.max_capacity = 5000000
sessionlist.max_capacity = 5000000

« To have adequate memory for 5 million entries, use these settings in the
server.wrapper.conf file:

wrapper.java.initmemory=32768
wrapper.java.maxmemory=32768

Both files are stored in the Manager’s config directory. Refer to the ESM
Administrator Guide’s Configuration section, topic on “Managing and Changing
Properties File Settings.”

« Setthe Console’s Java heap setting to 1536 MB.

Creating or Editing an Active List

Purpose: Active lists are defined in conjunction with rules specifically tailored to interact
with and populate the lists dynamically. See "Using Rules to Populate an Active List" on

Micro Focus ESM (7.2 Service Pack 1) Page 488 of 1109



ArcSight Console User's Guide
Chapter 16: List Authoring

page 495.

Lists not driven by rules are empty or contain only manually added entries that have not
timed out.

Where: Navigator > Resources > Lists > Active Lists tab

Procedure:

1. To create an active list, right-click an active list group and select New Active List.
To edit an active list, right-click an active list and select Edit Active List.

2. Setoptions as follows:
Active List Attributes

In this
field... ...enter this

Name Enter a name for the active list. This name identifies the active list in ArcSight list
selector popups. Spaces and special characters are allowed.

Optimize If you want to create a hash-based list, click Optimize Data to toggle it on. This option

Data reduces the memory usage of an active list. It is useful for active lists with more than
1,000 entries or for lists that contain a large amount of information per entry. See
"Optimize Data with Hash-Based Active Lists" on page 824.

Capacity This setting indicates the maximum number of active list entries the system is to keep

(x1000) in memory. The default is 10,000. For most cases, 10,000 is appropriate, however, you
may want to adjust this setting if the devices you are monitoring for this active list
contain a lot of data to ensure you have adequate memory cache available.

Notes:

« This represents a limit on in-memory capacity only. If you also select Partially
cached, more entries are retained but this has an impact on performance when it is
necessary to retrieve active list items from the database.

« If the maximum number of entries is reached, an existing entry is randomly selected
and removed. For multi-mapped lists, removal is based on the key field; and starts
when the number of keys exceeds capacity.

« Capacity influences the maximum memory that can be consumed by the active list.
The memory usage is proportional to the number of entries in the list, which usually
are less than the capacity. Capacity affects memory usage, but has little if any
impact on performance.

TTL Days, TTL (Time To Live) means the items remain on the list for at least the amount of time
TTLHours,  you specify in Days, Hours, or Minutes. Use 0 (zero) to cause the field to never
TTL Minutes  expire. The maximum number of days is 99999.
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Active List Attributes, continued

In this
field... ...enter this

Allow multi-  Check this box to allow multiple instances of key pairings. This enables a single key,
mappings such as an actor attribute, to map to multiple values, such as a set of roles. You can
use this to return a list of entries with the same value for the key field.

For example, with multi-mappings enabled, you can create an active list that could
return multiple roles for an actor named Clark Kent (reporter, superhero, space
traveller) or multiple names associated with a farmhouse in Kansas (Clark Kent,
Superman, Kal-El).

Note: Don't use this setting if you are creating a Time partitioned active list.

Partially When Partially cached is selected, additional entries beyond the in-memory Capacity
cached (x1000) maximum are stored and retrieved from the database.

Using partial caching increases overall capacity but can impact performance because
it takes more time to retrieve list entries from the database.

This setting is required by active lists that are Time partitioned.

Note: There is a limitation when in-memory resources such as active channels and
data monitors are used to return values from a partially-cached list. Only those values
that are in the cache are returned. Reports and query viewers are not affected by this
limitation because these resources query the database directly and do not use cache.

Time A partially-cached, time-partitioned active list enables you to capture data over time.

partitioned Wtihout time partitioning, a partially-cached list requires constant retrievals from the
database to update the entries, and flushing out old entries are done at random. With
time partitioning, the cached data is segregated into partitions based on the list’s
timestamp (Date field) value. Time-partitioned list data are kept in memory, and older
data are the first to age out of the list.

This option requires that:
o The list must not be multi-mapped.

« Partially cached must be enabled.

« Thelist must be fields-based (not event-based). Fields must include at least a date
and a string field that are set as key fields. Without a date key field, the time
partitioned setting is ignored.
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3.

4.

Active List Attributes, continued

In this
field...

Case
Sensitivity

Common and
Assign fields

Data:
Event-based,
Fields-based

...enter this

You can optionally configure the list to be case-sensitive or -insensitive. Furthermore
for case-insensitive lists, you can specify case-insensitivity for keys only, or for both
keys and values. The feature enables you to store and look up values in lists
regardless of case.

Select one:
« Case-Sensitive (the default)

« Key Case-Insensitive
« Key & Value Case-Insensitive

Important: After you save the list, you cannot change this setting. If you want to revert
the case sensitivity setting, define a new list instead.

Cautions on case-insensitive active lists:
« Ifyourlistis case insensitive, do not use the Optimize Data option.

o Lookups on case-insensitive lists will slow down query and active channel
performance. Make sure your queries and variables (used by channels) get values
from case-sensitive lists.

Entering data in the Common and Assign sections is optional, depending on how your
environment is configured. For information about the Common and Assign attributes
sections, as well as the read-only attribute fields in Parent Groups and Creation
Information, see "Common Resource Attribute Fields" on page 728.

In the Data panel, choose Event-based or Fields-based lists. Your entries here
determine what kinds of values your list is populated with.

Caution: After you have selected your data fields and saved the active list, you cannot
add, remove, or change existing data fields.

« The Event-based option is convenient for choosing event attributes as found in
existing events. When checking or adding to an event-based list, you only need to
supply an event. This option is not supported in time-partitioned lists.

« The Field-based option offers detailed event and attribute selection controls that
involve mapping fields to field attributes. Use this setting for time-partitioned lists.

Field-based lists that use "Key Fields" are known as active lists with values. (For
more information, see "Active Lists with Values" on page 826.)

If list data is event-based:

a.
b.

Click Select Fields.
On the Field Selector panel, select one or more event fields for your list data

collection then click OK. Then click Apply or OK on the Active List Editor panel to
save your event-based list.

If list data is field-based:
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a. Under the Name column, replace <Enter Name> with a descriptive name for the
field. For a list of restricted characters, see "Field Naming Restrictions" on
page 507.

b. Select the data type and corresponding subtype as applicable:
Active List Column Types and Subtypes

Type Subtype

Date This field is required for time-partitioned active lists. Additionally, you must set this
as akey field. If the time-partitioned list has no date or time-based field, time
partitioning does not occur.

This Date field is used as a default Timestamp value for interval-type queries on active

lists.
IP This field supports IPv4 or IPv6 address. If the value is an IPv6 address, the resulting
Address  address will be simplified if applicable. For example, 2001:db8:0000:0000:0000 will be
displayed as
2001:db8::

Double, Optionally select one of the numeric subtypes to accumulate values when the field is
Integer, or updated, for example, by a rule. If you do not select a cumulative numeric subtype, the
Long entries are replaced when the list is updated.

« SUM adds the existing value and the inserted value. For example, if type is Double,
subtype is SUM, and the current value is 100.00, inserting a value of 50.0 results in
a new value of 150.00.

« MAXtakes the greater of the existing and inserted values. For example, if type is
Double, subtype is MAX, and the current value is 100.00, inserting a value of 50.0
does not change the current value because 100.00 is already a maximum of itself
and 50.0.

« MIN takes the lesser of the existing and inserted values. For example, if type is
Double, subtype is MIN, and the current value is 100.00, inserting a value of 50.0
results in a value of 50.0.

Notes:
« The cumulative values feature is only available in fields-based active lists.
« Do not use cumulative numeric fields as key fields.

« If you are manually editing list entries for the cumulative numeric subtypes, the
value you enter is the final value. This means accumulation of values does not
occur with manual entry edits.

« These cumulative numeric subtypes are not supported in multi-mapped active lists
because new entry values for the same key add rather than modify the entries.

« Trends cannot act on lists with cumulative numeric fields.

« Rules and Pattern Discovery canact on lists that use cumulative numeric fields.
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Active List Column Types and Subtypes, continued
Type Subtype

MAC MAC address of the format consisting of six groups of two hexadecimal digits per
Address  group. Use hyphen (-) as separators. For example

01-00-5E-90-10-FF

Resource Any ArcSight Resource such as asset, report, actor, and so on.
Reference

String This is optional for lists in general but required, along with a Date field, if your list is
time partitioned.

c. Optionally check Key Fields to enable a per-field Key option, and then select one
or more data fields that must be unique.

Important: Key fields musthave values because key fields are used to uniquely
identify a record.

For example, the ArcSight-provided active list ArcSight
Foundation/Configuration Monitoring/Assets with Recent Configuration
Modifications uses fields-based data, and keys on unique values for asset
address, zone, and name.

Field-based lists that use Key Fields are known as active lists with values. (For
more information, see "Active Lists with Values" on page 826.)

Note: For key fields, here are best practices:

» Foratime-partitioned active list, your key fields must be a Date field and a
string field.

« Do not make cumulative numeric fields as key fields.

Database columns are defined after the listis created. After the new list is saved,
you cannot add, remove, or change columns to the list.

5. Optional: To add information in the Notes tab, refer to "Using Notes" on page 78.
6. Click Apply to save and continue editing or OK to save and close.

You can use the Add Entries button in the Active List Editor to manually insert values to
the current active list. See "Viewing and Editing Active List Entries" on the next page.
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Viewing and Editing Active List Entries

Where: Navigator > Resources > Lists > Active Lists tab

To add active list entries:

Right-click an active list and select Edit Active List.

On the Attributes tab, click Add Entry.

On the Active List Entry Editor panel, add the value for your data list and click Add.
Optional: To add information in the Notes tab, refer to "Using Notes" on page 78.
Click OK.

a bk N

To view active list entries:
Right-click an active list and select Show Entries.

The viewer panel displays the list's entries.

To edit active list entries:

Caution: If your fields-based active list contains humeric subtypes to accumulate
values, be careful about manual changes. Your manually-entered value replaces the
existing cumulative value, and your new value is not cumulative.

Right-click an active list and select Show Entries.
In the active list grid view, right-click an entry and choose Edit.
Click the entry's Source Address or Count to make changes.

Click Modify to change the existing entry, Add to post the changed entry as a new
one, or Delete to remove an entry.

~wnh =

To refresh the active list view:

Active lists show results as of the time they opened for viewing, or the last time they
were refreshed.

Click the Refresh button in the view header to update the contents.

To clear active list views:

While monitoring a particular active list view, you may want to see only traffic that
happens after a certain pointin time. You can accomplish this by clearing the view.
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1. In the Navigator panel's Active List resource tree, select the active list to clear.
2. Right-click and choose Clear Entries.

To use the context menu on an active list view:

Below are right-click context commands available in active list views:

Menu Command Description

New Add an entry to the active list using the Active List Entry Editor.
Edit Edit the selected entry using the Active List Entry Editor.
Delete Remove the selected entry from the active list.

To use an active channel add to or subtract events from an active list:

You can add or remove event-attribute-based active list entries using selected events in
the active channel. This feature automatically offers the name of the active list thatis
appropriate for the selected event.

See "Adding Events from a Channel to an Active List" on page 498 for instructions.

To filter an active list:

In addition to the constraints of an active list itself, you can place a temporary filter on an
active list view to aid your analysis. Such filters are not saved with the active list.

1. Open an active listin the Viewer panel as described above.

2. Click the Filter status description in the view header to open the Common Condition
Editor. For example, the status No Filter Defined.

3. Use the Common Condition Editor as described in "Creating or Editing a Filter" on
page 307.
To customize active list columns:

You can modify active list views just like other grid views, as described in "Customizing
Columns" on page 251.

Using Rules to Populate an Active List

Purpose: To demonstrate how to populate active lists with the rule action. The example
uses a rule that captures VPN login events and adds data to a list.

See "Rule Actions Reference" on page 542 for more information on the Active List rule
action.
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The high level process involves:

1. Creating the active list that forms the table to store and display the data. The active
list shows the number of logins by user name.

2. Creating the rule to capture VPN login events and send matching events to the list.
The rules populate and update the list.

Example Active List

Purpose: To provide the table that stores login events captured by the rule.

Create the active list:

1. Create a fields-based active list named VPN Events.
2. Add fields named User Name and Category, both of type String.
3. SetUser Name as the Key field:

i Data: () Event-based (¥ Fields-based kKey Fields
Marme Twpe Sub-tvpe Kevy-Field
User Mame Skring [+]
||Categu:ur';.-' String F]

Example Rule to Populate the Active List

Purpose: To create a rule that captures VPN login events and populate the VPN Events
active list. Values found in Event Name and Category Device Group fields will be used
indicators of such events. A matching event triggers the rule and populates the list as
follows:

Populate this field in the Active List With the value from this field in incoming events
User Name Target User Name
Category Category Device Group

Create the rule:

1. Create a standard rule, also named VPN Events.
2. Make your list case insensitive.

Set rule conditions:

Set Conditions to capture events when the Event Name contains Login and Category
Device Group contains VPN. To capture event names from various sources that might be
formatted differently (for example, in all upper case, all lower case, or initial
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capitalization), uncheck the Case-Sensitive (22) option next to the Event Name field.
This shows up in the Conditions Summary tab as follows:

¢ Event conditions

5 {3

=& AND

Tip: More fine-grained conditions logic (as used in this example) requires more
processing and can have a performance impact. For example, using “<SomeField>
Contains <somestring>” for a field lookup requires more processing than writing a
field lookup like “<SomeField> = <SomeString>”.

Set rule aggregation:

1. On the Aggregation tab, select the fields for aggregation only if they are identical.

2. Inthe Add Field dialog, set Aggregation for event1 on Category Device Group and
Device Custom String.

Agaregate only if these fields are identical

eventi. Category Device Group
eventl.Device Custom Stringl

Set rule actions:

1. Activate the rule Actions trigger On Every Event. De-activate the other triggers.

2. Select Add to Active List.

3. Add values for User Name and Category to the active list. Map the fields as follows:
o User Name: Device Custom Stringl

« Category: Category Device Group

.
< Add "Add To Active List™ Action | = |
When: On Every Event
Add To Active List
To: lypN Events =
Name Field
#* User Name Device Custom String1
% Category Category Device Group
|‘ ’ Ok ” Cancel ][ Help ]

4. Click OK to save the rule.
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Test the rule:

Drag-and-drop the rules into the Real-time Rules folder to deploy them. You are
prompted to move, copy, or link the rule. Linking is often most efficient.

More details are in "Deploying Real-time Rules" on page 556.

When the VPN Events rule is triggered, user names are added to the VPN Events active
list:

l/ @ PN Login Events Details |

Mame: YPM Login Events & shown / 6 matches

Last Update: 5Dec 2015 17:23:40 PST

Filter: Mo Filker

User Mame 4. ﬂ Cateqory Creation Time Last Modified Time|Count

FRED JYPI 5 Dec 2015 14...| 5 Dec 2015 14...[F -
JASMIME TP 5 Dec 2015 14.,..| 5 Dec 2015 14... 7

JEFF PR S Dec 2015 14...| S Dec 2015 14...[9

JCOHM TP 5 Dec 2015 14...| 5 Dec 2015 14... 2

LAR.A JYPH S5 Dec 2015 14,..| 5 Dec 2015 14,..|1

MICHAEL PR S Dec 2015 14...| 5 Dec 2015 14... |1

A logical next step in this example scenario would be to create another rule that checks
if certain user names are showing up in the active list, and then takes some action (like
sending an e-mail or adding those names to a “suspicious users” list, if appropriate).

Adding Events from a Channel to an Active
List

From an event that shows up on an active channel's grid, you can select the option to
add the event to an existing list or remove it, if that event is already an entry on an active
list.

The default procedure is:

1. Open an active channel of events.

2. Right-click a specific event on the channel grid, and choose Active List > Add To >
Other.

The Add to Active List dialog appears.

Note: The options Untrusted List and Trusted List apply to event fields that are
address related.

3. Browse the Active Lists resource selector to locate your active list and select it.
The selected active list's entries are displayed .
4. Click OK.
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Tip: If adding events from the active channel to existing lists is a frequent task for
you, you can add your collection of frequently-used lists directly to the Active List
option. That way, the lists are displayed instead of the active list resource tree.

Follow the instructions in "Customizing the Default Selections for Active Lists" on
page 53

Moving or Copying an Active List

Where: Navigator > Resources > Lists > Active Lists tab

1. Drag and drop the active list into another group.
2. Select Move to move the active list, Copy to make a separate copy of the active list,
or Link to create a copy of the active list that is linked to the original active list.

If you select Move, the resource or resource group moves to the new location. If you
select Copy, you create a separate copy of the resource or resource group that will
not be affected when the original resource or resource group is edited. If you select
Link, you create a copy that s linked to the original resource or resource group.
Therefore, if you edit a linked item, whether the original or the copy, all links are also
edited. When deleting linked items, you can either delete the selected item or all
linked items.

Importing and Exporting an Active List

Where: Navigator > Resources > Lists > Active Lists tab

To import an active list:

You can import a comma-separated-value (CSV) file as data. This is useful if you have
data from other systems that you want to import; you can use the import to populate your
active lists.

1. Right-click an active list and select Import CSV File.

2. Inthe file browser, select the CSV file you want to import and click Open.

The Import Preview opens. If this is the file you want to import, click OK to add it to
the active list.

3. Right-click the active list you just populated with the CSV file and select Show
Entries. This displays the newly-added data from the CSV file in the Viewer panel
as active list details.
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Note: The default view limitis 2000 entries. To view more, specify the number of
entries in your filter.

To export an active list:

In the active list viewer, you can export selected entries from an active listto a CSV file.
This is useful if you want to manage active list data external to the ArcSight Console.

1. Right-click an active list and select Show Entries. The data in the active listis
displayed in the Viewer panel as active list details.

2. On the active list detail in the Viewer panel, select one or more entries (rows of
events).

3. Right-click and select either Export CSV - Visible Columns or Export CSV - All
Columns.

4. In the file browser, go to the location where you want to save the exported data,
enter a file name in the File Name field, and click Save. The entries you selected for
export are saved as a CSV file.

Deleting an Active List

Before deleting an active list, make sure it is not being referenced by any rule action,
trend action, or any other resource. Edit those resources if necessary.

1. Right-click an active list and select Delete Active List.
2. Click Yes to confirm.

Managing Active List Groups

Active list groups are created to store similar groups or active lists in a single location.
Groups can be created within groups to meet enterprise needs.

Caution: Do not exceed more than 10,000 resources in a group.

Groups and active lists can be managed with drag and drop functionality. You can move
or copy groups and active lists into other groups in the Active Lists resource tree. If a
group is deleted, the active lists within that group are also deleted.

Note: To copy multiple resources at once, use Copy and Paste. You can drag and
drop only one resource at a time.
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Where: Navigator > Resources > Lists > Active Lists tab

To create an active list group:

1. Right-click a group and select New Group.

A name text field appears under the group you selected.
2. Enteraname.
3. Press Enter.

To edit an active list group:

1. To rename the active list group:
« Inthe Active Lists resource tree, right-click a group and choose Rename, or

« Inthe Group Editor, edit the Name field.

2. In the Group Editor, change the description as required.
3. Press Enter.

To move or copy active list groups:
1. In the Active Lists resource tree, navigate to a group and drag and drop it into
another group.

2. Select Move to move the group, Copy to make a separate copy of the group, or Link
to create a copy of the group that is linked to the original group.

If you select Move, the resource or resource group moves to the new location. If you
select Copy, you create a separate copy of the resource or resource group that will not
be affected when the original resource or resource group is edited. If you select Link,
you create a copy that is linked to the original resource or resource group. Therefore, if
you edit a linked item, whether the original or the copy, all links are also edited. When
deleting linked items, you can either delete the selected item or all linked items.

To delete active list groups:

1. Right-click a group and select Delete Group.
2. Click Yes.

Managing Session Lists

While you can manually update session lists, their real value comes when you author
automatic, rule-driven lists with dynamic content.

Related topics:
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» "Creating or Editing a Session List" below

» "Editing Session List Entries" on page 505

» "Understanding Session Correlation" on page 567

» "Example: Using Session Lists to Correlate Session Data on User Logins" on

page 572.

Creating or Editing a Session List

Purpose: Session lists are defined in conjunction with rules specifically tailored to
interact with and populate the lists dynamically.

Where: Navigator > Resources > Lists > Session Lists tab

To create or edit a session list:

1. To create a session list, right-click a session list group and select New Session List.
To edit a session list, right-click the session list and select Edit Session List.

2. Setoptions as follows:
Session List Attributes

In this
field...

Name

Overlapping
Entries

In Memory
Capacity
(x1000)

Entry
Expiration
Time

...enter this

Enter a name for the session list. This name identifies the session list in ArcSight pick
lists. Spaces and special characters are allowed.

Check this box to alert the system to allow multiple instances of key pairings, which
keeps the previous session with the same key field open. For example, you might check
this box if the list is tracking activity for an asset that supports multiple user logins.

This setting indicates the maximum number of session entries the system keeps in
memory. The default value is 10,000. For most cases, 10,000 is appropriate; however,
you may wish to adjust this setting if the devices you are monitoring for this session list
contain a lot of data to ensure you have adequate memory cache available.

As a best practice, be sure to set In Memory Capacity higher than the number of live
sessions you anticipate. This helps optimize performance and, therefore, keeps results
reliable.

Enter an expiration time in hours, minutes, and seconds for session list entries. This
indicates the time after which entries are marked as terminated (if no explicit termination
event is received previous to this). Maximum expiration is 24 days.

The default is Unlimited , which means the entry never expires. An entry with no expiry
date/time can only be terminated explicitly through user action on ArcSight Console, rule
actions, or archives.

Micro Focus ESM (7.2 Service Pack 1) Page 502 of 1109



ArcSight Console User's Guide
Chapter 16: List Authoring

Session List Attributes, continued

In this
field... ...enter this

TTLDays  Setthe least number of days a closed session should remain on the list before it is
removed. Default is 0 days. Use 0 to keep the closed session indefinitely. The
maximum number of days is 999999.

Case You can optionally configure the list to be case-sensitive or -insensitive. Furthermore for

Sensitivity  case-insensitive lists, you can specify case-insensitivity for keys only, or for both keys
and values. The feature enables you to store and look up values in lists regardless of
case.

Select one:
o Case-Sensitive (the default)

« Key Case-Insensitive
« Key & Value Case-Insensitive

Important: After you save the list, you cannot change this setting. If you want to revert
the case sensitivity setting, define a new list instead.

Caution: Lookups on case-insensitive lists will slow down query and active channel
performance. Make sure your queries and variables (used by channels) get values from
case-sensitive lists.

Common Entering data in the