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Legal Notices

Copyright Notice
© Copyright 2001 - 2019 Micro Focus or one of its affiliates

Confidential computer software. Valid license from Micro Focus required for possession, use or copying. The
information contained herein is subject to change without notice.

The only warranties for Micro Focus products and services are set forth in the express warranty statements
accompanying such products and services. Nothing herein should be construed as constituting an additional
warranty. Micro Focus shall not be liable for technical or editorial errors or omissions contained herein.

No portion of this product's documentation may be reproduced or transmitted in any form or by any means,
electronic or mechanical, including photocopying, recording, or information storage and retrieval systems, for any
purpose other than the purchaser's internal use, without the express written permission of Micro Focus.

Notwithstanding anything to the contrary in your license agreement for Micro Focus ArcSight software, you may
reverse engineer and modify certain open source components of the software in accordance with the license terms
for those particular components. See below for the applicable terms.

U.S. Governmental Rights. For purposes of your license to Micro Focus ArcSight software, “commercial computer
software” is defined at FAR 2.101. If acquired by or on behalf of a civilian agency, the U.S. Government acquires
this commercial computer software and/or commercial computer software documentation and other technical data
subject to the terms of the Agreement as specified in 48 C.F.R. 12.212 (Computer Software) and 12.211 (Technical
Data) of the Federal Acquisition Regulation (“FAR”) and its successors. If acquired by or on behalf of any agency
within the Department of Defense (“DOD”), the U.S. Government acquires this commercial computer software
and/or commercial computer software documentation subject to the terms of the Agreement as specified in 48
C.F.R.227.7202-3 of the DOD FAR Supplement (DFARS”) and its successors. This U.S. Government Rights
Section 18.11 is in lieu of, and supersedes, any other FAR, DFARS, or other clause or provision that addresses
government rights in computer software or technical data.

Trademark Notices
Adobe™ is a trademark of Adobe Systems Incorporated.
Microsoft® and Windows® are U.S. registered trademarks of Microsoft Corporation.

UNIX® is a registered trademark of The Open Group.

Support

Contact Information

Phone Alist of phone numbers is available on the Technical Support
Page: hitps://softwaresupport.softwaregrp.com/support-contact-
information

Support Web Site https://softwaresupport.softwaregrp.com/

ArcSight Product Documentation https://community.softwaregrp.com/t5/ArcSight-Product-

Documentation/ct-p/productdocs
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ArcSight Enterprise Security Manager
(ESM) Support Matrix

This document describes current platform support for ArcSight Enterprise Security
Manager (ESM) and its components. The components include:

« ArcSight Manager

ArcSight Console

Correlation Optimized Retrieval and Retention Engine (CORRE)

ArcSight Command Center

High Availability module

Note: The term supported indicates that the product has been sanity-tested on the
indicated platform. Micro Focus will accept support calls and address issues with the
product and the platform on which it runs.

End of Product Support Notices

For updated end-of-life schedules for all ArcSight products, including ESM, see the
ArcSight product life cycle information page.

ESM 7.2 Supported Platforms and Products

The following upgrade paths are supported for software ESM (in both compact mode
and distributed correlation mode) and ESM on an appliance:

Note: These upgrade paths do not apply for ESM with the High Availability module.
Supported upgrade paths for ESM with the High Availability module are listed below
these upgrade paths.

o For ESM 7.0 Patch 1 and Patch 2, you can upgrade directly to ESM 7.2.
« ForESM 7.0, first upgrade to ESM 7.0 Patch 2, then upgrade to ESM 7.2.

o For ESM 6.11, with or without patches, first upgrade to ESM 7.0 Patch 1, then
upgrade to ESM 7.2.

The following upgrade paths are supported for ESM with the High Availability module:
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« Ifyou are running version 7.0 of ESM, you must upgrade ESM to version 7.0 Patch 2
before you can upgrade to version 7.2. If you are running version 7.0 of the HA
module, you can upgrade the module directly to version 7.2.

« Ifyou are running version 7.0 Patch 1 or Patch 2 of ESM, you can upgrade ESM
directly to version 7.2. If you are running version 7.0 Patch 1 of the HA module, you
can upgrade the module directly to version 7.2.

Note: Micro Focus recommends upgrading to the latest patch for your current
version of ESM before you upgrade to the next version.

GAdate December 4, 2019
Operating systems and browsers:

Supported operating systems for . Red Hat Enterprise Linux (RHEL) 8.0, 7.7, 7.6, and 6.10
software ESM (compact mode,
distributed mode, and High
Availability module)

Note: RHEL 8.0 is not supported for ESM in FIPS mode or
for ESM with the High Availability module.

Note: In distributed mode, all cluster o Community Enterprise Operating System (CentOS) 7.6 and 6.10

nodes must be on the same « SUSE Linux Enterprise Server (SLES) 12 Service Pack 4

operating system version. . .
The following operating system upgrades are supported:

« If you are running RHEL 7.4, you can upgrade directly to 7.7.

« If youare running RHEL or CentOS 7.4, you can upgrade directly
to 7.6.

« If you are running RHEL or CentOS 7.3, first upgrade to 7.4 and
then upgrade to 7.6.

« If you are running RHEL or CentOS 6.9, you can upgrade directly
to 6.10.

« If you are running SLES 12 Service Pack 3, you can upgrade
directly to Service Pack 4.

Supported operating systems for . RHEL 7.7 (B7600 (G9) and B7700 (G10) appliances only)

appliances (including appliances ., RHEL 6.10 (87500 (G8) appliances only)

with the High Avallability module) The following operating system upgrades are supported:

« If youare running ESM 6.11 on a G8 appliance that is running
RHEL 6.8, first upgrade to ESM 7.0 Patch 1 and RHEL 6.9, and
then upgrade to RHEL 6.10.

« If you are running ESM 6.11 on a G9 appliance that is running
RHEL 7.3, after you upgrade the appliance to ESM 7.0 Patch 1
and RHEL 7.4, first upgrade the operating system to RHEL 7.5
and then upgrade to RHEL 7.7.

Micro Focus ESM (7.2) Page 5 of 8



ESM Support Matrix
ArcSight Enterprise Security Manager (ESM) Support Matrix

RHEL WorkStation 7.7 and 7.6

o Cent0S 7.6

o SLES 12 Service Pack 4

« macOS 10.14 Mojave and 10.13 High Sierra
« Windows Server 2019 and 2016

« Windows 10 Enterprise (including patches)

Supported operating systems for
the ArcSight Console

Supported browsers for ArcSight . Firefox 68.1.0 Extended Support Release (ESR)
Command Center « Google Chrome (latest version)
« Internet Explorer 11

« Safari (latest version)

« Microsoft Edge (latest version)
Related components:

Forwarding Connector o 7.14.0.8246.0
o 7.13.0.8234.1
You can install the Forwarding Connector on any operating system
and version that the ESM 7.2 ArcSight Manager supports.

Active Directory (Actor) Model o 7.14.0.8244.0
Import Connector . 7.13.0.8235.1
This connector supports the following operating systems:
o Microsoft Windows Server 2016 Standard edition (64-bit)
« Microsoft Windows Server 2012 R2 (64-bit)
« RHEL 7.6 or 6.10 (64-bit)
Asset Model Import Flex o 7.14.0.8245.0
Connector . 7.13.0.8237.1
This connector supports the following operating systems:
« Microsoft Windows Server 2016 Standard edition (64-bit)
o Microsoft Windows Server 2012 R2 (64-bit)
« RHEL 7.6 or 6.10 (64-bit)

Transformation Hub (formerly 3.0and 3.1.0

Event Broker) Note: ESM 7.2 does not support Event Broker. It only supports

Transformation Hub. You cannot continue to use Event Broker with
ESM. You must install Transformation Hub.

ArcSight Investigate 2.40
Miscellaneous:

Federal Information Processing 140-2
Standards (FIPS)

Suite B 128-bit and 192-bit

Common access card (CAC) Yes
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Third-party products:
Hadoop 2.8

ServiceNow® London version with the latest ServiceNow API
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Send Documentation Feedback

If you have comments about this document, you can contact the documentation team by
email. If an email client is configured on this computer, click the link above and an email
window opens with the following information in the subject line:

Feedback on ESM Support Matrix (ESM 7.2)
Just add your feedback to the email and click send.

If no email client is available, copy the information above to a new message in a web
mail client, and send your feedback to arcsight_doc@microfocus.com.

We appreciate your feedback!
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