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Copyright Notice
© Copyright 2020 Micro Focus or one of its affiliates

Confidential computer software. Valid license from Micro Focus required for possession, use or copying. The
information contained herein is subject to change without notice.

The only warranties for Micro Focus products and services are set forth in the express warranty statements
accompanying such products and services. Nothing herein should be construed as constituting an
additional warranty. Micro Focus shall not be liable for technical or editorial errors or omissions contained
herein.

No portion of this product's documentation may be reproduced or transmitted in any form or by any means,
electronic or mechanical, including photocopying, recording, or information storage and retrieval systems,
for any purpose other than the purchaser's internal use, without the express written permission of Micro
Focus.

Notwithstanding anything to the contrary in your license agreement for Micro Focus ArcSight software, you
may reverse engineer and modify certain open source components of the software in accordance with the
license terms for those particular components. See below for the applicable terms.

U.S. Governmental Rights. For purposes of your license to Micro Focus ArcSight software, “commercial
computer software” is defined at FAR 2.101. If acquired by or on behalf of a civilian agency, the U.S.
Government acquires this commercial computer software and/or commercial computer software
documentation and other technical data subject to the terms of the Agreement as specified in 48 C.F.R.
12.212 (Computer Software) and 12.211 (Technical Data) of the Federal Acquisition Regulation (“FAR”) and
its successors. If acquired by or on behalf of any agency within the Department of Defense (“DOD”), the U.S.
Government acquires this commercial computer software and/or commercial computer software
documentation subject to the terms of the Agreement as specified in 48 C.F.R. 227.7202-3 of the DOD FAR
Supplement (“DFARS”) and its successors. This U.S. Government Rights Section 18.11 is in lieu of, and
supersedes, any other FAR, DFARS, or other clause or provision that addresses government rights in
computer software or technical data.

Trademark Notices

Adobe™ is a trademark of Adobe Systems Incorporated.
Microsoft® and Windows® are U.S. registered trademarks of Microsoft Corporation.

UNIX® is a registered trademark of The Open Group.

Documentation Updates

The title page of this document contains the following identifying information:

« Software Version number

« Document Release Date, which changes each time the document is updated

« Software Release Date, which indicates the release date of this version of the software

To check for recent updates or to verify that you are using the most recent edition of a document, go to:

ArcSight Product Documentation on the Micro Focus Security Community

Micro Focus Release Notes 8.1.0.8395.0 Page 2 of 9


https://www.microfocus.com/
https://community.microfocus.com/t5/ArcSight-Product-Documentation/ct-p/productdocs

Model Import Connector for RepSM Plus

Support

Contact Information

Phone Alist of phone numbers is available on the Technical Support
Page: hitps://softwaresupport.softwaregrp.com/support-contact-
information

Support Web Site https://softwaresupport.softwaregrp.com/

ArcSight Product Documentation  htips:/community.softwaregrp.com/t5/ArcSight-Product-
Documentation/ct-p/productdocs
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RepSM Plus Model Import Connector Release Notes

RepSM Plus Model Import Connector
Release Notes

The Micro Focus Security ArcSight Reputation Security Monitor Plus (RepSM Plus)
solution uses internet reputation data to provide an updated list of known bad or harmful
domains of IP addresses to provide context to security events. The Model Import
Connector for RepSM Plus is a component of RepSM Plus which retrieves reputation
data from the RepSM Plus threat intelligence service, processes this data, and forwards
itto ArcSight ESM.

The threat intelligence includes reputation information about internet nodes which are
known to exhibit bad behavior. The ill reputed nodes are identified by their network
address or Domain Name System (DNS) name. This data is used by the accompanying
RepSM Plus content package to detect malware infected machines, zero day attacks,
and dangerous browsing. The user can also use the data to implement custom ESM
solutions. For further details on this solution, see the Micro Focus Reputation Security
Monitor Solution Guide.

What’s New

« Certified on RHEL 8.1, 64-bit.

Certified Platforms
o CentOS/RHEL Linux 7.8 and 8.1

Supported Platforms

¢ CentOS/RHEL Linux 6.10
o CentOS/RHEL Linux 7.7
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Release Contents

The files related to the Model Import Connector in the RepSM Plus release are:

File Name Description
RepSMPIlusModellmportConn_RelNotes_8.1.0.8395.0.pdf Release notes (this document)
RepSMPIlusModellmportConn_ConfigGuide_8.1.0.8395.0.pdf Configuration guide
ArcSight-8.1.0.8395.0-RepSMModelConnector- Linux64.bin Installer for Linux 64-bit systems
ArcSight-8.1.0.8395.0-RepSMModelConnector- Win64.exe Installer for Windows 64-bit systems
Micro_Focus_RepSM_Plus_1.70.0_Customer_Letter.pdf What's new information

Installing the Model Import Connector for
RepSM Plus

The Model Import Connector for RepSM Plus is supported for installation on Windows
and Linux platforms. For detailed instructions about installing the connector, see the
Micro Focus Configuration Guide for Model Import Connector for RepSM Plus. You can
download the installation executable and guide using the link provided in the e-mail

sent to you by Micro Focus.
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SmartConnector Enhancements

SmartConnector Enhancements

In each SmartConnector release, various security fixes, feature updates, and bug fixes
are made to the field mappings for individual SmartConnectors. If you use any of the
SmartConnectors listed in the "Closed Issues" section of these release notes, be aware
that installing the updated SmartConnector can impact your created content.
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Closed Issues

Number Description

CON-24796 RepSM Plus stopped receiving reputation data.

This issue has been fixed.

CON-25036 Even when a proxy was not required, the RepSM Plus MIC was not
connecting to the data feed.
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Send Documentation Feedback

If you have comments about this document, you can contact the documentation team by
email. If an email client is configured on this computer, click the link above and an email
window opens with the following information in the subject line:

Feedback on Model Import Connector for RepSM Plus (Release Notes 8.1.0.8395.0)
Just add your feedback to the email and click send.

If no email client is available, copy the information above to a new message in a web
mail client, and send your feedback to Documentation-Feedback@microfocus.com.

We appreciate your feedback!
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