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Introduction to Borland VisiBroker

For the CORBA developer, Borland provides VisiBroker for Java, VisiBroker for C++,
and VisiBroker for .NET to leverage the industry-leading VisiBroker Object Request
Broker (ORB). These three facets of VisiBroker are implementations of the CORBA 2.6
specification.

VisiBroker Overview

VisiBroker is for distributed deployments that require CORBA to communicate between
both Java and non-Java objects. It is available on a wide range of platforms (hardware,
operating systems, compilers and JDKs). VisiBroker solves all the problems normally
associated with distributed systems in a heterogeneous environment.

VisiBroker includes:

VisiBroker for Java, VisiBroker for C++, and VisiBroker for .NET, three
implementations of the industry-leading Object Request Broker.

VisiNaming Service, a complete implementation of the Interoperable Naming
Specification in version 1.3.

GateKeeper, a proxy server for managing connections to CORBA Servers behind
firewalls.

VisiBroker Console, a GUI tool for easily managing a CORBA environment.

Common Object Services such as VisiNotify (implementation of Notification Service
Specification), VisiTransact (implementation of Transaction Service Specification),
VisiTelcoLog (implementation of Telecom Logging Service Specification), VisiTime
(implementation of Time Service Specification), and VisiSecure.

Chapter 1: Introduction to Borland VisiBroker 1



VisiBroker Documentation

VisiBroker features

VisiBroker offers the following features:

“Out-of-the-box” security and web connectivity.

Seamless integration to the J2EE Platform, allowing CORBA clients direct access to
EJBs.

A robust Naming Service (VisiNaming), with caching, persistent storage, and
replication for high availability.

Automatic client failover to backup servers if primary server is unreachable.
Load distribution across a cluster of CORBA servers.

Full compliance with the OMG's CORBA 2.6 Specification.

Integration with the Borland JBuilder integrated development environment.

Enhanced integration with other Borland products including Borland AppServer.

VisiBroker Documentation

The VisiBroker documentation set includes the following:

Borland VisiBroker Installation Guide—describes how to install VisiBroker on your
network. It is written for system administrators who are familiar with Windows or
UNIX operating systems.

Borland Security Guide—describes Borland's framework for securing VisiBroker,
including VisiSecure for VisiBroker for Java and VisiBroker for C++.

Borland VisiBroker for Java Developer's Guide—describes how to develop
VisiBroker applications in Java. It familiarizes you with configuration and
management of the Visibroker ORB and how to use the programming tools. Also
described is the IDL compiler, the Smart Agent, the Location, Naming and Event
Services, the Object Activation Daemon (OAD), the Quality of Service (Qo0S), the
Interface Repository, and the Interface Repository, and Web Service Support.

Borland VisiBroker for C++ Developer's Guide—describes how to develop
VisiBroker applications in C++. It familiarizes you with configuration and
management of the Visibroker ORB and how to use the programming tools. Also
described is the IDL compiler, the Smart Agent, the Location, Naming and Event
Services, the OAD, the QoS, Pluggable Transport Interface, RT CORBA
Extensions, and Web Service Support.

Borland VisiBroker for .NET Developer's Guide—describes how to develop
VisiBroker applications in a .NET environment.

Borland VisiBroker for C++ APl Reference—provides a description of the classes
and interfaces supplied with VisiBroker for C++.

Borland VisiBroker VisiTime Guide—describes Borland's implementation of the
OMG Time Service specification.

Borland VisiBroker VisiNotify Guide—describes Borland's implementation of the
OMG Notification Service specification and how to use the major features of the
notification messaging framework, in particular, the Quality of Service (QoS)
properties, Filtering, and Publish/Subscribe Adapter (PSA).

Borland VisiBroker VisiTransact Guide—describes Borland's implementation of the
OMG Object Transaction Service specification and the Borland Integrated
Transaction Service components.
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Windows

UNIX

Tip

VisiBroker Documentation

= Borland VisiBroker VisiTelcoLog Guide—describes Borland's implementation of the
OMG Telecom Log Service specification.

= Borland VisiBroker GateKeeper Guide—describes how to use the VisiBroker
GateKeeper to enable VisiBroker clients to communicate with servers across
networks, while still conforming to the security restrictions imposed by web browsers
and firewalls.

The documentation is typically accessed through the Help Viewer installed with
VisiBroker. You can choose to view help from the standalone Help Viewer or from
within a VisiBroker Console. Both methods launch the Help Viewer in a separate
window and give you access to the main Help Viewer toolbar for navigation and
printing, as well as access to a navigation pane. The Help Viewer navigation pane
includes a table of contents for all VisiBroker books and reference documentation, a
thorough index, and a comprehensive search page.

Updates to the product documentation, as well as PDF versions, are available on the
web at http: //www.borland. cony/techpubos.

Accessing VisiBroker online help topics in the standalone Help
Viewer

To access the online help through the standalone Help Viewer on a machine where the
product is installed, use one of the following methods:

= Choose Start|Programs|Borland Deployment Platform|Help Topics

= or, open the Command Prompt and go to the product installation \bindirectory,
then type the following command:

help

Open a command shell and go to the product installation /bindirectory, then enter
the command:

help

During installation on UNIX systems, the default is to not include an entry for binin
your PATH If you did not choose the custom install option and modify the default for
PATH entry, and you do not have an entry for current directory in your PATH, use ./
helpto start the help viewer.

Accessing VisiBroker online help topics from within the
VisiBroker Console

To access the online help from within the VisiBroker Console, choose Help|Help
Topics.

The Help menu also contains shortcuts to specific documents within the online help.
When you select one of these shortcuts, the Help Topics viewer is launched and the
item selected from the Help menu is displayed.

Chapter 1: Introduction to Borland VisiBroker 3



Contacting Borland support

Documentation conventions

The documentation for VisiBroker uses the typefaces and symbols described below to
indicate special text:

Table 1.1 Documentation conventions

Convention Used for

italics Used for new terms and book titles.

carputer Information that the user or application provides, sample command lines
and code.

bold computer In text, bold indicates information the user types in. In code samples, bold
highlights important statements.

[1 Optional items.

Previous argument that can be repeated.

| Two mutually exclusive choices.

Platform conventions

The VisiBroker documentation uses the following symbols to indicate platform-specific
information:

Table 1.2 Platform conventions

Symbol Indicates

Windows All supported Windows platforms.
Win2003  Windows 2003 only

WinXP Windows XP only

Win2000  Windows 2000 only

UNIX UNIX platforms
Solaris Solaris only
Linux Linux only

Contacting Borland support

Borland offers a variety of support options. These include free services on the Internet
where you can search our extensive information base and connect with other users of
Borland products. In addition, you can choose from several categories of telephone
support, ranging from support on installation of Borland products to fee-based,
consultant-level support and detailed assistance.

For more information about Borland's support services or contacting Borland Technical
Support, please see our web site at: http://support .borland.conand select your
geographic region.

When contacting Borland's support, be prepared to provide the following information:
= Name

= Company and site ID

= Telephone number

= Your Access ID number (U.S.A. only)

= Operating system and version

= Borland product name and version

= Any patches or service packs applied
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Contacting Borland support

= Client language and version (if applicable)

= Database and version (if applicable)

= Detailed description and history of the problem
= Any log files which indicate the problem

= Details of any error messages or exceptions raised

Online resources

You can get information from any of these online sources:
World Wide Web http: //www.borland. com
Online Support http: //sugport . orland.aam (access ID required)
Listserv  To subscribe to electronic newsletters, use the online form at:
http: //www.borland. con/products/newsletters

World Wide Web

Check http: //www.borland. con/bes regularly. The VisiBroker Product Team posts white
papers, competitive analyses, answers to FAQs, sample applications, updated
software, updated documentation, and information about new and existing products.

You may want to check these URLs in particular:

= http://www.borland. com/products/downlcads/downloed visibroker.html (updated
VisiBroker software and other files)

= http://www.borland. car/techpuos (documentation updates and PDFs)
= http://info.borland. caw/devsupport /odp/fag/ (VisiBroker FAQS)

= http://cammnity.borland.can (contains our web-based news magazine for
developers)

Borland newsgroups

You can participate in many threaded discussion groups devoted to the Borland
VisiBroker. Visit http://www.borland. con/newsgroups for information about joining user-
supported newsgroups for VisiBroker and other Borland products.

Note ~These newsgroups are maintained by users and are not official Borland sites.

Chapter 1: Introduction to Borland VisiBroker 5
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Getting Started with Security

As more businesses deploy distributed applications and conduct operations over the
Internet, the need for high quality application security has grown.

Sensitive information routinely passes over Internet connections between web
browsers and commercial web servers; credit card numbers and bank balances are
two examples. For example, users engaging in commerce with a bank over the Internet
must be confident that:

= They are in fact communicating with their bank's server, not an impostor that mimics
the bank for illegal purposes.

= The data exchanged with the bank will be unintelligible to network eavesdroppers.

= The data exchanged with the bank software will arrive unaltered. An instruction to
pay $500 on a bill must not accidentally or maliciously become $5000.

VisiSecure lets the client authenticate the bank's server. The bank's server can also
take advantage of the secure connection to authenticate the client. In a traditional
application, once the connection has been established, the client sends the user's
name and password to authenticate. This technique can still be used once a
VisiSecure connection has been established, with the additional benefit that the user
name and password exchanges will be encrypted. VisiSecure provides support for any
number of authentication realms providing access to portions of distributed
applications. In addition, with VisiSecure you can create authorization domains that
delineate access-control rules for your applications.

Chapter 2: Getting Started with Security 7



VisiSecure overview

VisiSecure overview

VisiSecure provides a framework for securing VisiBroker and BDOC. VisiSecure lets
you establish secure connections between clients and servers.

VisiSecure for Java

VisiSecure is 100% Java and supports all security requirements of the J2EE 1.3
specification. VisiSecure uses the Java Authentication and Authorization System
(JAAS) for authentication, the Java Secure Socket Extension (JSSE) for SSL
communications, and the Java Cryptography Extension (JCE) for cryptographic
operations. Most of the APIs for Java applications reflect the existing JDK or additional
Java standard APls. Care has been taken not to duplicate APIs at the different security
layers. In some cases, VisiSecure feature set exceeds the J2EE 1.3 security
requirements.

VisiSecure for C++

VisiSecure for C++ offers similar feature as VisiSecure for Java. See Chapter 11,
“VisiSecure for C++ APIs” and Chapter 10, “Security Properties for C++” for detailed
information.

Pluggability

VisiSecure allows many security technologies to be plugged in. Pluggability is provided
at various levels. Security service providers can plug in and replace the entire set of
security services and application developers can plug in smaller modules to achieve
custom integration with their environment. The only layers which are not pluggable are
the CSIv2 layer and the transport layer which are tightly integrated with the internal
implementation of the VisiBroker ORB and interact heavily with each other.

VisiSecure design flexibility

Borland has designed VisiSecure to work with a variety of application architectures, so
that it can support many different current and future architectures. However, while
VisiSecure represents a powerful security architecture, alone it cannot fully protect
your servers. You must be responsible for physical security, and configuring you base
web server (host) and operating system services in the most secure manner possible.

VisiSecure for Java features

VisiSecure has the following features:

= Enterprise Java Beans (EJB) Container Integration: VisiSecure seamlessly
integrates EJB security mechanisms with the underlying CORBA Security Service
and CSlv2. CORBA offers enhanced features to the security architecture of your
bean. By utilizing VisiSecure, you have additional options over the relatively simple
EJB security model.
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Basic security model

= Web Container Integration: VisiSecure integrates with the web container by
providing mechanisms to the web container that allow its own authentication and
authorization engines to propagate security information to other EJB containers, as
necessary. For example, a servlet trying to invoke an EJB container's bean will act
on behalf of the original browser client that triggered the initial request. Security
information supplied from the client will be propagated seamlessly to the EJB
container. In addition, the web container authentication and authorization engine
can be configured to use authentication LoginModules and authorization rolemaps
supplied by Borland.

= Security Services Administrator: The administration and configuration of
VisiSecure is performed using simple-to-use properties and supports tools like the
Java keytool.

= GateKeeper: You can use GateKeeper to enable authenticated connections across
a high-level firewall. This allows clients to connect to the server, even if the server
and the application client are on opposite sides of a firewall. Use of the GateKeeper
is fully documented in the VisiBroker GateKeeper Guide.

= Secure Transport Layer: VisiSecure utilizes SSL, the primary secure transport
level communication protocol on the Internet, as a secure transport layer. SSL
provides message confidentiality, message integrity, and certificate-based
authentication support through a trust model.

VisiSecure for C++ Features

VisiSecure for C++ has the following features:

= Authentication and Authorization: The Authentication and Authorization model
are similar to VisiSecure for Java. This extends the capability of VisiSecure for C++
applications.

= Security Services Administrator: The administration and configuration of
VisiSecure is performed using simple-to-use properties.

= Secure Transport Layer: VisiSecure utilizes SSL, the primary secure transport-
level communication protocol on the Internet, as a secure transport layer. SSL
provides message confidentiality, message integrity, and certificate-based
authentication support through a trust model.

Basic security model

The basic security model describes VisiSecure and its components from a user's
perspective. This is the logical model that VisiSecure users need to understand,
configure and interact with. The security service groups entities of a system into the
following three logical groups (domains):

= Authentication realm (User domain): simply a database of users. Each
authentication realm describes a set of users and their associated credentials and
Privileges attributes.

= Resource Domain: represents a collection of resources of a single application. The
application developer defines the access control policies for access to resources in
the application.

= Authorization Domain: defines the set of rules that determines whether an access
attempt to a particular resource is allowed.
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Basic security model

The following figure displays the relationship among these domains.

Figure 2.1 Interaction Among Different Domains in VisiSecure

Autharization
Dornain

These three VisiSecure domains are closely related.

1 For authentication, you need an authentication realm. VisiBroker comes with a
simple one, or you can use an existing supported realm, like an LDAP server.

2 For authorization, you need to set up roles, and associate users with those roles.

3 Then, you need to set up a resource domain, and grant access to the resources in
that domain to certain roles.

Authentication realm (user domain)

An authentication realm, simply described, is a database of users. Each authentication
realm describes a set of users and their associated credentials and privileges, such as
the user's password and the groups to which the user belongs, respectively. Examples
of authentication realms are: an NT domain, an NIS or yp database, or an LDAP
server.

An authentication realm is defined both by the authentication technology it uses, as
well as a set of configuration options that point to the source of the data. For example,
if you are using LDAP, then the authentication realm specifies LDAP as the
authentication protocol, specifies the name of the server, and specifies other
configuration parameters. When you log on to a system, the system is authenticating
you. For more information, see Chapter 3, “Authentication.”

Resource domain

A resource defines an application component that VisiSecure needs to protect.
VisiSecure organizes resources into resource domains containing every resource in an
application. This means every remote method or servlet that is exposed by a server is
essentially a resource.

The application developer defines access control policies for access to resources in the
application. These are defined in terms of roles. Roles provide a logical collection of
permissions to access a set of resources. For more information, see Chapter 4,
“Authorization.”
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Distributed environments and VisiSecure SPI

In addition, applications may choose to be more security aware and provide access
control for more fine grained resources such as fields, or access to external resources
such as databases. The EJB and Servlet specifications provide standard deployment
descriptor information that allow applications to define their access policies in terms of
the set of roles required to access a given method.

Authorization domain

The authorization domain allows users to act in given roles. VisiSecure grants
privileges to access resources based on these roles. When VisiBroker applications
pass user identities from one application to another, the identity contains user
information, and the permissions based on the specified roles. The caller's identity is
then matched with the required rules to determine whether the caller satisfies the
required rules. If the caller satisfies the rules, access is granted. Otherwise, access is
denied. For more information, see Chapter 4, “Authorization.”

Distributed environments and VisiSecure SPI

For a distributed environment, in addition to the three domains that make up the basic
security model, the following must be considered:

= Distributed transmission of the authorization privileges
= Assertion and trusting assertion

The VisiSecure Service Provider Interface (SPI) provides interfaces and classes to
address secure transportation, assertion, and assertion trust. The transmission (or
interoperability) is handled by the underlying CSIv2 implementation. Because the
implementation of the SPI is closely bundled with the VisiBroker ORB, it cannot be
separated from the core as a generic SPI for other languages.

Specifically, the VisiSecure SPI classes enable customization of your Security Service
in the following:

= Identification and Authentication
= Authorization (or access control decision making)
= Assertion trust

Managing authentication and authorization with JAAS

The Java Authentication and Authorization Service (JAAS) defines extensions that
allow pluggable authorization and user-based authentication. This framework
effectively separates the implementation of authentication from authorization, allowing
greater flexibility and broader vendor support. The fine-grained access control
capabilities allow application developers to control access to critical resources at the
granularity level that makes the most sense.

Authentication and Identification

Authentication is the process of verifying that an entity (human user, service, or
component, and such) is the one it claims to be. The authentication process includes:

1 acquiring credentials from the to-be-authenticated entity,
2 then verifying the credentials.

VisiSecure employs the JAAS framework to facilitate the interaction between the
entities and the system.
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System identification

Any system first needs to identify itself before being allowed access to resources.
Client identification is always required for resource access. In a CORBA/J2EE
environment, the need for identification also exists for servers as well. Servers need
identification in two cases:

= One, when using SSL for transport layer security, the server typically needs to
identify itself to the client.

= Two, when mid-tier servers make further invocations to other mid-tier or end-tier
servers, they need to identify themselves before being allowed (potentially) to act on
behalf of the original caller.

For more information, see “System Identification” on page 36.

Authentication and pluggability

Authentication in VisiBroker is a JAAS implementation allowing pluggable
authentication. The JAAS logon service separates the configuration from
implementation. A low-level system programming interface called the LoginModule,
provides an anchor point for pluggable security modules.

At the same time as system identification, the authentication mechanism concept is
employed to represent the “format” for communicating (or transporting) authentication
information between various components of the security subsystem. The security
service provider for the authentication/identification process implements the specific
format (encoding and decoding process) that is to be used by the underlying core
system.

In a distributed environment, the authentication process is further complicated by the
fact that the representation of the entity and the corresponding credential must be
transported among peers in a generic fashion. Therefore, the VisiSecure Java SPI
employs the concept of the AuthenticatiaMechanisnand defines a set of classes for
doing authentication/identification in a distributed environment.

Server and/or client authentication

With the VisiBroker implementation of JAAS, you can set different mechanisms of
authentication. You can have server authentication, where servers are authenticated
by clients using public-key certificates. You can also have client authentication. Clients
can be authenticated using passwords or public-key certificates. That is, the server can
be configured to authenticate clients with a password or clients with public-key
certificates.

Authenticating clients with usernames and passwords

If server-side authentication is not required, authentication can be accomplished using
a standard username/password combination. To authenticate clients using usernames
and passwords, several things need to happen. The server should expose a set of
realms to which it can authenticate a client. Each realm should correspond to a JAAS
LoginModule that actually does the authentication. Finally, the client should provide a
username and password, and a realm under which it wishes to authenticate itself. For
more information, see Chapter 3, “Authentication.”
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Authentication property settings

The authentication policy—whether it is server or client authentication and whether it is
done using public-key certificates or passwords—is determined by property settings.
For more information, see Chapter 10, “Security Properties for C++” and Chapter 9,
“Security Properties for Java.”

Public-key encryption

In addition to username/password-based authentication, VisiSecure also supports
public-key encryption. In public-key encryption, each user holds two keys: a public key
and a private key. A user makes the public key widely available, but keeps the private
key secret.

Data that has not been encrypted is often referred to as clear-text, while data that has
been encrypted is called cipher-text. When a public key and a private key are used with
the public-key encryption algorithm, they perform inverse functions of one another, as
shown in the following diagram.

= Inthe first case, the public key is used to encrypt a clear-text message into a cipher-
text message; the private key is used to decrypt the resulting cipher-text message.

= In the second case, the private key is used to encrypt a message (typically in the
case of digital signatures—that is, “signed” messages), while the public key is used
to decrypt it.

Public Private
Key Key
y
Clear-text RSA Cipher-text Clear-text
Message Eneryption Message Message
Private Public
Key Key

Cipher-taxt
Message

Clear-text|
Massage

Clear-text|
Message

If someone wants to send you sensitive data, they acquire your public key and use it to
encrypt that data. Once encrypted, the data can only be decrypted with the private key.
Not even the sender of the data will be able to decrypt the data. Note that encryption
can be asymmetric or symmetric.

Asymmetric encryption

Asymmetric encryptions has both a public and a private key. Both keys are linked
together such that you can encrypt with the public key but can only decrypt with the
private key, and vice-versa. This is the most secure form of encryption.
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Symmetric encryption

Symmetric encryption uses only one key for both encryption and decryption. Although
faster than asymmetric encryption, is requires an already secure channel to exchange
the keys, and allows only a single communication.

Certificates and Certificate Authority

When you distribute your public key, the recipients of that key need some sort of
assurance that you are indeed who you claim to be. The ISO X.509 standard defines a
mechanism called a certificate, which contains a user's public key that has been
digitally signed by a trusted entity called a Certificate Authority (CA). When a client
application receives a certificate from a server, or vice-versa, the CA that issued the
certificate can be used to verify that it did indeed issue the certificate. The CA acts like
a notary and a certificate is like a notarized document.

You obtain a certificate by constructing a certificate request and sending it to a CA.

Digital signatures

Digital signatures are similar to handwritten signatures in terms of their purpose; they
identify a unique author. Digital signatures can be created through a variety of
methods. Currently, one of the more popular methods involves an encrypted hash of
data.

1 The sender produces a one-way hash of the data to be sent.
The sender digitally signs the data by encrypting the hash with a private key.
The sender sends the encrypted hash and the original data to the recipient.

The recipient decrypts the encrypted hash using the sender's public key.

g AN

The recipient produces a one-way hash of the data using the same hashing
algorithm as the sender.

6 If the original hash and the derived hash are identical, the digital signature is valid,
implying that the document is unchanged and the signature was created by the
owner of the public key.

Generating a private key and certificate request

To obtain a certificate to use in your application, you need to first generate a private
key and certificate request. To automate this process, for Java applications you can
use the Java keytool, or for C++ applications you can use open source tools like

QpenSaL utility.

After you generate the files, you should submit the certificate request to a CA. The
procedure for submitting your certificate request to a CA is determined by the
certificate authority which you are using. If you are using a CA that is internal to your
organization, contact your system administrator for instructions. If you are using a
commercial CA, you should contact them for instructions on submitting your certificate
request. The certificate request you send to the CA will contain your public key and
your distinguished name.
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Authentication and Identification

Distinguished names

A distinguished name represents the name of a user or the CA that issued the user's
certificate. When you submit a certificate request, it includes a distinguished name for
the user that is made up of the components listed in the following table.

Tag Description Required Component

Common-Name The name to be associated with the user. Yes

Organization The name of the user's company or Yes
organization.

Country The two character country code that identifies Yes
the user's location.

Email The person to contact for more information No
about this user.

Phone The user's phone number. No

Organizational Unit The user's department name. No

Locality The city in which the user resides. No

Certificate chains

The ISO X.509 standard provides a mechanism for peers who wish to communicate,
but whose certificates were issued by different certificate authorities. Consider the
following figure, in which Joe and Ted have certificates issued by different CAs.

®
v

Y
Borland Acma
I
Y
Joe Ted

For Joe to verify the validity of Ted's certificate, he must inspect each CA in the chain
until a trusted CA is found. If a trusted CA is not found, it is the responsibility of the
server to choose whether to accept or reject the connection. In the case shown in the
preceding figure, Joe would follow these steps:

1 Joe obtains Ted's certificate and determines the issuing CA, 2are.

2 Since the Aare CA is not in Joe's certificate chain, Joe obtains the issuer of the
certificate for CA 2.

3 Because (A 2is not a trusted CA, the server decides whether to accept or reject the
connection.

The manner in which you obtain certificate information from a CA is defined by that CA.
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Certificate authentication

Closely associated with authentication is the concept of trust. For practical purposes,
trust operates just like authentication. Trust can be applied at the transport level if a
certificate identity is presented, or at even higher levels (at the CSIv2 layer) where the
identity takes the form of a username/password.

Java  For trusting certificates with Java code, VisiSecure provides mechanisms to support
user-provided JSSE X509TrustMenager that indicates whether a given certificate chain is
trusted. You can also specify a Java keystore where certificate entries are trusted
using standard Java properties.

C++ For VisiBroker for C++ users, the a set of APIs that allow trustpoints (trusted
certificates) to be configured is provided as well. For more information, see Chapter 11,
“VisiSecure for C++ APIs.”

Certificate Revocation List (CRL) and revoked certificate serial
numbers

C++Only  When signed public key certificates are created by a Certificate Authority (CA), each
certificate has an expiration date that indicates when it is no longer valid. However, in
order to address the case where a certificate becomes invalid for some reason before
the date of expiration, the Certificate Revocation List (CRL) feature is provided for
VisiSecure for C++. For more information about Certificate Authorities (CA)s, see the
“Certificates and Certificate Authority” on page 14.

Using the VisiSecure for C++ Certificate Revocation List (CRL) feature, you can set up
CRLs and check peer certificates against this list during SSL handshake
communication.

The CRL files must be in DER format and are stored in a directory. To input a CRL into
VisiSecure for C++, you need to set the viorcker . security.(RIRepository property to the
directory where the CRL files reside. For more information on VisiSecure for C++
properties, see Chapter 10, “Security Properties for C++.”

Note  There can be more than one CRL file within the CRL Repository directory structure.

Once the CRLs are loaded, VisiSecure examines all certificates sent by a peer during
SSL handshake. If any of the peer certificates appears in the CRLsS, an exception will
be thrown and the connection will be refused.

Negotiating Quality of Protection (QoP) parameters

When clients and servers communicate, they both need to agree on some parameters
for the Quality of Protection (QoP) that will be provided. The resource host (the server)
will:

= publish all the QoP parameters that it can support, and
= impose a set of required QoP parameters on the clients.
Note By definition, a required QoP is also a supported QoP.

For example, a server may support and require secure transport (SSL) while it may
support authentication but not require it. This is useful, for example, in the case where
some resources are not sensitive and anonymous access is acceptable. For more
information about QoP and QoS parameters:

C++ See “QoP API” on page 113.
Java See ocon.borland.security.csiv2 and Chapter 9, “Security Properties for Java.”
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Secure Transportation

Java

Note

VisiSecure functions in two transport environments:
= using IIOP over plain sockets
= using secure sockets (SSL)

In intranet scenarios, it may be safe to transfer information (including sensitive data,
such as user authentication credentials) using IIOP over plain sockets. However, when
the network environment is not trusted (such as the Internet, or even an intranet), you
need to guarantee integrity (the message was not modified or tampered with during
transmission) and confidentiality (the message cannot be read by anybody even if they
intercepted it during transmission) of messages being transmitted over the network.
This is achieved by using secure sockets (SSL).

JSSE and SSL pluggability

VisiSecure uses Java Secure Sockets Extension (JSSE) to perform SSL
communication. VisiSecure SPI Secure Socket Provider class provides access to the
underline SSL implementation. Any appropriate implementation following Java Secure
Socket Extension (JSSE) framework can be easily plugged in independent of other
provider mechanisms. The only necessary step is mapping the interfaces (or, in
another word, callback methods) defined to the corresponding JSSE implementation.
For more information on the SPI Secure Socket Provider class, see VisiSecure SPI for
Java and Chapter 12, “Security SPI for C++.”

For the “out-of-box” installation of VisiBroker, the JSSE implementation provided by
Java SDK is used.

Setting the level of encryption

The SSL product uses a number of encryption mechanisms. These mechanisms are
industry-standard combinations of authentication, privacy, and message integrity
algorithms. This combination of characteristics is referred to as a cipher suite.

The client and server have a static list of supported cipher suites. This list is used
during the handshake phase of the connection to determine which cipher suite will be
used. The client sends a list of all cipher suites it knows to the server. The server then
takes this information and determines which cipher suites both the server and client
understand. By default, the server selects the strongest available cipher suite.

While this cipher suite order ensures strong security, you may want to adopt a different
cipher suite order based on application-specific security requirements. When you want
to change the order of the cipher suites, use the Quality of Protection (QoP) API
function calls; you can retrieve a list of the currently available cipher suites, then set the
list to a new order so weaker cipher suites are used before stronger cipher suites.

You cannot add new cipher suites. You can modify only the order of the cipher suites
that are available and remove cipher suites you do not want to use.

Supported cipher suites

A cipher suite is a set of valid encoding algorithms used to encrypt data. Cipher suites
have different security levels and can serve different purposes. For example, some
ciphers provide for authentication while others do not; some provide for encryption and
others do not. Segments of the name of the cipher indicate what the cipher suite does
or does not provide.
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Authorization

The following table shows the cipher name segments and what these segments mean.

Cipher name Description
RC4 (through RC8) Symmetric encryption used in the cipher
MD5 Data integrity mechanism.

Data is sent clear, but a hash code is used at the receiving end to ensure
data integrity.

SHA Data integrity mechanism

WITH Authentication with encryption

ANON Uses DLT, an anonymous key exchange algorithm
NULL No encryption

EXPORT Public key size is limited.

Note: The larger the size of a public/private key, the more secure that
key is. This option is typically used for international (outside the United
States) users.

EXPORT1024 The maximum key size is limited to 1024 bytes.

The list of supported ciphers for VisiSecure for Java, is determined by the JSSE
package used. As for VisiSecure for C++, the list can be located at csstring.hfile
bundled with the installation.

Authorization occurs after the user proves who he or she is (Authentication).
Authorization is the process of making access control decisions on requested
resources for an authenticated entity based on certain security attributes or privileges.
Following Java Security Architecture, VisiBroker adopts the notion of permission in
authorization. In VisiSecure, resource authorization decisions are based on
permissions. Borland uses a proprietary authorization framework based on users and
roles to accomplish authorization. For example, when a client accesses a CORBA or
Web request enterprise bean method, the application server must verify that the user
of the client has the authority to perform such an access. This process is called access
control or authorization.

Access Control List

Authorization is based on the user's identity and an access control list (ACL), which is a
list roles. Typically, an access control list specifies a set of roles that can use a
particular resource. It also designates the set of people whose attributes match those
of particular roles, and thus are allowed to perform those roles.

Roles-based access control

VisiSecure uses an access control scheme based on roles. The deployment descriptor
maintains a list of roles that are authorized to access each enterprise bean method.
VisiSecure uses a role database (a file whose default name is roles.dp) to do the
association between user identities and EJB roles. If a user is associated with at least
one role, the user may access the method. For more information, see Chapter 4,
“Authorization.”
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Pluggable Authorization

VisiSecure provides the ability to plug-in an authorization service that can map users to
roles. The implementer of the Authorization Service provides the collection of
permission objects granted access to certain resources. A new class, RolePermissionis
defined to represent “role” as permission. The Authorization Services Provider in turn
provides the implementation on the homogeneous collection of RolePermissions
contained for an association between given privileges and a particular resource.

The Authorization Service is tightly connected with the concept of Authorization
domain—each domain has exactly one Authorization Services Provider
implementation. The Authorization domain is the bridge between VisiSecure system
and the authorization service implementation. During the initialization of the ORB itself,
the authorization domains defined by the property viorcker . security.authDarains are
constructed, while the Authorization Services Provider implementation is instantiated
during the construction of the Authorization domain itself.

The Authorization Domain defines the set of rules that determine whether a user
belongs to a logical “role” or not.

For more information, see Chapter 4, “Authorization.”

Context Propagation

In addition to ensuring the confidentiality and integrity of transmitted messages, you
need to communicate caller identity and authentication information between clients and
servers. This is called delegation. The caller identity also needs to be maintained in the
presence of multiple tiers in an invocation path. This is because a single call to a mid-
tier system may result in further calls being invoked on other systems which must be
executed based on the privileges attributed to the original caller.

In a distributed environment, it is common for a mid-tier server to make identity
assertions and act on behalf of the caller. The end-tier server must make decision on
whether the assertion is trusted or not. When propagating context, the client transfers
the following information:

= Authentication token—client's identity and authentication credentials.
= Identity token—any identity assertion made by this client.

= Authorization elements—privilege information that a client may push about the
caller and/or itself.

|dentity assertions

Identity assertion occurs when several servers with secure components are involved in
a client request. At times, it is necessary for a server to act on behalf of its clients—
when a client request is passed from one server to another. This is typical in the case
where a client calls a mid-tier server, and the server further needs to call an end-tier
server to perform a part of the service requested by the client. At such times, the mid-
tier server typically needs to act on behalf of the client. In other words, it needs to let
the end-tier server know that while it (the mid-tier server) is communicating with the
end-tier server, access control decisions must be based on the original caller's
privileges and not its privileges.
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For example, a client request goes to Server 1, and Server 1 performs the
authentication of the identity of the client. However, Server 1 passes the client request
to Server 2, which may in turn pass the request to Server 3, and so forth. See the
following diagram:

Request

Server 1 Authenticate Client A

Requaest

Request

Authorizes Client A's request
and performs the operation

Each subsequent server (Server 2 and Server 3) can assume that the client identity
has been verified by Server 1 and thus the identity is trusted. The server that ultimately
fulfills the client request, such as Server 3, need only perform the access control
authorization.

By default the identity is authenticated only at the first tier server and is asserted. It is
the asserted identity that propagates to other tiers.

Impersonation

Impersonation is the form of identity assertion where there is no restriction on what
resources the mid-tier server can access on the end-tier server. The mid-tier server
can perform any task on behalf of the client.

Delegation

The inverse of impersonation, delegation is the form of identity assertion where the
client explicitly delegates certain privileges to the server. In this case, the server is
allowed to perform only certain actions as dictated by the client. VisiSecure performs
only simple delegation.
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Trusting Assertions

A server (end-tier) may choose to accept or not accept identity assertions. In the case
where it chooses to accept identity assertions, there are trust issues that present
themselves. While the server may know that the peer is authentic, it must also confirm
that the peer has the privilege to assert another caller or act on behalf of the caller.
Since the caller itself is not authenticated by the end-tier, and the end-tier accepts the
mid-tier's assertion, the end-tier needs to ensure that it trusts the mid-tier to have
performed proper authentication of the original caller. It, in turn, trusts the mid-tier's
trust in the authenticity of the caller.

There may be many peers to an end-tier system, some who are trusted as mid-tiers,
and some that are just clients. Therefore, the privilege to speak for other callers must
be granted only to certain peers.

Trust assertions and plug-ins

When a remote peer (server or process) makes identity assertions while acting on
behalf of the callers, the end-tier server needs to trust the peer to make such
assertions. The Security Provider Interface (SPI) allows you to plug in a Trust Services
Provider to determine whether the assertion is allowed (trusted) for a given caller and a
given set of privileges for the asserter. Specifically, you use the TrustProvider class to
implement trust rules that determine whether the server will accept identity assertions
from a given asserting subject. For more information, see sec-api-doc in the Help
sytem, and the Chapter 12, “Security SPI for C++.”

Backward trust

Backward trust is provided “out of the box”, and is the form of trust where the server
has rules to decide who it trusts to perform assertions. With backward trust, the client
has no say whether the mid-tier server has the privilege to act on its behalf.

Forward trust

Forward trust is similar to delegation in that the client explicitly provides certain mid-tier
servers the privilege to act on its behalf.

Temporary privileges

At times, a server needs to access a privileged resource to perform a service for a
client. However, the client itself may not have access to that privileged resource.
Typically, in the context of an invocation, access to all resources are evaluated based
on the original caller's identity. Therefore, it would not be possible to allow this
scenario, as the original caller does not have access to such privileged resource. To
support this scenario, the application may choose to assume an identity different from
that of the caller, temporarily while performing that service. Usually, this identity is
described as a logical role, as the application effective requires to assume an identity
that has access to all resources that require the user to be in that role.
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Using IIOP/HTTPS

You can make use of HTTPS, featured in most browsers. The following guidelines
should be followed:

= The VisiBroker proxy server GateKeeper must be running with SSL enabled on the
exterior.

= An applet that only uses IIOP/HTTPS requires no pre installation of software (either
classes or native libraries) on the client as long as the browser or applet viewer is
HTTPS enabled.

= An applet using IOP/HTTPS cannot use the X509Certificate(] class to set or
examine identities. All certificate and private key administration is handled by the
browser. Furthermore, when the ORBalway=sTurmel parameter in the applet tag is set
to true, the ORB cannot resolve SSICurrent objects.

= To enable an applet to use only IOP/HTTPS, set CRBalway=Tumel to truein the
HTML page. If CRBalwaysTurel is set to false (or unspecified) the ORB first tries to
use IIOP/SSL, which requires the SSL classes and native SSL library to be installed
locally.

= In general, IOP/HTTPS is not available to Java applications because HTTPS is not
supported by the JDK. However, there are no restrictions in VisiBroker for Java that
prevent the addition of HTTPS support to the JDK and the use of IOP/HTTPS in
Java applications.

Netscape Communicator/Navigator

You can freely use Netscape Communicator with IOP/HTTPS, however, some
versions of Navigator require the installation of the CA certificate before allowing an
IIOP/HTTPS connection. Follow these guidelines to use IOP/HTTPS with Netscape
Navigator:

= Make sure your server certificates are issued by a CA already trusted by Navigator.

= Install the root certificate into Navigator as a trusted certificate. Opening a certificate
file (for example, cacert.crt in bank_https) gives you the opportunity to install the
certificate.

= Use the GateKeeper to download the root certificate to the browser. The bank_https
example shows how to do this.

= Commercial CAs usually provide a link that allows you to install their root certificate.

= GateKeeper, by default, does not ask for the client identity. You can enable this
function by setting ssl_request_client_certificate to true in the GateKeeper
configuration file.

Microsoft Internet Explorer

To use [IOP/HTTPS with Microsoft Internet Explorer, you must make sure that the
HTTPS connection requires no user interaction. For example, if the browser visits a
HTTPS site with an untrusted root certificate, the browser will ask for permission before
establishing an HTTPS connection. The Microsoft JVM, due to a known bug, fails on
this connection.
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Here are several examples that illustrate this condition and ways in which you can
work:

= Internet Explorer ships with a list of trusted Network Server Certificates Authority. If
your server certificate is not issued by one of the trusted CAs, (the certificates
shipped with bank_https, for example) IE asks for permission before establishing an
HTTPS connection. The IOP/HTTPS operation fails because the Microsoft JVM
does not seem to support an HTTPS connection that requires user interaction.
There are a number of ways to handle this situation:

= Make sure your server certificates are issued by a CA already trusted by Internet
Explorer.

= Install the root certificate into IE as a trusted Network Server certificate. Opening
a certificate file (for example, cacert.crt in bank_https) gives you the opportunity
to install the certificate.

= Use the GateKeeper to download the root certificate to the browser. The
bank_https example shows how to do this.

= Commercial CAs usually provide a link that allows you to install their root
certificate.

= GateKeeper, by default, does not ask for the client identity. Although, you can
enable this function by setting ssl_request_client_certificate=true in the GateKeeper
configuration file, you cannot use IIOP/HTTPS because the browser asks for
permission before responding with the user's credentials.

Internet Explorer optionally requires the Common Name field within the server
certificate to be the same as the host name of the server. From the View|Internet
Options menu, select the Advanced tab and scroll to the Security section. Make sure
the box next to Warn about invalid site certificates is not checked to use a server
certificate that does not contain the host name of the server.
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Authentication

The first layer of security protection for any system is authentication (as well as identity
representation). This layer defines the process of verifying the entities are who they
claim to be. Most of the time, credentials are required to verify the identity of an entity.

VisiSecure employs the Java Authentication and Authorization Service (JAAS)
framework to facilitate the interaction between the entities and the system. At the same
time, the authentication mechanism concept is employed to represent the format
(encoding and decoding process) for communicating or transporting authentication
information between various components of the security subsystem.

JAAS basic concepts

The Borland Security Service (BSS) employs the Java Authentication and
Authorization Service (JAAS) framework to facilitate the interaction between the
entities and the system. Those who are new to the JAAS should familiarize themselves
with the terms JAAS uses for its services. Of particular importance are the concepts of
subjects, principals, and credentials.

Subjects

JAAS uses the term subject to refer to any user of a computing service or resource.
Another computing service or resource, therefore, is also considered a subject when it
requests another service or resource. The requested service or resource relies on
names in order to authenticate a subject. However, different services may require
different names in order to use them.

For example, your email account may use one username/password combination, but
your ISP requires a different combination. However, each service is authenticating the
same subject—;namely yourself. In other words, a single subject may have multiple
names associated with it. Unlike the example situation, in which the subject himself
must know a set of usernames, passwords, or other authentication mechanisms at a
specific time, JAAS is able to associate different names with a single subject and retain
that information. Each of these names is known as a principal.
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Java

C++

Note

Java

C+H+

Principals

A principal represents any name associated with a subject. A subject could have
multiple names, potentially one for each different service it needs to access. A subject,
therefore, comprises a set of principals, such as in the code sample below:

pwblic interface Principal {
pdblic String getNeme() ;

public final class Subject {

public Set getPrincipals()
}
class Principal {

public:

std: :string getName () const=0; }

class Subject {

public:

Principal : :set& getPrincipals() ;

}

Principals populate the subject when the subject successfully authenticates to a
service. You do not have to rely on public keys and/or certificates if your operational
environment has no need for such robust technologies.

To return the principle name(s) for a subject from the application context, use
getCallerPrincipal.

Principals participating in transactions may not change their principal association within
those transactions.

Credentials

In the event that you want to associate other security-related attributes with a subject,
you may use what JAAS calls credentials. Credentials are generic security-related
attributes like passwords, public-key certificates, and such. Credentials can be any
type of object, allowing you to migrate any existing credential information or
implementation into JAAS. Or, if you want to keep some authentication data on a
separate server or other piece of hardware, you can simply store a reference to the
data as a credential. For example, you can use JAAS to support a security-card reader.

Public and private credentials

Credentials in JAAS come in two types, public and private. Public credentials do not
require permissions to access them. Private credentials require security checks. Public
credentials could contain public keys, and such, while private credentials are private
keys, encryption keys, sensitive passwords, and such. Consider the following subject:

pwblic final class Subject

public Set getPublicCredentials()

}
class Subject {

public:

Credential : :set& getPrivateCredentials() ;
}

No additional permissions would be necessary to retrieve the public credentials from
the subject, except in the case:
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Java pwblic final class Subject {

pblic Set getPrivateCredentials()

}
C++ class Subject {
public:
Credential : :set& getPrivateCredentials() ;
}

For Java, permissions are required for code to access private credentials in a Subject.
For cpp, all codes are local and therefore trusted. No permission required to access
both public and private credentials. For more information on permissions in Java,
consult the JAAS Specification from Sun Microsystems.

Authentication mechanisms and LoginModules

An authentication mechanism represents the encoding/decoding for communicating
authentication information between various components of the security subsystem. For
example, it represents how LoginModules communicate with the mechanism and how
the mechanism on one process communicates with an equivalent mechanism on
another process.

VisiSecure includes several common LoginModules for server and client authentication
as well as the Security Provider Interface classes for Java and C++ that enable you to
“plug-in” security service provider implementations of authentication and identification.

Authentication realms

An authentication realm represents a single user authentication mechanism,
customized to point to a datasource which contains user information . This allows the
authentication mechanism to be independent of the actual user database and therefore
be used with multiple user databases that support the same authentication
mechanism. For example, if a vendor writes an authentication module to work with
LDAP, that mechanism can then be used to interact with different LDAP directories in
different environments, without having to rewrite or otherwise modify the authentication
mechanism.

For more information on the authentication realm (user domain), see “Basic security
model” on page 9.

LoginModules

A LoginModule defines an authentication mechanism and provides the code to interact
with a specific type of authentication mechanism. Each LoginModule is customized
using authentication options that point it to a specific data source and provide other
customizable behavior as defined by the author of the LoginModule.

Each LoginModule authenticates to a particular authentication realm (any
authenticating body or authentication provider—;for example, an NT domain). An
authentication realm is represented by a configuration entry in a JAAS configuration
file. A JAAS configuration entry contains one or more LoginModule entries with
associated options to configure the realm. For more information, see “Associating a
LoginModule with a realm” on page 30.
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LoginContext class and LoginModule interface

VisiSecure uses the class Logindmtext as the user API for the authentication
framework. The LoginContext class uses the JAAS configuration file to determine which
authentication service to plug-in under the current application.

Java pblic final class LoginGmtext {
public LoginCmtext (String nane)
public void login()
public void logout ()
pdblic Subject getSubject ()

}

C++ class LoginContext(
public:
LoginCmtext (oanst std: :string& name, Subject *subject=0,
Calllacktardler *handler=0) ;
void login() ;
void logout () ;
Subject &getSubject () cmst;

}

The authentication service itself uses the LoginModule interface to perform the relevant
authentication.

Java pblic interface LoginModule

C++ class LogirModule {

It is possible to stack LoginModules and authenticate a subject to several services at
one time.
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Authentication and stacked LoginModules

Authentication proceeds in two phases in order to assure that all stacked LoginModules
succeed (or fail, otherwise).

1 The first phase is the “login phase,” during which the LoginContext invokes login()
on all configured LogirModules and instructs each to attempt authentication.

login()

=

&
true/false

2 If all necessary LoginModules successfully pass, the second, “commit phase”
begins, and LoginCntext calls camit () on each LoginModule to formally end the
authentication process. During this phase the LoginModules also populate the
subject with whatever credentials and/or authenticated principals are necessary for

continued work.

commit()

>

LoginContext
LoginModule,

Subject
principals/
Principal credentials

Principal

Credential

Note If either phase fails, the LoginCmtext calls abort () on each LogirModule and ends all
authentication attempts.
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Associating a LoginModule with a realm

The Borland VisiBroker Server uses the JAAS configuration file to associate a
LoginModule with a realm and store that information. The JAAS configuration file
contains an entry for each authentication realm. The following is an example of a JAAS
configuration entry:

MyLDAPRealm {
oan.borland. security . provider.authn. IDABModule required URL=1dap://
directory.borland.com: 389

}

The following figure shows the elements of a realm entry in the JAAS configuration file.
Figure 3.1  Realm entry in a JAAS config

Realm name LoginModule Authentication require-
class name ments flag

BorlandValdation|{ |
| comborland secunty provider. authn JDSLognt{odule|required
DEIVEE="com borland datastore jdbe DataStoreDrver”
TERL="1dbc botland dslocali/Secuntyfjavaproduserauthinfo 1 jds" Realm="TOMCAT"
LOGIMUSERID="CreateTx" LOGINPASSWORD="" USERTABLE="UserTable"
TSERNAMEFTELD="TTSEEMN AWME" PASSWORDFIELD="PASZWORD"
GEOTPHMAWMEFTELD="GROUFPHNAME®* GROUPTABLE="TserGroupTable",

L

LoginModule-specific
properties (filled-in by
server administrator)

A server can support multiple realms. This allows clients to authenticate to any one of
those realms. In order for a server to support multiple realms, all you need to do is
configure the server with that many configuration entries. The name of the
configuration entries is not predefined and can be user defined, for example

Payrol 1Database.

Note  There must be at least one LoginModule with the authentication requirements

flag=required
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Syntax of a realm entry

Each realm entry has a particular syntax that must be followed. The following code
sample shows the generic syntax for a realm entry:

//sexrver-side realms for clients to authenticate against
realmrame {
logirModule-class-rane required|sufficient |requisite|opticnal
[logirModule-properties] ;

}i
The semicolon (*;”) character serves as the end-of-line for each LoginModule entry.

The following four elements are found in the realm entry:

= Realm Name—;the logical name of the authentication realm represented by the
corresponding LoginModule configuration

= LoginModule Name—;the fully-qualified class name of the LoginModule to be used

= Authentication Requirements Flag—;there are four values for this flag—required,
requisite, sufficient, and opticnal. You must provide a flag value for each
LoginModule in the realm entry. Overall authentication succeeds only if all required
and requisite LoginModules succeed. If a sufficient LoginModule is configured
and succeeds, then only the requiredand requisite LoginModules listed prior to that
sufficient LoginModule need to have succeeded for the overall authentication to
succeed. If no requiredor requisite LoginModules are configured for an application,
then at least one sufficient or ogptical LoginModule must succeed. The four flag
values are defined as follows:

= required—;the LoginModule is required to succeed. If it succeeds or fails,
authentication still continues to proceed down the LoginModule list for each
realm.

= requisite—;the LoginModule is required to succeed. If it succeeds,
authentication continues down the LoginModule list in the realm entry. If it fails,
control immediately returns to the application—that is, authentication does not
proceed down the LoginModule list.

= sufficient—;the LoginModule is not required to succeed. If it does succeed,
control immediately returns to the application—again, authentication does not
proceed down the LoginModule list. If it fails, authentication continues down the
list.

= optional—;the LoginModule is not required to succeed. If it succeeds or fails,
authentication still continues to proceed down the LoginModule list.

= LoginModule-specific properties—;each LoginModule may have properties that
need to be provided by the server administrator. The necessary properties for each
LoginModule provided by Borland are described below.
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Borland LoginModules

Borland provides the following common LoginModules for server and client
authentication. These LoginModules are used for both client authentication and
authentication of the Borland VisiBroker Server itself to its operating environment.

Not all LoginModules have the same properties, and your own LoginModules may have
different properties as well. Each LoginModule included with VisiBroker is described
below, its syntax and properties explained, and a realm entry code sample is provided.

= BasicLoginModule—this LoginModule uses a proprietary schema to store and
retrieve user information. It uses standard JDBC to store its data in any relational
database. This module also supports the proprietary schema used by the Tomcat
JDBC realm.

= JDBC LoginModule—this LoginModule uses a standard JDBC database interface to
authenticate the user against native database user tables.

= LDAP LoginModule—similar to the JDBC LoginModule, but uses LDAP as its
authentication back-end.

= Host LoginModule—for authentication to the operating system hosting the server.
This is the only LoginModule supported for C++.

Basic LoginModule

This LoginModule uses a proprietary schema to store and retrieve user information. It
uses standard JDBC to store its data in any relational database. This module also
supports the proprietary schema used by the Tomcat JDBC realm.

realmname {
cam.borland. security.provider.authn.Basicl ogirModile authentication-
requirements-flag
DRIVER=driver-name
URL~database-URL
TYPE=basic|tanat
IOGINUSERTD=uUSEr-name
TOGINPASSWORD=password
[USERTARL E=user-table-nane]
[GROUPTARL E=group-table-nane]
[GROUBNAVEFTEL D=group-name-field-of -GROUPTARLE]
[PASSWORDFTEL D=field-name]
[USERNAMEFTEL DINUSERTARL F=field-name]
[USERNAMEFTEL DINGROUPTRRL E=f ield-name]
[DIGEST=digest-name]
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The elements in square brackets (“[ .. ]”) are used only if authenticating to the Tomcat
Realm, where they would be required. Otherwise, the remaining properties are
sufficient.

Property Description

DRIVER Fully-qualified class name of the database driver to
be used with the password backend. For example,
ocom.borlard. datastore. jdoc . DataStoreDriver

URL Fully-qualified URL of the database used for the
realm.
TYPE The schema to use for this realm. This LoginModule

supports the schema used by the Tomcat JDBC
realm and can be made to use that schema. Set this
to “TOMCAT” to use the Tomcat schema. Set this to
“basic” to use the Borland schema.

Note: If this property is set to “TOMCAT,” all other
properties in square braces (“[..]") must also be set.

LOGINUSERID Username needed to access the password backend
database.

LOGINPASSWORD Password needed to access the password backend
database.

[USERTABLE] Table name under which the username/password to

be authenticated is stored.

[USERNAMEFIELDINUSER-TABLE] The field name in USERTABLE where the userID
can be read.

[USERNAMEFIELDIN-GROUPTABLE] The field name in GROUPTABLE where the userlD
can be read, different from that in the USERTABLE.

[PASSWORDFIELD] The field name in USERTABLE containing the
password for the username to be authenticated.
[GROUPTABLE] Table name under where the group information for

the user is stored. When TYPE is set to “TOMCAT,”
the attribute represented by entries in this table are
treated as roles rather than groups.

[GROUPNAMEFIELD] Name of the field in GROUPTABLE containing the
group name to be associated with the user. When
TYPE is set to “TOMCAT,” the attribute represented
by entries in this table are treated as roles rather
than groups.

[DIGEST] The algorithm to use for digesting the password. This
defaults to SHA under basic circumstances, but
defaults to MD5 when TYPE is set to “TOMCAT".

com.borlard. security.provider.autin. Basicl oginModile required

DRIVER="com.borland. datastore. jdoc.DataStoreDriver"

URL="jdoc:borland:dslocal : /Security/java/prod/userauthinfol . jds"

Realm="Basic"

ILOGINUSERID="CreateTx"

LOGINEASSWORD="";

}i

Since password should never be stored in clear text, VisiSecure always performs
digest on the password and stores the result into database. The digesttype option
defines the digest algorithm for this. By default, an SHA algorithm is used for basic-
typed schema, while MD5 is used for tomcat-typed schema. You can change it by
including and setting a digesttype option. In the case the corresponding digest type
engine cannot be found by the JVM, SHA is used instead. If an SHA engine cannot be
found either, the authentication will always fail.
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JDBC LoginModule

This LoginModule uses a standard JDBC database interface for authentication.

realmname {

com.borlard. security.provider.authn. JDBCLoginModile authentication-
requirements-flag

DRIVER=driver-name

URL~datalase-URL

[CBTYPE=type]

USERTARL E=user-table-name

USERNAVEFTEI D=user-name-field-of -USERTARLE

ROLETAR] E=role-table-name

ROLENAMEFTEL D=field-name

USERNAVEFTEL DINROLETARL E=field-name

i

Property Description

DRIVER Fully-qualified class name of the database
driver to be used with the realm. For example,
cam.borland. datastore. jdoc . DataStoreDriver

URL Fully-qualified URL of the database used for
the password backend.
[DBTYPE= Supported database types. If this option is

ORACLE|SYBASE|SQLSERVER|INTERBASE] specified, the table information is
preconfigured and need not be specified. The
username/password still need to be specified
to allow access to the system tables.

USERTABLE Table name under where the database stores
users.

USERNAMEFIELD The field name in USERTARLE containing the
usernames.

ROLETABLE Table name where the database stores the
roles of users.

ROLENAMEFIELD Field name in ROLETARLEWhere role information
is stored.

USERNAMEFIELDINROLE-TABLE The username field name in the ROLETRARLE

USERNAME The username needed to access the
password backend database.

PASSWORD The password needed to access the

password backend database.

LIvs
com.borlard. security.provider.autin. JDBCLogirModiile required
DRIVER="com.borland.datastore. jdoc.DataStoreDriver"
URL="jdoc:borland:dslocal : /Security/Jjava/prod/userauthinfo. jds"
USERTAR] E=myUserTable
USERNAVEFTEI D=userNames
ROLETARLE=myRoles
ROLENAMEFTEL D=roleNames
USERNAVEFTEL DINROLETARI F=userRole
USERNAME="\n"
PASSWORD="\n";
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LDAP LoginModule

Sim

ilar to the JDBC LoginModule, but using LDAP as its authentication backend.

realmname {

com.borlard. security.provider.authn. IDAPL ogirModile authentication-

requivements-flag

Property

INITIALCONTEXTFACTORY
PROVIDERURL
SEARCHBASE
USERATTRIBUTES

USERNAMEATTRIBUTE

QUERY

INTTTAL AONTEXTFACTORY=camect ian-factory-name
PROVIDERURL ~database-URL
SFAR(HRASF=search-start-point
USERATTRIBUTES=attrilbutel, attrilbute2, ...
USERNAVEATTRTBUTE=attribute
QUERY=dynamic-query

Description

The InitialContextFactory class that is used by JNDI to bind to LDAP.
The URL to the LDAP server of the form 1dap: //<servernames>: <ports> .
The search base for the Directory to lookup.

This option controls the attributes that are retrieved for a given user. This is a comma
separated list of attributes that will be retrieved and stored for an authenticated user.
These attributes can then be used in the authorization rules to determine whether a user
belongs to a given role.

This attribute represents what the user types in as the username. If set to uig, it would
allow users to type their uidwhen asked for a username. If set to meil, it would allow the
user to type their email when asked for a user name. When set to IN, the user will types
their full INto authenticate themselves.

The Query options provides a mechanism to dynamically query the LDAP for other
information and represent the results as attributes. For example, a user can be a
member of a set of groups. It is useful to extract this information as the Group attribute so
that it can be used in rules in the authorization domain. To achieve this, you can specify
a query. Queries are of the format:

query . <suffix>="<attrmanme>=<1dap fil ";

The suffix can be anything that uniquely identifies this entry and there can be
any number of queries specified. To insert the user's DN as part of the query,
you should use {0}. The IDAPLogirModule will then replace the {0} with the
actual DN of the user. For example, to query groups and store the results in the
GROUP attribute, you say:

query. 1="GROUP= (& (cu=groups) (uniquemarber={0}))";

This will select all the groups (whose cuattribute has the value groups) that the
user belongs to whose uniquarenber attribute contains the user's DN, then
stores the CN of the objects returned as the result as the values for the GROUP
attribute for that user. If the attribute name specified is ROLE, then this attribute's
treatment is exactly like that of the JDBCLoginModule. This mechanism can be
used to store user roles in LDAP.

Host LoginModule

The

HostLoginModule is used to authenticate to a UNIX or NT-based network.

realmnamre {

com.borlard. security.provider.authn. HostIoginModile authentication-

requivements-flag;

2
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No additional properties are necessary for the Host LoginModule.

Snocpy {
com.borland. security . provider . authn. HostIoginModule required;
}i

Server and Client Identification

In addition to the many clients and users that need to be authenticated to the various
VisiBroker services, the Borland VisiBroker Server itself needs to be provided with its
own identity. This allows the server to identify itself when it communicates with other
secure servers or services. It also allows end-tier servers to trust assertions made by
this server in the case where this server acts on behalf of other clients. In general, any
system that needs to engage in secure communication as a client, must be configured
to have an identity that represents the user/client on whose behalf it is acting. When
using SSL with mutual authentication, a server also needs a certificate to identify itself
to the client.

Setting the config file for client authentication

Each process uses its own configuration file containing the configuration for the set of
authentication realms that the system supports for client authentication.

To set the location of the configuration file:

= Set the vbroker. security.authentication.aonfig property to the path of the
configuration file.

System Identification

The security configuration uses properties and a configuration file to define the
identities that represent the system. This configuration file is populated with all the
LoginModules necessary for authentication to the various realms to which this process
needs to authenticate.

For example:

Set the property vibrcker . security. login=true

Set the property vibrcker . security.login. realms=payroll, hr

Set the following realm information in a file reference by

vbrcker. security.authentication. config=<oconfig-file>

Set the property vbrcker. security. cal lbackhandler=<cal lback-handlers

In the <aonfig-file> setup the following:

peyroll {
oom.borland. security. provider.autin. HostLogirModile required;
i

hr {
com.borland. security.provider.authn. BasiclogirModiule required
DRIVER=cam.borland. datastore. jdoc . DataStoreDriver
TRL="jdoc:borland:dslocal : . . /userdb. jds"
TYPE=RASTC
TOGINUSERTD=admin
TOGINPASSWORD=adin;

bi
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In this code sample:

= The process will already know something about the realms to which it needs to
authenticate through the property vioroker. security. login. realms.

= The process knows it will authenticate to the host on which it is running (logically
representing the “payroll” realm), and so sets itself up to invoke this LoginModule.

= The process also knows that it must log into the “hr” realm, and so sets up a
LoginModule to this end as well.

The format of the realm information passed into viorcker.security.login.realmsis as
follows:

<authentication Mechanisms#<Authentication Target>
This format is called Formatted Target.

Formatted Target

A “realm” represents a configuration entry that represents an authenticating target. In
the absence of a configuration file (such as in a client process, or for certificates, which
have no representation in a JAAS config file), there needs to be a way to represent a
target realm. This is done using a “formatted target”. A formatted target is of the form:

<authentication mechanismsf<mechanism specific target name>
For example:
Realml, Realm3, GSSUPHRealmd, and CertificatefAll.

An authentication mechanism represents a “format” for communicating authentication
information between various components of the security subsystem. For example, it
represents how LoginModules communicate with the mechanism and how the
mechanism on one process communicates with an equivalent mechanism on another
process. The mechanism specific target name represents how the mechanism
represents this target.

GSSUP mechanism

VisiSecure provides a mechanism for a simple username/password authentication
scheme. This mechanism is called GSSUP. The OMG CSIv2 standard defines the
interoperable format for this mechanism. The LoginModule to mechanism interaction
model is defined by Borland. This is because the mechanism implementation needs to
translate the information provided by a LoginModule to information (to a specific
format) it can transmit over the wire using CSIv2.

As mentioned above, the target name for a mechanism is specific to that mechanism.
For the GSSUP mechanism, the target name is a simple string representing a target
realm (for example, in the JAAS configuration file, on the receiving tier). So, if a server
has a configuration file with one realm defined, for example “ServerRealm”, a client
side representation of this realm would be:

GSSUPHServerRealm

For convenience, since the GSSUP mechanism is always available in VisiBroker, you
can omit the “GSSUP#” from the target name. However, this is only for the GSSUP
mechanism. When the security service interprets a “realm” name, it first attempts to
resolve the realm name with a local JAAS configuration entry. If that fails, it treats that
realm name as representing “GSSUP#".
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Note

Note

Certificate mechanism

The Certificate mechanism is a mechanism that is used for identification using
certificates. This mechanism is different from GSSUP; certificates are used instead of
username/password, and these identities are used at the SSL layer and not at the
higher CSIv2 over IIOP layer.

You can put certificates into VisiSecure using certificate login or wallet APIs. When
using wallet APIs, you need to specify the usage through the constant definitions in the
vibsec.hfile, class viosec: :WalletFactory. For more information, see “class
vbsec::WalletFactory” on page 101.

Using certificate login, you need to specify the target realm using the following format:
Certificatefi<target>
If you do not specify the usage, the default is ALL

The following describes the available targets defined for the certificate login
mechanism.

Table3.1  Targets Defined for the Certificate Login Mechanism

Target Description

Certificate#CLIENT  Identifies this process in a client role. When a user establishes an
identity for this target, the certificate identity established will be used
when this process acts as a client. In other words, this certificate will
identify this process when it establishes outgoing SSL connections.

Certificate#SERVER  Identifies this process in a server role. When a user establishes an
identity for this target, this process will use the certificate identity
established to identify itself when it is accepting SSL connections.

Certificate#ALL Identifies this process in all roles. This identity is used in both of the
above roles.

A process can have either a client and server identity that are different or an identity
that is used in all roles, but not both. In other words, you cannot establish an identity in
the CertificateH#CLIENT and the CertificateHAIl targets simultaneously.

For backward compatibility, wallet properties and SSL APIs are supported; certificate
identities established this way are only treated as CertificateHAlL

Using a Vault

When running clients, the security subsystem has the opportunity to interact with users
to acquire credentials for authentication. This is done using a callback handler as
defined by JAAS. However, when running servers (your Visibroker server or a
Partition), it is not desirable or even possible to have user interaction at start up time. A
typical example of this if the server is started as a service at the startup time of a host
or from a automated script of some sort.

The vault was designed to provide the identity information to the security subsystem in
such environments. Note that the vault itself is not directly tied to the security
subsystem. It is merely a tool to replace the user interaction. In other words, a vault
does not contain authenticated credentials. The security service will perform all
appropriate authentication, but will receive information from the vault rather than by
interacting with a callback handler. Due to the fact that no user interaction is required,
the data in the vault, while sufficiently secure, does contain sensitive information (the
usernames and passwords). Hence the vault file that is used for authentication of such
servers must be protected using host security mechanisms (file permissions for
example) or other equivalent approaches.
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Creating a Vault
To create a vault, you can use the vaultgen command-line tool from your installation's
bindirectory. It's usage is as follows:

vaultgen [<driver-cptions>] -omnfig <oonfig.jaas-files -vault <vault-names
[<options>] <comend>

<driver-options> are optional, and can be any of the following:
= -J<optians passes a -JJava option directly to the JVM

= -VRJVersian prints VBJ version information

= -VBIDebug prints VBJ debugging information

= -VBIClasspath specify a classpath that will precede the CLASSPATH environment
variable

= -VBRJPrcp <rame=values passes the name/value pair to the VM
= -VBRJjavawt specify the path to the Java VM

= -VBRJaddJar <jar-files: appends the JAR file to the CTASSPATH before executing the
VM

-ofig <amfig.jaas-files points to the location of the config.jaasfile containing the
realms the identities in the vault will authenticate to. -vault <vault-names>is the path to
the vault to be generated. You can also specify an existing vault in order to add
additional identities to it.

<optionss> are other optional arguments, and can be any of the following:
= -?, -h, -help, -usage prints usage information

= -driverusage prints usage information, including driver options

= -interactive: enables an interactive shell

<comerd> is the command you want vaultgento execute. You can select any one of the
following:

= login <realm|formetted-targets: establishes an identity in the vault for a given realm
or formatted target. The identity is first established when the vault is used for login
during system startup.

= Jlogout <realm|formatted-target> removes an identity from the vault for a given
realm or formatted target.

= ruas <alias> <realms configures a run-as alias with the identity provided for a
given realm.

= removealias <aliass> removes a configured run-as alias from the vault.
= realms lists the available realms for this configuration.

= mechanigns: lists the available mechanisms (for formatted targets) for this
configuration.

= aliases lists configured aliases in the vault.

= identitieg lists configured identities in the vault.
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VaultGen example
Let's look at an example of VaultGen. Let's say we want to create a vault called MVault
for use with a domain called base. First, we need to know which security profile the
domain is using so that we can reference its config.jaasfile. We check the value of the
domain's vibrcker . security.profile property in the domain's orb.propertiesfile:

#

# Security for the user damain

#

# Disable user damain security by default

viroker . security . profile=default

vbroker . security. vault=${properties. file.path}/. . /security/scu vault
The name of the security profile is default. This tells us that the path to the profile's
anfig.jaasfile is:

c:/BDP/var/security/profiles/default/config. jaas

Now we can check which realms are contained in the profile for which we want to
create identities. We navigate to the installation's bin directory, and use the realms
command:

c:\BDP\bin> vaultgen -amnfig ../var/security/profiles/default/config.jaas -
vault myVault realms

vaultgentells us the following realms are available:
The following realms are available:

Next we execute vaultgen using the logincommand:
c:\BDP\bin> vaultgen -amfig ../var/security/profiles/default/config.jaas -
vault myVault login UserRealm

vaultgen prompts us for the username and password for the UserRealm which we enter.
We then repeat the process for each additional realm. At the end of each command,
vaultgeninforms us that it has logged-in the new identity and saved changes to

MyRealm

Logged into realm BernRealm
Generating Vault to MyVault

The vault is created in the directory you specify in the command, in this case the bin
directory. A good place to put the actual vault files are in the domain's security
directory, located in:

<install-dirs/var/domains/<domain-name>/adn/security/
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Client identification

There are situations, however, where the client process does not have any information
on the realm that it needs to authenticate against. In this case, by default the client
consults the server's IOR for a list of available realms, and the user is given the option
to choose one to which to supply username and password. This username/password
will be used by the server, which will consult its configuration file for the specified
realm, and use the information collected from the client as data for its specified
LogirModule.

For example, if the following is the server side configuration file, then the information
collected or entered by a user will be used for its IDBI ogirModule.

SecureRealm(
com.borland. security.provider. authn. JDBCLoginModule required
DRIVER=F"com.borland . datastore. jdoc.DataStoreDriver"
URL="jdbc:borland:dslocal : . . /userdb. jds"
USERNAMEFTEL D="TUSERNAVE"
GROUPNAVEFTE] D="GROUPNAME"
GROUPTRBL E="UserGrougTable"
}i
The default behavior of the process can be changed through properties. You can set
the retry count by setting viorcker . security.authentication.retryCount. The default is 3.
The security properties including those for authentication are listed and described in
the Chapter 9, “Security Properties for Java” and Chapter 10, “Security Properties for
C++."
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Authorization

Authorization is the process of verifying that the user has the authority to perform the
requested operations on the server. For example, when a client accesses an enterprise
bean method the application server must verify that the user of the client has the
authority to perform such an access. Authorization occurs after authentication
(confirming the user's identity).

Authorization is based on the user's identity and an access control list (ACL), which is a
list of who can access designated functions. Typically, an access control list specifies a
set of roles that can use a particular resource. It also designates the set of people
whose attributes match those of particular roles, and who are then allowed to perform
actions in those roles.

Borland uses an access control scheme based on roles. The deployment descriptor
maintains a list of roles that are authorized to access each enterprise bean method.
The Borland Security Service uses a role database (Role DB) to associate user
identities with EJB roles. If a user is associated with at least one allowed role, the user
may access the method.

Defining access control with Role DB

Role DB is a text file containing the roles and the access IDs associated with those
roles. Each role in Role DB constitutes a role entry.

In VisiBroker, the Role DB file is located with the Security Profiles in the Borland
Deployment Platform installation footprint:

<install-dir>/var/security/profiles/<profile-names>/
The default Role DB, default.rolerep, is located in:
<install-dirs/var/security/profiles/default/default . rolaemep

In VisiBroker, the location of the rolemap file is specified through the property
vbroker. security . domain. <authorization-domains. rolemep path
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The Role DB file is used to determine the access rights of principals (client identities).
Each role defined in the Role DB has client identities assigned to it. Access rights are
granted based on roles rather than specific client identities. For example, the
application may recognize a Sales Clerk role. User identities for all sales clerks can be
assigned to the Sales Clerk role. Later, the Sales Clerk role is granted the right to
perform certain operations, such as an add purchase order method, for example. All
sales clerks associated with the Sales Clerk role are able to perform

add purchase order.

Anatomy of Role DB

The Role DB file itself has the following form, and can contain multiple role entries:

role-rane {
assertionl [, assertion2, ... ]

.[éésertim—n]

}
role-name2 {
assertion3 [, assertiad, ... ]

.[éésertim—n]

}

A role entry is made up of a role name and a list of rules within curly braces (“{}"). Arole
must be made up of one or more rules. Each rule is a single line containing a list of
comma-separated assertions for proper access identifications. Similarly, each rule
must contain one or more assertions.

Each line in the Role Entry is a rule. Rules are read top-to-bottom, and authorization
proceed until one succeeds or none succeed. That is, each rule is read as though
separated by an “OR” operator. Assertions are separated on the same line by a comma
(“,"). Assertions are read left-to-right, and all assertions must succeed in order for the
rule to succeed. That is, each assertions in a rule is read as though separated by an
“AND” operator.

Each rule must contain all necessary security information for a given Principal's
security credentials. That is, each principal must have at least those attributes required
from the rule—or exactly all the listed attributes. Otherwise authorization will not
succeed.

Assertion syntax

There are a variety of ways to specify rules using logical operators with attribute/value
pairs that represent the access identifications necessary for authorization. There is
also a simplified syntax using the wildcard character (“*”) to give your rules more
flexibility. Both of these are discussed below.
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Using logical operators with assertions
Two logical operators are available in specifying attribute/value pairs.

Table4.1  Logical Operators for Authorization Assertions

Operator Description Example
attribute = value  equals: attribute must equal value for authorization rule to ~ %&Russ Simns
succeed.

attribute != value not equal: attribute must not equal value for authorization ~ N!=Rick Farber
rule to succeed.

A value can be any string, but the wildcard character, “*” has special uses. For
example, the attribute/value pair GROUP=* matches for all GROUPs. The following role
has two associated rules:

menager {
QEKitty, GROUP=*
GROUP=SalesForcel, Q=

}

The role manager has two rules associated with it. In the first rule, anyone named Kitty
is authorized for menager, regardless of Kitty's associated group at the time. The second
rule authorizes anyone in the group SalesForcel, regardless of their common-name

(@.

Wildcard assertions

For complicated security hierarchies, it may be prudent to only look for only one or two
attributes from the hierarchy in order to authorize a principal. Borland's security
hierarchy starts with GROUPs at the top, then branching out into ORGANIZATIONs
(O) and ORGANIZATIONAL UNITS (OU), and finally setting on COMMON NAMEs
(CN).

For example, you may want to define a security role called SalesSupervisor that allows
method permissions for managers of the sales force. (For this example, “sales” is the
ORGANIZATION and “managers” is the ORGANIZATIONAL UNIT. You could do so
with the following rule:
GROUP=*, O=sales, (U=meragers, (N=*
}

This rule does not specify values for GROUP or for COMMON NAME (presumably
because they are not necessary). But remember, each rule must represent all possible
values for a Principal's credentials. There are other means of representing this same
information in a smaller space using wildcard assertions.

You make a wildcard assertion by placing the wildcard character (“*”) in front of the
assertion(s) in one of two ways. You may place the wildcard character in front of a
single assertion, meaning that all possible security attributes are accepted but they
must contain the single assertion. Or, you may place the wildcard character in front of a
list of assertions separated by commas within parentheses. This means all possible
security attributes are accepted but they must contain the assertions listed in the
parentheses.
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Making use of wildcard assertions, the role could also look like this:

SalesSupervisor {
*O=sales, *QU=nEnagers
}

Or, even more simply:

SalesSupervisor {
* (O=sales, OU=nenagers)
}

All three code samples are different versions of the same rule.

Other assertions

Each role provides limited extensibility to others. You may, as a part of a role entry,
specify a role=existing-role-name assertion that can extend an earlier role. You can
also use customized code as your authorization mechanism rather than Role DB
syntax by using the Authorization Provider Interface.

Recycling an existing role

You can refer to the rules from an existing role by using the rule-reference assertion—
role=role-name. For example, let's say we have a group of marketers who are also
sales supervisors that need to be authorized to the same code as Sales Supervisors.
Building upon the SalesSupervisor code sample, we can create a new role entry as
follows:

MarketSales {
role=SalesSupervisor
* (QU=marketing)
}
Now, everyone in role SalesSupervisor has access to the MarketSales role, as does
anyone in the “marketing” OU.

Authorization domains

Note

Each Role DB file is associated with an authorization domain. An authorization domain
is a security context that is used to separate role DBs and hence their authorization
permissions. For more information on the authorization domain in the context of the
basic security model, see “Basic security model” on page 9.

EJBs can be deployed to multiple security contexts with different permissions and
roles.

An authorization domain is associated with an EJB in its deployment descriptor.

You may use as many authorization domains as you wish, provided they are all
registered with the VisiBroker ORB. You must do the following for each of your
authorization domains:

= give it a name,
= set up default access,
= set up the Role DB,

= and set up alias(es).
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Note

Note

Authorization domains

To accomplish these items, the following properties must be set. For more information
about these properties, see Chapter 9, “Security Properties for Java” or Chapter 10,

“Security Properties for C++":

Table4.2  ORB Properties for Authorization

Property
vbroker.security.authDomains=<domainl1>
[, <domain2>, <domain3>, ...]

vbroker.security.domain.<domain-
name>.defaultAccessRole=grant|deny

vbroker.security.domain.<domain-
name>.rolemap_path=<path>

vbroker.security.domain.<domain-
name>.runas.<role-name>=<alias>|use-
caller-identity

Description
A list of the authorization domain names

Whether or not to grant access to the domain by
default in the absence of security roles for
<domain-name>

Path of the Role DB file associated with the
authorization domain domain-name. Although
this can be a relative path, Borland recommends
you make this path fully-qualified.

Use this property to set up an identity for the run-

as role <role-name>. The alias denotes an aliasin
the vault. Use use-caller-identityto use the

caller principal itself as the principal identity for
the run-as role.

Run-as Alias

Run-as aliases are not available under C++.

A Run-as Alias is a string identifying an authentication identity. It is defined in the vault
and scoped within the VisiBroker ORB. This alias then represents a particular user.
The identity is mapped to the alias using either the Context APIs or by defining it in the
vault. The vault can contain a list of run-as aliases and the corresponding
authenticating credentials for the identity to run-as. In both cases, the authenticating
credentials (from the vault or wallet) are passed to the LoginModules, which
authenticate those credentials and set them as fully authenticated identities
corresponding to those credentials in the run-as map.

Authorization domains are then configured to run-as a given alias for a role in that
domain. When a request is made to run-as a given role, then the authorization domain
for that context is consulted to get the corresponding run-as alias. The run-as map is
then consulted to get the identity corresponding to that alias, and this identity is used.

Run-as identities can also be configured to be certificate identities and not just
username/password identities.

Run-as mapping

Run-as mapping is not available under C++.

Setting the viorcker. security.domain. <domain-names . nnas . <role-name> property
effectively maps an alias to a bean's run-as role. Upon successful authorization, but
before method invocation, the container checks the Run-as role specified in the EJB's
deployment descriptor for the called method. If a run-as role exists, the container
checks to see if there is an alias as well. If there is, when the bean makes an outgoing
invocation it switches to the identity for that alias.

If, however, no alias is specified (that is, the run-as role name is set to use-caller-
identity), the caller principal name is used.
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CORBA authorization

Java

C++

Authorization in the CORBA environment allows only identities in specific roles for a
given object can access that object. An object's access policy is specified by means of
a Quality of Protection policy for the Portable Object Adapter (POA) hosting the object
in question. Note that access policies can only be applied at the POA level.

Rolemaps are also used to implement authorization for CORBA objects. Similarly, the
J2EE roles and concepts therein are also used in the CORBA environment.

Setting up authorization for CORBA objects

In order to set up authorization for an object, you need to perform the following:

1 Create a ServerQopPolicy.
2 Initialize the ServerQopPolicy with a ServerQopConfigobject.
3 Implement an AccessPolicyManager interface, which takes the following form:

interface AccessPolicyManager {
public java.lang.String damin() ;
public cam.borland. security.csiv2.QojectAccessPolicy getAocessPolicy (
org.arg. PortableServer. Servant servant, byte[] doject id byte []
adapter id) ;
}
class AccessPolicyMenager {
public:
virtual char* domain() =0;
(ojectAccessPolicy ptr getAccessPolicy (PortableServer ServantBase*
_servari,
amst : :PortableServer: :QojectIds id,
oanst : :QORBA: :OctetSequences adapter id) =0;
}
This interface should return the authorization domain from the darain() method and
uses it to set the access manager in the SexrverQopConfigobject. The domain specifies
the name of the authorization domain associated with the proper rolemap. You set the
location and name of the rolemap by setting the property:

vioroker . security . damain. <authori zat ion-domain-names . <vrolaemep-path>
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CORBA authorization

where <authorization-domain-name>is a tautology, and <rolerep-path>is a relative path
to the rolemap file. The getAccessPolicy () method takes an instance of the servant, the
object identity, and the adapter identity and returns an implementation of the
QojectAocessPolicy interface.

1 Implement the QojectAccessPolicy interface that returns the required roles and a run-
as role for accessing a method of the object. There is no difference between J2EE
and CORBA run-as roles in Borland's implementation. The GojectAccessPolicy
interface takes the following form:

interface ObjectAccesskolicy
public java.lang.String[] getRequiredRoles (java.lang.String method) ;
public java.lang, String getRunAsRole (java. lang. String method) ;

class (ojectAccessPolicy {
public:
getRequiredRoles (const char* method) =0;

The getRequiredRoles () method takes a method name as its argument and returns a
sequence of roles. The getRunAsRole () method returns a run-as role, if any, for
accessing the method.

Identities can be supplied using Callback Handlers. For more details, see Chapter 3,
“Authentication.”
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Configuring Security Profiles
for Domains

If you have Borland VisiBroker installed, you can define related sets of security
parameters for each domain on your system. To enable a profile, you must set certain
domain properties. Each profile is configured with the proper security properties,
rolemaps, and configuration files. This section explains how to configure security
profiles and provide the necessary data for VisiSecure to secure your applications.

Security Profiles

VisiSecure allows you to configure repositories of security information called profiles.
Profiles contain the aonfig.jaasfile for defining LoginModules for authentication, as
well as the authentication rolemap, Role DB. Profiles might also contain user
databases and script files.

Profiles are defined in your installation's security directory, located in:
<install dirs/var/security/profiles/<profile name>

You can provide a unique name for each of your profiles. The <profile name> directory
must contain at least the following files:

= amfig.jaas the JAAS authentication configuration file, in which your LoginModules
are defined.

= <role do>.rolerep the Role DB file containing authorization data.

= security.properties: the central repository for the security properties that help
define the operation of the VisiSecure service.
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Profiles can also be viewed and configured using the Management Console. To view
Security Profiles using the Management Console:

1

2
3
4

From the Hubs View, expand the Management Hubs node.

Expand the Agents node.

Select the Agent for the domain whose Security Profiles you wish to view.

Select the individual Security Profile.

ﬁ Borland Management Console - v6.0

Console  Miew ‘Wizards Tools  Help

=10l

PR« #lRSAN LIPS &

o
0

Hubs

Fiu

Inskallations

o

WisiBroker

= EE) Management Hubs

= & v optihpytezon

= ,:-_% Agents
= B optihpvtezan
= @ Security Profiles
= defaul
=@ disabl
=@ managernent
=0 petstore
=@ ss|_enabled
=] E;g Canfigurations
Dg@ corbaSample
03@ jZeeSample
= Dg@ Iy _PetStore
@ Infrastructure
1) Partitions

= [IE8(2) P1-optibpt

[g) Deployed M

[pl Hosted Mod
[ Connect
= ) B8 con
EiI®) 1atast

& () Lifecycls] |

Tamin

4]

IE

-

default

Security Properties

Enabled
Secure Sockets Layer is  Disabled

Security is

[ Q Properties

1 management hub accepted your credentials.

[admin [42424 [0 < Borlang

52 VisiBroker Security Guide




Security Profiles

Enabling Security

For a domain to be secure, it must have an enabled Security Profile associated with it.
To enable a Security Profile:

1 From the Hubs View, navigate to the profile you want to edit.

2 Right-click the profile and select Configure from the context menu. The Edit Default
Properties dialog appears.

§i Edit default Properties x|

General |

=@ default

Basic Security Setkings

[w] Security Enabled

[] Secure Sockets Enabled

[F\uthentication. o ] [Authorization. oo ]

[ oK ] [ Cancel ]

3 Check the “Security Enabled” check box.
4 Click OK.

Enabling SSL

To use SSL, your Security Profile must have it enabled. To turn on SSL in a profile:

1 From the Hubs View, navigate to the profile you want to edit.

2 Right-click the profile and select “Configure...” from the context menu. The Edit
Default Properties dialog appears.

fi Edit default Properties x|

General |

=3 default

Basic Security Settings
[v] Security Enabled
[_] Secure Sockets Enabled

Log Level 4 - \Warning -

[F\uthentication. i ] [Authorization. it ]

[ Ok ] [ Cancel ]

3 Check the Secure Sockets Enabled check box.
4 Click OK.
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Setting the Log Level

To set the Log Level for a Security Profile:
1 From the Hubs View, navigate to the profile you want to edit.

2 Right-click the profile and select Configure from the context menu. The Edit Default
Properties dialog appears.

fi Edit default Properties = x|

General |

=3 default

[ Basic Security Settings
[w] Security Enabled
[C] Secure Sockets Enabled

| LogLewel 4 - Warning -

[F\uthentication. o ] [F\uthorization. oo l

[ QK ] [ Cancel ]

3 Select the desired Logging Level from the Log Level drop-down list.
4 Click OK.

Configuring Authentication

You can configure authentication for your profile by either creating a config.jaasfile by
hand or by using the Borland Management Console.

Creating the config.jaas file

The omnfig.jaasfile contains the data necessary to authenticate a user to one or more
realms and defines an authentication mechanism and provides the code to interact with
a specific type of authentication mechanism. For example, a config.jaasfile could look
like this:

UserRealm {
com.borlard. security.provider.autihn. BasiclogirModiile required
IRIVER=cam. borland. datastore. jdoc . DataStoreDriver
URL="9dbc :borland:dslocal : ${cmfig. jaas.path}/userdo. jds"
TYPE=RASIC
LOGINUSERTD=admin
LOGINPASSWORD=adin;
}i
This defines a realm called UserRealm which requires the use of the BasicloginModule. It
also provides information on the database used and how to login to it. For information
on LoginModules, their options, and the grammar of realm entries such as this, see
Chapter 3, “Authentication.”

Once the omnfig.jaasfile is complete, it is placed in the profile's folder.
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Configuring Authentication Using the Management Console
To configure authentication using the Management Console:

1 From the Hubs View, navigate to the profile you want to edit.

2 Right-click the profile and select Configure from the context menu. The Edit Default
Properties dialog appears.

fi Edit default Properties x|

General |

=3 default

Basic Security Settings
[w] Security Enabled
[C] Secure Sockets Enabled

Log Lewvel 4 - Yilarning hd

[.ﬂuthentication. % ] [.ﬂuthorization. i l

[ oK ] [ Cancel ]

3 Click Authentication. The Authentication Settings dialog appears.

fi Authentication Settings x|

’EE

H| 4@ E
i.lserRealm H
com.borland. security.provider., authn.BasicLoginfodule required
DEIVER=con.borland. datastore. jdbc.DataitoreDriver
UEL="jdbc:horland:dslocal: 5{jaas.confiyg.path} fuserdh.jds"
TYPE=EAZIC
LOGINTSERID=aduin
LOGINPASSWORD=admin;

M G| =

|${proﬂle.path}lwnﬂg.jaas ! 1:1

[ QK ] [ Cancel ]

4 The editing window in the Authentication Settings dialog shows the contents of the
profile's config.jaasfile. Edit or add realm entries. For more information, see
Chapter 3, “Authentication.”

5 When you are finished, click OK.
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Configuring Authorization

You can configure authorization by either creating your own Authorization Rolemap by
hand or by using the Management Console.

About the rolemap file

The authorization rolemap is captured in a .rolemapfile. Typically, you would name this
file after your authorization domain (for example, a profile called “default” would
typically call its rolemap default.rolemep) but this is not required. The rolemap file, also
called Role DB, is a map of users to roles, or access control list. Typically, an access
control list specifies a set of roles that can use a particular resource. The rolemap
designates the set of people whose attributes match those of particular roles, and who
are then allowed to perform those roles.

VisiSecure provides a mechanism for specifying role names and a set of attributes
which define the roll. For example, the contents of Role DB could be:

Server’dministrator
Q&*, OU0=Security, O=Rorlard, I<San Mateo, S=Califomia, C=US
* (N=admin)
* (GROUP=administrators)

}

Custarer
role=ServerAdministrator
* (N=oorland)
* (N=pclare)

* (N=jeeves)

*

GROUP=RegularUsers)
}

This defines two roles, ServerAdministrator and Custarer along with a set of rules and
attributes which define them. For information on how to define roles and write a
customer rolemap, see Chapter 4, “Authorization.”

Once the rolemap file is complete, it is placed in the profile's folder with the config.jaas
file.

Configuring Authorization Using the Management Console

You use the Authorization Settings dialog to configure Authorization for a Security
Profile. With this you can:

= View authorization rolemaps and rules.
= Add, edit, and remove authorization rolemaps for a domain.
= Add, edit, and remove roles within an authorization rolemap.

= Add, edit, and remove rules within a role.
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To access the Authorization Settings dialog:
1 From the Hubs View, navigate to the profile you want to edit.

2 Right-click the profile and select Configure from the context menu. The Edit Default
Properties dialog appears.

fi Edit default Properties E |

General |

=3 default

Basic Security Settings
[w] Security Enatled
[_] Secure Sockets Enabled

Log Lewvel 4 - Warning b4

[F\uthentication...] [F\uthorization...]

( OK ] [ Cancel ]

3 Click Authorization. The Authorization Settings dialog appears.

fi Authorization Settings x|

@ default
Domnain: defadlt -

[v] Grant access by default

[¥] Make this a5 the default domain

[ Clone.., ][ add... ][ Remave. .. ]

=] 5 default.rolemap Ba i .
=l @ Customer n|%ﬁh|ﬁ%ﬂ|={>
o~ *CN=borland T

o~ N =jeeves
o= *CN=pclare

# Map user identities to a role.
: |# The first (longer) form iz used
o "GROUP=Requlal: |# to map an ¥.509 Certificate DN to the customer r
SROLE =3erverfdl: | ¢ The second form iz used to map the USernaue/pass
=1 @ Serverfdminiskrator 4 identity to the role.
o= *Ch=admin _|: |serverhdministrator {|
= "GROUP=adminiy” | cy_+ pu=security, D=Borland, L=3an Mateo, 5=Cali

—* — 7
e Ch=%, OU=35ecu E *CH=adnin
: FEROUP=aduinistrators
} -]
i D
: |defau|t.r0|emap \ 722

| [Content is okay

[» L /™8 Rolemap Domain

1

[ OK ] [ Cancel ]
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The left pane of the Authorization Settings dialog presents a tree view of the roles and
their associated rules within the selected authorization domain. Selecting a node in the

tree displays information about that node. There are three levels of nodes:

= domain: this node level shows the name of the rolemap file corresponding to the
authorization domain. Its child nodes are roles. Selecting this node displays the
entire rolemap file.

= Sdefault.rolemap

[ @ Customer
o~ *CM=borland
& *Ch=jeeves
o *CN=pclare

= @ ServerAdministrator
o~ *CM=admin

o *GROUP=Regulal:
) ROLE = ServerAdr :

o *GROUP=adminis :
o CN=", OU=5ecu

CE| 4R 08 G T

#
# Map user identities to a role.
# The first (longer) form iz used
# Lo map an X.50%9 Certificate DN to the customer ¢
# The second form iz wused to map the userhame/passy
# identity to the role.
ServerfAdministrator !
CN=*, 0U=35ecurity, 0O=Eorland, L=3an Mateo, 5=Cali
*CH=adnin
*GROUP=adninistrators

=l E default.rolemap
=] @ Cuskomer
o~ *CN=borland
o~ *Ch=jeeves
o~ *CN=pclare

= i@ ServerAdminiskrator
#= *CN=admin

role: this node represents a particular role within the domain. Selecting this node
displays its role entry within the Role DB. Its child nodes are rules.

B 2 e o S | =

o~ *GROUP=Regulal
& ROLE = Serveradn

o~ *GROUP=adrminis :
o~ CH=*, Ol=Secu

Customer |
*CH=borland
*CH=pclare
*(H=1eeves
*EROUP=FeularlUsers
ROLE = Jerverddministrator

rule: this node represents an access rule for its parent role. Selecting this node
displays the rule entry within the corresponding role entry.

=] 5 default.rolemap
= @ Custormer
#= *CN=barland
o *CN=jeeves
o= *Ch=pclare

= @ ServerAdminiskrator
o~ *CN=admin
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Working with Authorization Rolemaps and Domains
To edit the authorization rolemap:

1
2

3
4

Open the Authorization Settings dialog.

Select the domain node in the left-hand pane. The authorization rolemap file
appears.

Edit the file in the content window.
When you are finished, Click OK.

To add a new authorization rolemap:

1
2
3

5
6

Open the Authorization Settings Dialog.
Click the Add button. The Add Domain dialog appears.

Enter a name for the new domain to which the new rolemap will belong and click
OK.

The new rolemap is presented in the Authorization Settings dialog. You can switch
to other rolemaps using the drop-down list at the top of the window.

Add roles and rules as necessary.

Click OK when you are finished.

To clone an existing rolemap:

1
2
3

5
6

Open the Authorization Settings Dialog.
Click Clone. The Clone Domain dialog appears.

Enter a name for the new domain to which the cloned rolemap will belong and click
OK.

The new rolemap is presented in the Authorization Settings dialog. You can switch
to other rolemaps using the drop-down list at the top of the window.

Add or edit roles and rules as necessary.

Click OK when you are finished.

To remove an authorization domain and its rolemap:

1
2

Open the Authorization Settings dialog.

Select the domain you wish to remove from the drop-down box at the top of the
Window.

Click the Remove button. The domain is deleted.

Click OK when you are finished.
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Editing Individual Roles
To edit a rule for an existing authorization role:

1 Open the Authorization Settings dialog.

2 Select the rule node in the left-hand pane. The rule representation appears in the
content pane.

3 Click Edit button. The Edit Rule in Role dialog appears.

fi Edit Rule in Role x|

= Rule

H|4%@E

*CH=horland

# G | =

|Rnle:Customer ! 1:1

[ Match all canditions below exactly and nothing else

Attribute Cond Yalue
CHN = | |borland
[fore Candians >3]
[ OK ][ Cancel ][ Preview ]

4 Edit the attribute, conditional operator, and value of the rule in the boxes provided.

5 If you would like to add an additional condition to the rule, click More Conditions. A
new row appears.

fi Edit Rule in Role : |

= Rule

SR

*CH=horland

# S| =2

| Role: Customer R

[Z] Mateh all canditions below exactly and nothing else

Attribute Cond Yalue

CM = | |borland |
oM = w| |microsoft |

[:::: Fewer Conditionsl [More Conditions :=:=]

| 0K ][ Cancel ][ Preview ]

6 Add additional attributes, operators, and values as required. You can remove the
last condition by clicking the Fewer Conditions button.

7 To force strict access based on the rule, check the Match all conditions below
exactly and nothing else checkbox.

8 Click preview to display the edited rule.
9 Click OK when you are finished.
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Adding and Removing Roles
To add a new role to a rolemap:

1 Open the Authorization Settings dialog.

2 Right click the domain node to which you want to add the role. Select New Role from
the context menu. The New Role dialog appears.

3 Give your new role a unique name within the authorization domain and Click OK.

4 The new role appears in the navigation pane. Click OK when you are finished.

To remove an existing role from a rolemap:
1 Open the Authorization Settings dialog.

2 Right click the role node you want to remove. Select Delete Role from the Context
menu.

3 The role is removed from the rolemap file. Click OK when you are finished.

Adding and Removing Rules
To add a rule to a role entry:

1 Open the Authorization Settings dialog.

2 Right click the role node to which you want to add the rule. Select New Rule from
the context menu. The New Rule in Role dialog appears.

fi Edit Rule in Role x|

= Rule

IR

*CH=horland

# G | =

|Rnle:Customer ! 1:1

[ Match all canditions below exactly and nothing else

Attribute Cond Yalue
CHN = | |borland

More Conditions ==

[ OK ][ Cancel ][ Preview ]

3 Edit the attribute, conditional operator, and value of the rule in the boxes provided.
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4 If you would like to add an additional condition to the rule, click More Conditions. A
new row appears.

fi Edit Rule in Role |

= Rule

SRR 1

*CH=horland

M G |2

|Rnle: Customer b 1:1

[Z] Mateh all canditions below exactly and nothing else

Attribute Cond ¥Yalue

CH = /| |borland |
oM 1= w | [microsoft |

[<:<: Fewer Conditions] [Mc-re Conditions >>]

[ Ok ][ Cancel H Presiew ]

5 Add additional attributes, operators, and values as required. You can remove the
last condition by clicking the Fewer Conditions button.

6 To force strict access based on the rule, check the Match all conditions below
exactly and nothing else checkbox.

7 Click preview to display the edited rule.

8 Click OK when you are finished. The new rule appears in the tree.
9 Click OK when you are finished.

To remove a rule from a role:

1 Open the Authorization Settings dialog.

Right click the rule you want to delete.

Select Delete Rule from the context menu. The rule is removed from the tree.

A woN

Click OK when you are finished.

Specifying VisiSecure properties

Each profile contains a security.properties file which allows you to customize the
behavior of VisiSecure. A typical properties file could look like the following:

# Disable user domain security by default
vbroker. security.disable=false

# Point the CRB at the authentication config files
voroker. security. login=false
vioroker . security . authentication. cnfig=${profile.path}/cnfig. jaas

# Nane the supplied authorization domain
vbroker . security . authDomains=default
vbroker . security . authDomains . default=default

# How to hardle requests for methods not in the rolenep file - (grant|dery)

viroker . security.domain.default . defaul tAccessRule=grant
vbroker . security.domain.default . rolemep path=${profile.path}/default . rolemep
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Depending on whether your application is Java, C++, or both, you may have to set
different properties with different types of values. See Chapter 10, “Security Properties
for C++” and Chapter 9, “Security Properties for Java” for all the properties you can set
in this file.

Once all the properties have been set, the security.propertiesfile is placed in the
profile folder.

Associating a Profile with a Domain

Security profiles are associated with the various domains on your system by setting
properties. Once these properties are set, VisiSecure uses the settings found in the
associated security profiles to secure your domains. Each domain on your system has
an orb.properties file associated with it. This file is located in:

<install-dirs/var/domains/<domain names/adn/properties/orb. properties
To associate a profile and its settings with a domain:
1 Open the domain's orb.propertiesfile.

2 Set the following property viorcker . security.profileto the name of the profile whose
settings you want to use for the domain. For example:

voroker. security.profile=default

VisiSecure will now refer to the settings for the chosen security profile when performing
security operations for that domain.

Using a Vault for a Domain

If you are using a vault to store system identities, you associate it with a domain so that
it can be used. You do this by setting the domain's viorcker. security.vault property in
the domain's orb.propertiesfile. Simply set the property to the location of the domain's
vault. For example:

voroker . security. vault=c: /BDP/var/darains/kase/adn/security /MyVault

Similar to the vault are other properties which only belong to the orb.propertiesfile.
These include secure listener ports, thread monitoring, and so forth. As a general rule,
add only those properties to the profile that can be shared by multiple applications.
Otherwise, use the appropriate process-specific ORB properties file to specify the

property.
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This section describes how to make secure connections for Java applications using
VisiSecure. A brief introduction to the Java Secure Socket Extension (JSSE) is
followed by the step-by-step details to securing an application.

JAAS and JSSE

VisiSecure uses the Java Authentication and Authorization Service (JAAS) to
authenticate clients and servers to one another in J2EE applications. It provides a
framework and standard interface for authentication users and assigning privileges.
The VisiBroker Server uses the Java Secure Socket Extension (JSSE) to provide
mechanisms for supporting SSL.

For information on the terms JAAS uses for its services, see “JAAS basic concepts” on
page 25.

JSSE Basic Concepts

The VisiBroker ORB uses Internet Inter-ORB Protocol (IIOP) as its communication
protocol. The Java Secure Socket Extension (JSSE) enables secure internet
communications. It is a Java implementation of SSL and TLS protocols which include
the functionality of data encryption, server and client authentication, and message
integrity. JSSE also serves as a building block that can be simply and directly
implemented in Java applications.

JSSE provides not only an API but also an implementation of that API.
Implementations include socket classes, trust managers, key managers, SSLContexts,
and a socket factory framework, in addition to public key certificate APIs.

JSSE also provides support for the underlying handshake mechanisms that are a part
of SSL implementations. This includes cipher suite negotiation, client/server
authentication, server session-management, and licensed code from RSA Data
Security, Inc. JSSE uses Java KeyStores as a repository of Certificates and Private
Keys. Further information on KeyStores can be obtained from Sun Microsystems’ JDK
documentation. You can use JSSE properties for specifying trusted KeyStores and
identity KeyStores.
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Steps to secure clients and servers

Listed below are the common steps required for developing a secure client or secure
server. For CORBA users the properties are all stored in files that are located through
config files. Where ever appropriate the usage models for clients and servers are
separately discussed. All properties can be set in the VisiBroker Management Console
by right-clicking the node of interest in the Navigation Pane and selecting “Edit
Properties.”

Note  These steps are similar for both Java and C++ applications.

Important  All security information, including RoleDBs, LoginModule configurations, and such can
be set through the Management Console on the appropriate properties tabs.

Step One: Providing an identity

An identity can be a username/password/realm triad, or certificates can be used.
These can be collected through JAAS modules or through APIs.

Clients  For clients using usernames and passwords, there can be constraints about what the
client knows about the server's realms. Clients may have intimate knowledge of the
server's supported realms or none at all at the time of identity inquiry. Note also that
clients authenticate at the server end.

Servers  For servers using username and password identities, authentication is performed
locally since the realms are always known.

There can be constraints on certificate identities as well, depending on whether they
are stored in a KeyStore or whether they are specified through APIs.

Keeping these constraints in mind, the Borland VisiBroker Server supports the
following usage models, any of which could be used to provide an identity to the server
or client:

= “Username/password authentication, using JAAS modules, for known realms” on
page 66

= “Username/password authentication, using APIs” on page 67

= “Certificate-based authentication, using KeyStores through property settings” on
page 67

= “Certificate-based authentication, using KeyStores through APIs” on page 67
= “Certificate-based authentication, using APIs” on page 67
= “pkcsl2-based authentication, using KeyStores” on page 67

= “pkcsl2-based authentication, using APIs” on page 67

Username/password authentication, using JAAS modules, for known

realms

If the realm to which the client wishes to authenticate is known, the client-side JAAS
configuration would take the following form:

vibroker . security. login=true
vbroker . security. login. realms=<known-realm>

66 VisiBroker Security Guide



Steps to secure clients and servers

Username/password authentication, using APIs

The following code sample demonstrates the use of the login APIs. This case uses a
wallet. For a full description of the four login modes supported, go to the VisiSecure for
Java API and SPI sections.

pblic static void main(String[] args) {
//initialize the ORB
org.ang.CORRA.CRB orb = org.arg.CORRA.CRB. init (args, mull);
com.borlard. security.Context ctx = (oam.borland. security.Context)
orb.resolve initial references("VBSecurityCotext");
if (ctx 1= mall) {
com.borland. securty. IdentityWallet wallet =
new com.borland. security. IdentityWallet (<usernames,
<passwords. toCharBrray (), <realms) ;
ctx.login(wallet) ;
}
}

Certificate-based authentication, using KeyStores through property

settings

By setting the property vbroker . security.login. realms=CertificateHall, the client will
be prompted for keystore location and access information. For valid values, see
“Certificate mechanism” on page 38.

Certificate-based authentication, using KeyStores through APIs

You can use the same APIs discussed in ““Username/password authentication, using
APIs” on page 67" to login using certificates through KeyStores. The realm name in the
IdentityWallet should be CERTTFICATEHALL, the username corresponds to an alias name in
the default KeyStore that refers to a Key entry, and the password refers to the Private
Key password (also the KeyStore password) corresponding to the same Key entry.

Certificate-based authentication, using APIs

If you do not want to use KeyStores directly, you can specify certificates and private
keys using the CertificateWalletAPI. This class also supports the pkcs12 file format.

X509Certificate[] certChain = ...list-of-X509-certificates...
PrivateKey privKey = private-key
oom.borland. security.Certificateallet wallet =
new com.borland. security.CertificateWallet (alias,
certChain, privkey, "password".toCharArray()) ;

The first argument in the new Certificate wallet is an alias to the entry in the KeyStore,
if any. If you are not using keystores, set this argument to rull

pkcs12-based authentication, using KeyStores

You can use the same APIs discussed in “Username/password authentication, using
APIs” on page 67 to login using pkcs12 KeyStores. The realm name in the
IdentityWallet should be CERTTFICATEHALL, the username corresponds to an alias name in
the default KeyStore that refers to a Key entry, and the passwordrefers to the password
needed to unlock the pkcs12 file. The property javex.net.ssl.KeyStore specifies the
location of the pkcs12 file.

pkcs12-based authentication, using APIs
See “Certificate-based authentication, using APIs” on page 67.
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Step Two: Setting properties and Quality of Protection (QoP)

There are several properties that can be used to ensure connection Quality of
Protection. The VisiBroker ORB security properties for Java can be used to fine-tune
connection quality. For example, you can set the cipherlist property for SSL
connections to set cryptography strength.

QoP policies can be set using the ServerQoPCnfigand the ClientQoPConfigAPIs for
servers and clients, respectively. These APIs allow you set target trust (whether or not
targets must authenticate), the transport policy (whether or not to use SSL or another
secure transport mechanism specified separately), and, for servers, an
AccessPolicyManager that can access the RoleDB to set access policies for POA
objects. For QoP API information, go to the VisiSecure for Java APl and SPI book.

Step Three: Setting up Trust

Use the API setTrustMenacer for the proper security context to provide an
X509TrustMenacer interface implementation. If you have certificates that need to be
trusted, place them in a KeyStore and use javax.net.ssl.trustStore property to set it.
A default X509TrustMenacer provided by the security service will be used if one is not
provided.

Other trust policies are set in the QoP configurations. See “Step Two: Setting
properties and Quality of Protection (QoP)” on page 68.

Step Four: Setting up the Pseudo-Random Number Generator

Setting up the PRNG is required if you intend to use SSL communication. Construct a
SecureRandan object and seed it. Set this object as your PRNG by using the
oan.borland. security.Context interface, setSecureRandommethod. For detailed
information on the com.borland. security.Comtext interface, go to the VisiSecure for
Java API and SPI book.

Step Five: If necessary, set up identity assertion

When a client invokes a method in a mid-tier server which, in the context of this
request, invokes an end-tier server, then the identity of the client is internally asserted
by the mid-tier server by default. Therefore, if getCallerPrincipal is called on the end-
tier server, it will return the Client's principal. Here the client's identity is asserted by the
mid-tier server. The identity can be a username or certificate. The client's private
credentials such as private keys ore passwords are not propagated on assertion. This
implies that such an identity cannot be authenticated at the end-tier.

If the user would like to override the default identity assertion, there are APIs available
to assert a given Principal. These APIs can be called only on mid-tier servers in the
context of an invocation and with special permissions. For more information, go to the
VisiSecure for Java APl and SPI book.
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Examining SSL related information

Borland VisiBroker Server provides APIs to inspect and set SSL-related information.
The SecureContext API is used to specify a Trust Manager, PRNG, inspect the SSL
ciphersuites, and enable select ciphers.

Clients  To examine peer certificates, use getPeerSessian() to return an SSISessicnobject
associated with the target. You can then use standard JSSE APIs to obtain the
information therein.

Servers  To examine peer certificates on the server side, you set up the SSL connection with
aan.borland. security. Context and use the APIs with can.borland. security . Current to
examine the SSISessicon object associated with the thread.

Creating Custom Plugins

There are various components of VisiSecure that allow for custom plug-ins. They are:
= LoginModules

= CallBack Handlers

= Authorization service provider via the SPI

= Assertion Trust via the SPI

LoginModules

You can implement your own LoginModules by extending
javax.security.auth.spi.LogirModules. To use the LoginModule, you need to set it in
the authentication configuration file, just like any other LoginModule. During runtime,
the new customized module will need to be loaded by the secured application.

The syntax of the authentication configuration is as follows:

<realmrames> {
<class-name-of -customized-LogirModiule> <required|opticnal>;
}

CallbackHandlers

You can implement your own callback by extending
javax.security.auth.calllback.CallBackHardler. To use the callback, you need to set
the property viorcker. security.authentication. calllbackHandler=<custom-handler-class-
nane> in the security property file, just like any other callback handler. During runtime,
the new customized module will need to be loaded by the secured application.

Authorization Service Provider

Authorization is the process of making access control decisions on behalf of certain
resources based on security attributes or privileges. VisiSecure uses the notion of
Permission in authorization. The class RolePermissicnis defined to represent a “role” as
a permission. Authorization Services Providers in turn provide the implementation on
the homogeneous collection of role permissions that associate privileges with particular
resources.
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Authorization service providers are tightly connected with Authorization Domains. Each
domain has exactly one authorization service provider implementation. During the
initialization of the ORB, the authorization domains defined by

vircker . security.authDarains is constructed, while the Authorization Service Provider
implementation is instantiated during the construction of domain itself.

To plugin authorization service, you need to set properties:

vbrcker . security . auth.dareins=MyDorain

vibroker . security. identity.attrilbuteCodecs=MyCodec

vibroker . security . adapter .MyCodec . propertyl=xxx

vibroker . security . adapter . MyCodec . property2=sak
The properties specified will be passed to the user plugin following the same
mechanism as above.

Trust Providers

You can also plugin the assertion trust mechanism. Assertion can happen in a multi-
hop scenario, or explicitly called through the assertion API. Server can have rules to
determine whether the peer is trusted to make the assertion or not. The default
implementation uses property setting to configure trusted peers on the server side.
During runtime, peers must pass authentication and authorization in order to be trusted
for making assertions. There can be only one Trust Provider for the entire security
service.

To plugin the assertion trust mechanism, you will need to set the following properties:

voroker. security. trust . trustProvider=MyProvider
vbrcker. security. trust . trustProvider .MyProvider . propertyl=xxx
vbrcker. security. trust . trustProvider .MyProvider . property2=xxx
The properties specified will be passed to the user plugin following the same
mechanism as above.
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This section describes how to make secure connections for C++ applications using
VisiSecure.

Steps to secure clients and servers

Note

Important

Clients

Servers

Listed below are the common steps required for developing a secure client or secure
server. For CORBA users the properties are all stored in files that are located through
config files. Where ever appropriate the usage models for clients and servers are
separately discussed. All properties can be set in the VisiBroker Management Console
by right-clicking the node of interest in the Navigation Pane and selecting “Edit
Properties.”

These steps are similar for both Java and C++ applications.

All security information, including RoleDBs and LoginModule configurations, can be set
through the Management Console on the appropriate properties tabs.

Step One: Providing an identity

An identity can be a username/password/realm triad, or certificates can be used.
These can be collected through LoginModules or through APIs.

For clients using usernames and passwords, there can be constraints about what the
client knows about the server's realms. Clients may have intimate knowledge of the
server's supported realms or none at all at the time of identity inquiry. Note also that
clients authenticate at the server end.

For servers using username and password identities, authentication is performed
locally since the realms are always known.

There can be constraints on certificate identities as well, depending on whether they
are stored in a KeyStore or whether they are specified through APIs. The KeyStore in
VisiSecure for C++ refers to a directory structure similar to a trustpointRepository,
which contains certificate chain.
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Keeping these constraints in mind, Borland VisiBroker supports the following usage
models, any of which could be used to provide an identity to the server or client:

= “Username/password authentication, using LoginModules, for known realms” on
page 72

= “Username/password authentication, using APIs” on page 72

= “Certificate-based authentication, using KeyStores through property settings” on
page 72

= “Certificate-based authentication, using KeyStores through APIsS” on page 72
= “Certificate-based authentication, using APIs” on page 73
= “pkcsl2-based authentication, using KeyStores” on page 73

= “pkcsl2-based authentication, using APIsS” on page 73

Username/password authentication, using LoginModules, for known

realms
If the realm to which the client wishes to authenticate is known, the client-side
configuration would take the following form:

viroker. security. login=true
vioroker . security. login. realms=<known-realm>

Username/password authentication, using APIs

The following code sample demonstrates the use of the login APIs. This case uses a
wallet. For a full description of the four login modes supported, see Chapter 11,
“VisiSecure for C++ APIs” and Chapter 12, “Security SPI for C++.”

int mein(int arge, char* cmst* argy) {
// initialize the CRB
QORBA: :ORB var orb = CCORBA: :CRB init (arge, argv) ;
QORBA: :(oject var doj = orbo-
>resolve initial references("VBSecurityContext");
Context* ¢ = dynamic cast<Cmtext*> (dboj.in());
// Qbtain a walletFactory
QORBA: :Qoject var o = orb->resolve initial references("VBWalletFactory") ;
vbsec: :WalletFactory* wE = dynamic cast<vbsec: :WalletFactory*>(o.in()) ;
visec: :Wallet* wallet = wf->createldentityWallet ( <usermame>, <passwords,
<realm>) ;
c->login(*wallet) ;
}

Certificate-based authentication, using KeyStores through property

settings

By setting the property vbroker . security.login. realms=CertificateHall, the client will
be prompted for keystore location and access information. For valid values, see
“Certificate mechanism” on page 38.

Certificate-based authentication, using KeyStores through APIs

You can use the same APIs discussed in ““Username/password authentication, using
APIs” on page 72" to login using certificates through KeyStores. The realm name in the
IdentityWallet should be CERTTFICATEHALL, the username corresponds to an alias name in
the default KeyStore that refers to a Key entry, and the password refers to the Private
Key password (also the KeyStore password) corresponding to the same Key entry.
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Certificate-based authentication, using APIs

If you do not want to use KeyStores directly, you can import certificates and private
keys using the CertificateFactoryAPI. This class also supports the pkcs12 file format.

QORRA: :(oject var o = orb-

>resolve initial references ("VBSecureSocketProvider") ;
visec: :SecureSocketProvider* ssp =
dynamic_cast<vbsec: :SecureSocketProvider*> (0.1in() ) ;

omst vibsec: :CertificateFactorys cf = ssp->getCertificateFactory () ;

The first argument in the new Certificate wallet is an alias to the entry in the KeyStore,
if any. If you are not using keystores, set this argument to rull.

pkcs12-based authentication, using KeyStores

You can use the same APIs discussed in “Username/password authentication, using
APIs” on page 72 to login using pkcs12 KeyStores. The realm name in the
IdentityWallet should be CERTTFICATEHALL, the username corresponds to an alias name in
the default KeyStore that refers to a Key entry, and the passwordrefers to the password
needed to unlock the pkcs12 file. The property javax.net.ssl.KeyStore specifies the
location of the pkcs12 file.

pkcs12-based authentication, using APIs
See “Certificate-based authentication, using APIs” on page 73.

Step Two: Setting properties and Quality of Protection (QoP)

There are several properties that can be used to ensure connection Quality of
Protection. The VisiBroker ORB security properties for C++ can be used to fine-tune
connection quality. For example, you can set the cipherlist property for SSL
connections to set cryptography strength.

QoP policies can be set using the ServerQoPConfigand the ClientQoPConfigAPls for
servers and clients, respectively. These APIs allow you set target trust (whether or not
targets must authenticate), the transport policy (whether or not to use SSL or another
secure transport mechanism specified separately), and, for servers, an
2AcocessPolicyManager that can access the RoleDB to set access policies for POA
objects.

Step Three: Setting up Trust

Setting up of trust can be done through property
vioroker. security . trustpointRepository=Directory:<path to directorys, where the
directory contains the trusted certificates.

Other trust policies are set in the QoP configurations. See “Step Two: Setting
properties and Quality of Protection (QoP)” on page 73.
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Step Four: If necessary, set up identity assertion

When a client invokes a method in a mid-tier server which, in the context of this
request, invokes an end-tier server, then the identity of the client is internally asserted
by the mid-tier server by default. Therefore, if getCallerSubject is called on the end-tier
server, it will return the Client's principal. Here the client's identity is asserted by the
mid-tier server. The identity can be a username or certificate. The client's private
credentials such as private keys ore passwords are not propagated on assertion. This
implies that such an identity cannot be authenticated at the end-tier.

If the user would like to override the default identity assertion, there are APIs available
to assert a given Principal. These APIs can be called only on mid-tier servers in the
context of an invocation and with special permissions.

Examining SSL related information

Clients

Servers

Borland VisiBroker provides APIs to inspect and set SSL-related information. The
SecureContext API is used to inspect the SSL ciphersuites and enable select ciphers.

To examine peer certificates, use getPeerSession() to return an SSLSession object
associated with the target. You can then use standard JSSE APIs to obtain the
information therein.

To examine peer certificates on the server side, you set up the SSL connection with
aan.borland. security.Gontext and use the APIs with com.borland. security.Current to
examine the SSISessionobject associated with the thread.

Creating Custom Plugins

There are various components of VisiSecure that allow for custom plug-ins. They are:
= LoginModules

= CallBack Handlers

= Authorization service provider via the SPI

= Assertion Trust via the SPI

In order for VisiSecure for C++ to find user implementations, all plugins must use the
REGISTER CIASS macro provided by VisiSecure to register their classes to the security
service. When specifying the registered class, the name of the class must be specified
in full together with the name space. Name spaces must be specified in a normalized

form, with either a “.” or “:;” separated string starting from the outermost name space.
For example:

MyNameSpace {
class MylogirModule {

would be specified as either MyNameSpace . MyLogirModule or MyNameSpace:: :MyLogirModule.

74 VisiBroker Security Guide



Note

Creating Custom Plugins

LoginModules

You can implement your own LoginModules by extending vbsec: :IogirModule. To use
the LoginModule, you need to set it in the authentication configuration file, just like any
other LoginModule. During runtime, the new customized module will need to be loaded
by the secured application.

The syntax of the authentication configuration is as follows:

<realm-rames> {
<class-name-of -custanized-LoginModule> <required|opticnal>;
}

There is implicit replacement of the character “.” to “::” by VisiSecure. Hence,
can.borland. security . provider . authn. HostI ogirModule is equivalent to
com: :borlard: :security: :provider: :authn: :HostIogirModiile

CallbackHandlers

You can implement your own callback by extending visec: :CallbackHardler. To use the
callback, you need to set the property

vircker . security . authentication. callbackHandler=<custom-handler-class-names in the
security property file, just like any other callback handler. During runtime, the new
customized module will need to be loaded by the secured application.

Authorization Service Provider

Authorization is the process of making access control decisions on behalf of certain
resources based on security attributes or privileges. VisiSecure uses the notion of
Permission in authorization. The class RolePermissicnis defined to represent a “role” as
a permission. Authorization Services Providers in turn provide the implementation on
the homogeneous collection of role permissions that associate privileges with particular
resources.

Authorization service providers are tightly connected with Authorization Domains. Each
domain has exactly one authorization service provider implementation. During the
initialization of the ORB, the authorization domains defined by

voroker . security.authDomains is constructed, while the Authorization Service Provider
implementation is instantiated during the construction of domain itself.

To plugin authorization service, you need to set properties:

vioroker . security . damain. MyDamain. propertyl=xxx

vbroker . security. identity . attributeCodecs=MyCodec

viroker . security . adapter . MyCodec . propertyl=xxx
viroker . security . adapter . MyCodec . property2=xxx

The properties specified will be passed to the user plugin following the same
mechanism as above.
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Trust Providers

You can also plugin the assertion trust mechanism. Assertion can happen in a multi-
hop scenario, or explicitly called through the assertion API. Server can have rules to
determine whether the peer is trusted to make the assertion or not. The default
implementation uses property setting to configure trusted peers on the server side.
During runtime, peers must pass authentication and authorization in order to be trusted
for making assertions. There can be only one Trust Provider for the entire security
service.

To plugin the assertion trust mechanism, you will need to set the following properties:

vbroker . security. trust . trustProvider=MyProvider

vbroker . security. trust . trustProvider .MyProvider . propertyl=xxx

vbroker . security. trust . trustProvider .MyProvider . property2=xxx
The properties specified will be passed to the user plugin following the same
mechanism as above.
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The Borland VisiBroker Server allows you to secure the web components using the
conventions of encryption, authentication, and authorization.

Like the security measures provided by the J2EE standards, where security is set at
the module level, you can also secure web components by declaring the security
mechanism within their configuration files.

Security for the Apache web server

The Apache web server uses data transport encryption technology for security.
VisiBroker supports the mod_ss1 module for this purpose. This module provides strong
cryptography for Apache Web Server via the Secure Sockets Layer (SSL v2/v3) and
Transport Layer Security (TLS v1) protocols by the help of the Open Source SSL/TLS
toolkit OpenSSL.

The VisiBroker Server provides mod ssl which is now supported directly into the
Apache web server, and is based on OpenSSL version 0.9.6g.

Modifying the Apache configuration file for mod_ssl

To enable mcd ss1, you must modify the httpd. amnf file located in: <install dirs/var/
dareins/<darain names/configurations/<configuration names/mos/
<apache Manageddoject name>/conf by un-commenting the following line:

LecadViodule ssl module <install dirs/lib/<apache Manageddoject names/mod ssl.so
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Warning

The following describes the mod ssl directives:

<IfModule med ssl.c>

SSLEngine an

SSLRarndomSeed startup builtin

SSLRarndomSeed camect builtin

SSLcertificateFile <install dirs/var/domains/<domain names/configuratians/
<oonfiguration names/mos/<apache Manageddoject names/oonf/ssl.crt/server.crt
SSLCertificateKeyFile <install dirs/var/domains/<domain names/configurations/
<oonfiguration names/mos/<apache Menageddoject names/oonf/ssl.key/server. key
#

# Unooment the following to enable SSL certificate and related infometion to
e exported to the apache envivament

H#SSLOptions +StdRmVars +ExportCertData

</IfVcdule>

The mod-ss| Apache module causes the Apache web server to become unstable when
used with the Keeplive connection option on (the default). This is a known defect and
users should use caution after enabling the mod-ss| Apache module.

Table8.1  mod_ssl directives

SSL-specific directive
SSLEngine

SSICertificateFile

SSICertificateKeyFile

Description

The placement of the SSLErgire is significant. It can be placed either at the
server level, in which case the server will respond only to HTTPS connections or
within a particular virtual host, which can then be associated with a particular
port number (usually 443), so that both regular HTTP connections and HTTPS
connections can be handled.

Determines the source of randomness used by the mod ssl encryption facilities.
The randomness built into mod ssl is sufficient to get you started, however, it is
not really random enough to be used in a truly secure environment. Preferably,
a UNIX random device such as /dev/randanor /dev/urardanis used. The
SSIRandaSeed directive must be defined at the server level.

The placement of the sSLCertificateFileis significant. It can be placed either at
the server level, in which case the server will respond only to HTTPS
connections or within a particular virtual host, which can then be associated with
a particular port number (usually 443), so that both regular HTTP connections
and HTTPS connections can be handled. This file can be given any name and
may be placed in any accessible directory.

The placement of the ssLCertificatekeyFileis significant. It can be placed either
at the server level, in which case the server will respond only to HTTPS
connections or within a particular virtual host, which can then be associated with
a particular port number (usually 443), so that both regular HTTP connections
and HTTPS connections can be handled. This file can be given any name and
may be placed in any accessible directory.

SSLOptions +StdErwars +ExportCertData By default, commented out. If you want to enable Certificate Passthrough, you

must uncomment this directive which instructs mod ssl to export the SSL
certificate and related information passed to it by the browser into a shared
environment.

Important

The VisiBroker Server does not provide the key fileand certificate filewhich must
be generated. See “Creating key and certificate files” on page 79.

For additional information on mod _ssl configuration, visit http: //www.modssl . org/docs.
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Creating key and certificate files

The VisiBroker Server provides the “openssl” utility so that you can generate the
required key and certificate files for mod ssl. The cpenssl utility is located in:

<install dirs/bin/<apache Manageddbject name>/cpenssl/

= For Windows, after double-clicking the openssl executable, a command window
appears.

= For UNIX, simply follow the steps below.

UNIX also requires a random data source for seeding. If you do not have a /dev/rard
device installed, you need to provide a file with a random number greater than 512
bytes in length.

The openssl executable first searches the environment for a variable named
“RANDFILE". If that is found, that value is assumed to be a file containing at least 512
bytes of data. If the environment variable RANDFILE is not found, the executable
searches the root of your home directory for a <file_name>.rnd. If that is found, it is
assumed to contain at least 512 bytes of data for the seed. If you do not have a /dev/
rand device, and do not provide any other alternative, certificate generation will fail.

To generate the files:

1 Create a private key for your server:

QoenSSL> genrsa -aut <key files
2 Generate a certificate request:

QpenSSL> req -new -key <key files> -aut <request file> -onfig <install dirs/bin/
<apache Manageddoject name>/cpenssl.anf

3 Create a temporary certificate:

QoenSSL> req -x509 -key <key file> -in <request file> -out <certificate file> -
anfig <install dirs/bin/<apache Managedbject names/cpenssl.anf

Using the configuration from:
<install dirs/bin/<apache Manageddoject name>/cpenssl.anf
You are prompted for the following information.

Pressing Enterin response to each query (accepting each default value) is sufficient
for creating a temporary certificate.

Using aonfiguration from

<install dirs/bin/<apache Manageddoject name>/cpenssl.anf

You are about to be asked to enter information that will be incorporated into
your certificate request.

What you are about to enter is what is called a Distinguished Name or a
IN.

There are quite a few fields but you can leave sare blank.

For sare fields there will be a default value,

If you enter '.', the field will ke left blark.

Comntry Neme (2 letter code) [AU]:

State or Province Name (full name) [Sare-State]:

Locality Name (such as, city) [1:

Organization Neme (such as, camparty) [Intermet Widgits Pty Licd] :
Orgenizatianal Uhit Name (such as, section) []:

Comon Neme (such as, YOUR name) []:

Hrail Address []:
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Note

Important

Note

4

5

Please enter the following 'extra' attributes

to e sent with your certificate request

A dhallenge password []:

In optiaal carparty name []:

Using oonfiguration fram

<install dirs/bin/<apache Manageddoject name>/cpenssl.anf
The key file created must be moved to the location specified in
SSLCertificatekeyFile
The certificate file must be moved to the location specified in SSLCertificateFile.

The generated certificate file is sufficient for testing purposes. However, in a production
environment, you must obtain a certificate signed by a recognized certificate authority
(CA).

Verifying that mod_ssl is active

In order to verify that mod ssl is working, try to access your web server using https.
How you do this depends on where you have placed the SSIEngine directive (see
“Creating key and certificate files” on page 79).

If sSSIEngine is defined at the server level, all server access goes through mod ssl.

If SSIEngine is defined on the host level, you must direct your access to that
particular host by providing the correct port number or IP address.

When attempting to make a secure connection from a web browser, make sure that
you use “https” instead of “http” in your URL. For example:

https://host .darain. cam: 443 /index. html

To find out more information about your web server, you can configure mod_infoto
serve configuration information.

1

To enable mced info, you must modify the httpd. oonf file located in:

<install dirs/var/domains/<domain name>/configurations/<configuration names/
mos/<apache Manageddoject name>/conf

by un-commenting the following line:

LecadVibdule info module <install dirs/lib/<spache Manageddoject name>/mod info.so
Next, you need to uncomment the following section of code:

<Jdocation /server-infos
SetHandler server-info
Order dery, allow

# Deny from all
Allow from .your darein.ocom

</Location>

Do not uncomment the Derty fram all directive.
Edit the Allow from .your davein.comdirective to match your domain.

Your Apache web server will now respond to the following query by displaying
server configuration information:

https://<server rame>/server-info

This query does not require a secure “https” connection; mod_info configuration is
independent of the protocol used by the Apache web server. server.

80 VisiBroker Security Guide



Enabling certificate passthrough to the Borland web container

Enabling certificate passthrough to the Borland web container

By enabling mod_ssl for your Apache web server, you can configure your web server
to handle “https” (SSL) type connections. As a result, any SSL authentication
information is consumed by the Apache web server. If you want your Borland web
container to manage the SSL authentication, the Apache web server and IIOP
connector need to pass the SSL authentication information through to the Borland web
container.

By implementing the VisiBroker “certificate passthrough” feature, you can give your
Borland web container access to all the browser-supplied SSL information, as if the
Apache web server is not between the browser and the web container. Additionally,
your Borland web container is given control of the SSL-based authorization. With this
feature, the web applications can use the auth-method CLIENT CERT AUTHeven when the
Apache web server is in between the browser and the Borland web container.

Configuring Apache to “passthrough” the SSL certificate and
related information

Enabling certificate passthrough consists of the following two steps:

1 Configuring mod ss1 module of the httpd.oonf file to export the SSL authentication
information passed to it by the browser into a shared environment.

This shared environment allows the mod iicp IIOP connector to obtain this data for
subsequent forwarding to the Borland web container.

2 Configuring the mod_iiop 1IOP connector to forward any SSL authentication
information to the Borland web container.

Configuring the mod_ss1 module of the httpd.conf file for certificate passthrough
Modify the httpd.omnf file located in: <install dirs/var/davains/<darain names/
anfigurations/<configuration names/mos/<apache Managedoject names/aonf by un-
commenting the sslOptians +StdEmwWars +ExportCertData directive in the mod ssl
section. For example:

<IfModule md ssl.c>

BrowserMatch “Mozilla/ [2345] nokeepalive

SSLEngine an

SSIRandamSeed  startup builtin

SSIRandamSeed camect builtin

SSICertificateFile C:\BDP (414) \var\darains\kase\oonfigurations\j2eeSanple/mos/
PpacheWeoServer/oonf/ssl .crt/server.crt

SSICertificateKeyFile C:\BDP (b414) \var\domins\base\configurations\j2eeSanple/
mos/ApacheWebServer/conf/ssl .key/server . key

# Uncament the following to enable SSL certificate and related informetion to
e exported to the apache envivament

#SSLOptions +StdRmwWars +ExportCertData

</Ifvicdules
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Configuring the mod_iiop IIOP connector of the httpd.conf file to
forward SSL authentication

As part of the certificate passthrough feature, a new IIOP configuration directive has
been added. The ITocEnableSSIExport directive instructs the IIOP connector to forward
SSL requests.

If the ITopFnableSSIExport directive is enabled and a client request is set as secure (has
a type of https), then the IIOP connector will attempt to locate a set of environment
variables. If a set of environment variables are found, then the IIOP connector forwards
the data on to the Borland web container as part of the request.

Modify the httpd.omif file located in: <install dirs/var/domains/<dorain names/
anfigurations/<configuration names/mos/<apache Manegeddoject names/amnf by
un-commenting the appropriate directives, shown here:

<IfDefine !ModITORNQAULCL cad>

LoadViodule iicp2 modiile C:/BDP(414) /1ib/<apache Menagedoject names/

mod iicp2.dll

ITIoplogFile C:\BDP (b414) \var\domins\base\configurations\j2eeSanple/mos/
PpachaiebServer/logs/mod iicp.log

IIcploglevel error

ITIopClusterCmnfig C:\BDP (414) \var\domains\base\configurations\j2eeSanple/mos/
PpacheWeoServer/oonf /WebClusters . properties

ITodVepFile C:\BDP (b414) \var\domains\base\configurations\j2eeSanple/mos/
PpacheWebServer/oonf /UriMapFile. . properties

# Directive: IToplockuplocalRefs true | false

# Purpose: Allows apache to override the UriMapFile mepping if the reference is
foud in the local doc tree.

# Default: false - by default mod iiop2 will not lock for local references

prior to dispatching a matching reference to

#  tomcat.

#

#ITooLockuplocalRefs true
#

#

# Directive: ITopChurkedlUploading true | false

# Purpose: Determines whether mod iiop2 will attempt to chimk POSTed data
(uploads) . Correspads to the emabledthirking attribute of the Borland
WebContainer's ITIOP camector.

# Default: false - Mod 1iop2 will not attempt to chimk uplosded data.

#

#IIopChinkedploading true

#

# Directive: ITopgUploadBufferSize n

# Purpose: Allows mod iicp to control the size of the 'durk; of data POSTed to
the Borland WebOmtainer as part of a cdhirked uplosd. This directive is
ignored if IToNoChimkedUploading is set to true.

# Default: 4096

#

#ITopUploadBufferSize 4096

#

# Dirvective: ITopRespldleCamections n

# Purpose: Directs the VisiBroker orb to attempt to reap 'n' idle camections

fran the orb camection pool after every HITP request. This can improve
performence an systems that have limited network resources.
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# Default: none - by default mod iiop2 does not request the orb to resp idle
camections.

#

#ITooReapIdleCamections 50

# unocoment the following to enable the "certificate passthrough" feature of
the TIOP camector

# Note: you must have already un-camented the SSIOptions directive of the
med ssl module earlier

#TTooFnableSSI Export true

</IfDefines

Security for the Borland web container

In order to protect access to your web resources, you must secure those resources.
The following steps are required for securing web resources using VisiBroker:

1 Set up security for your Borland web container

2 Set up security for each web application

Securing your Borland web container

By default, the Borland web container is set up to use the Borland Security Service
Realm (BSSRealn). To secure your Borland web container, you need to complete the
following:

1 Enable security
2 Configure Security authentication

3 Configure Security authorization

Securing your web application

The VisiBroker Server allows you to set security for each of your web applications by
protecting the URLs with which the application's resources are associated. To secure a
web application, you must first decide which URLSs you want to protect. Once you
protect a URL, a user is not able to access it without entering a valid user name and
password.

Once you identify a web resource collection (servlets, JSPs, HTMLs, Gifs, and such)
and the associated URLs your want to protect, the steps to securing the web
application are:

1 Define new security roles: Assign users to a security role which is used to determine
who accesses the web resources and what actions are allowed when using the web
resources by way of a web browser.

2 Define the security constraints for the specific web resource files: Protect the URL
Patterns that map to certain servlets and JSPs.

3 Set up a login: Set the login option which controls the access to the servlets and
JSPs through their URL patterns.

For example, you may set up a “Developer” security role that can access the web
resources of the exanple.war file which contains the URL Pattern, jsp/security/
servlet/*.jsp.
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Three-tier authorization scheme

In addition to setting up security from your client browser to your Borland web
container, you can set up a three-tier authorization scheme to accommodate a more
complex client/server landscape. A three-tier authorization scheme can include a client
browser, a web container, and an EJB container.

Figure 8.1  Three-tier authorization scheme

Bortand Pariitices Borland Partitions
' - | :
Partition Sarvices Partition Services
{bvff;“iﬁn!l Cmﬂl.:l-\u
- - - &
user = “John" - Authentication/ ] who iz “John"?
Authorization = | know “web container”

v
user = "John" — = run as "web container” — = | know "web container”

The server-side has two different container components with a security mechanism in
each of them. So, when a user (John) sends a client request, his login ID is authorized
and authenticated at the Borland web container level.

Lets say that the client request requires the servlet running at the Borland web
container to access a bean in the EJB container. However, the EJB container does not
know the user, “John”. You have two options for extending security to the EJB
container.

= The first is to make the EJB container knowledgeable of all users.

= The second is to use the concept of “run-as"—When the web container makes an
EJB invocation, the web container will “run as” a user that the EJB container
recognize. The web application can be configured with a “run as” user to access the
third-tier component. The web application with the servlet making the EJB
invocation can be configured with “run as” user “web container”. In this case, though
the real user is “John”, the EJB container acknowledges the user as “web-
container”.

Setting up “run-as” role

The Borland web container, supports the “run-as” configuration for web applications.
The web application can be set up with the “run-as” role which maps to a user.

To set up the “run as” configuration:

1 Open the .warfile in the DDEditor.

2 In the Navigation pane, expand the .warfile.
3 Select a servlet node.

4 Access the Properties pane, General tab.
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5 In the Security Identity field, choose Run as from the drop-down menu.

6 Inthe Run section that appears, use the Descriptions field to type a short description
of the Run as.

7 In the Role field, use the pull-down menu to select the appropriate role from the list.

Note  In addition to setting the “run-as” role, you also must set a principal to map to the “run
as” role. For more information, see “Authorization domains” on page 46.
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Property Description Default
voroker . security. loglevel Use this property to control the degree of logging. 0 means 0

no logging and 7 means maximum logging (debug

messages).
vorcker . security . secureTransport This property controls whether the transport connection is true

encrypted or not. If set to true, transport messages are
encrypted. If set to falsethey are in the clear.

voroker . security . alwaysSecure This property together with the secureTransport property false
controls the default QoP on the client-side. If both set to true
then transport QoP is set to SEQRE ANLY, which means the
client will only accept secure transport. If either of them is set
to falsethen Client does not mandate security at the
transport layer.

viorcker . security. server. transport This property is used on the server side to define server SEHURE ONLY
transport QoP. Acceptable values are CLEAR ONLY, SEHURE QNLY
or ALL This allows the client that needs either CLEAR ONLY or
SHQURE QNLY to be able to connect to a server. This property
will take effect only when property secureTransport is true.

voroker . security.disable If set to true, disables all security services. true

voroker . security. transport . protoool This property is used to select a security transport protocol.  TLSv1
Possible values are SsI, SSIv2, SSIv3, TLS and TLSvl1. For
information on these protocols, see the Sun Microsystems
documentation at: http://java.sun.can/products/jsse/doc/
guide/APT users guide.html#SSC.

voroker . security. requireAuthentication Server-side only property used to specify whether the client false
is required to authenticate.
voroker . security . enablefuthentication Server-side only property. This back-compatible property is  false

used for supporting PasswordBackEnd style authentication.
When set to true, the program will try to construct the
specified PasswordBackEnd for authenticating.

voroker . security.authentication. Specifies the callback handler used for login modules to use n/a
callbacktardler for interacting with user for credentials. You can specify one
of the following or your own custom callback handler:

com.orlard. security.provider . auttn. GrdlineCal lbackHarndler
com.borland. security.provider . authn. HostCallbackHandler

(dLineCallbackHardler has password echo on, while
HostCallbackHardler has password echo off.
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Property
vioroker . security.authentication.config

Description

This specifies the path to the configuration file used for
authentication.

Default

null

vioroker . security.authentication. retryCount

Number of times to retry if remote authentication failed.

vioroker . security.authentication.
clearCredentialsOnFailure

By default, if the authorization realm finds the authenticator is
incorrect after the maximum number of retries have been
attained, the ORB retains the authenticator. If you want the
ORB to clear the authenticator (the credential) after the
maximum number of retries, set this property to true.

false

vioroker. security.login

If set to true, at initialization-time this property tries to login to
all the realms listed by property
viorcker. security. login. realms.

false

viorcker . security. login. realms

This gives a list of comma-separated realms to login to. This
is used when login takes place, either through property
vioroker . security. login (et to true) or API login using login().

n/a

vioroker . security.vault

This property is used to specify the path to the vault file. This
property will take effect regardless of whether
vbroker. security. loginis set to true or false.

n/a

vioroker . security.identity.
reauthenticateOnFailure

When set to truethe security service will attempt to reacquire
authentication information using the Callbacktiardler. This
property require the callback handler to be set either using
the appropriate property or at runtime by calling the
appropriate method.

false

vbroker. security. identity. enableReactivel ogin

When set to true, the security service behaves as follows: If
the security service cannot find an identity for any of the
targets supported by a server it is attempting to communicate
with, it will then attempt to acquire credentials for one of the
targets in the target object's IOR. If a corresponding
authentication realm is available for this target (that the user
chooses to provide credentials for), then authentication is
also attempted locally.

Reactive login requires a callback handler to be set either
using the appropriate property or at runtime by calling the
appropriate method.

Specifies a comma-separated list of available authorization
domains. For example:

vioraker . security . authDarains=<damnl >, <done2s...

null

vbroker . security . domain. <darain names.
rolemep path

Specifies the location of the RoleDB file that describes the
roles used for authorization. This is scoped within the domain
<domain_name> specified in vbroker. security. authDareins.

n/a

vbroker . security . domain. <darain names.
rolemep enableRefresh

When set to true, enables dynamic loading of the RoleDB file
specified in

vbroker . security . domain. <davain names.rolemep path property.
The interval of dynamic loading is specified by property
vbroker . security . domain. <damain name>.rolemep refreshTimeInSe
cads.

false

vbroker . security . domain. <darain names.
rolemep refreshTimeInSeconds

Specifies the rolemap refresh time in seconds.

300

viorcker . security.domain. <damain names. nuras.
<n as role rame>

Specifies the name of the run-as role. The value can be
either use-caller-identityto have the caller principal be in the
run-as role, or specify an alias for a run-as principal for the
run-as role name.

n/a

vioraker . security . peerfuthenticatianMode

Sets the peer authentication Mode. Possible values are:

REQUIRE
REQUIRE AND TRUST
REQUEST
REQUEST AND TRUST
NONE

Note that the REQUEST and REQUEST AND TRUST modes cannot
receive peer certificate chains due to JSSE restrictions.

NONE
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Description

Specifies a path to the directory containing trusted
certificates and CRLs or to a trusted Keystore whose values
are implementations of TrustedCertificateFntry. Default
values are either a directory, given in the format
Directory:<path to certs>or a Keystore, given in the format
Keystore:<path to keystore>.

Default

n/a

If set to true, the JSSE default trust files like cacerts and
jssecacerts, if present in JRE, will be used to load trusted
certificates.

false

viorcker . security.assertions. trust.<n>

This property is used to specify a list of trusted roles
(specified with the format <roles@<authorization dorains). <>
is a uniquely identified for each trust assertion rule as a list of
digits.

For example, setting

vbroker. security.assertions. trust . 1=ServerAdmin@default
means this process trusts any assertion made by the
Serverdmin role in the default authorization domain.

n/a

viorcker . security.assertions. trust.all

Setting to true will trust all the assertion made by peers.

false

vbroker. security. server. requireUPIdentity

Set this to trueif the server requires the client to send a
Username/Password for authentication (regardless of
certificate-based authentication). This is a server-side

property.

n/a

vbroker. security. cipherTdst

Set this to a list of comma-separated ciphers to be enabled
by default on startup. If not set, a default list of ciphersuites
will be enabled. These should be valid SSL Ciphers.

n/a

vioraker . security . control AdminAccess

Set this to true for enabling Server Manager operations on a
Secure Server.

false

Points to a security domain listed in

vbroker . securi ty.authDareins. The specified domain is used
for the Server Manager's role-based access control checks.
A rolemap must be specified for the domain.

n/a

viorcker . security . serverManager . role.all

Specifies the role name required for accessing all Server
Manager operations.

n/a

viorcker . security. serverVenager. role.
<method name>

Specifies the role name required for accessing the specified
method of the Server Manager.

n/a

vioraker . security. support .gatekesper.
replyForSAS

This property is used with GateKeeper with security enabled.
When set to true, the username and password will not be
delegated to the backend server for authentication.

false

vbroker . security . domain. <darain names.
defaultAccessRule

Specifies whether to grant or derty access to the domain by
default in the absence of security roles for the provided
domain. Acceptable values are grant or deny.

grant

voroker.se.iicp tp.san.ssl.listener.
trustInClient

A server side property. Set to true to have the server require
certificates from the client. These certificates must also be
trusted by the server by setting the appropriate server-side
trust properties. For more information, see the

voroker . security . trustpointsRepository property and the
vbroker. security. defaul tISSETrust property.

false

viorcker . security.wallet . type

A wallet is a set of directories containing encrypted private
keys and certificate chains for each identity. Use this
property to point to the directory containing the directories for
all identities, using the format: Directory:<path to identitiess>

n/a

vioroker. security.wallet.identity

Use to point to a directory within the path defined in

vorcker . security.wallet . type that contains keys and/or
certificate information for a specific identity. Note that the
value of this property must consist only of lower-case letters.

n/a

vioroker . security.wallet . password

Specifies the password used to decrypt the private key or the
password associated with the login.

n/a
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Property
vioroker . security. loglevel

Security Properties for C++

Description Default

Use this property to control the degree of logging. Acceptable IEVEL WARN
values are: LEVEL WARN, LEVEL NOTICE, LEVEL INFO, and
LEVEL DEBUG strings.

voroker. security. logFile

Use this property to redirect the log output to a file. The null
default log output is to std: :cerr.

This property sets whether secure transport is supported or  true
not. If set to false, transport uses CLEAR ONLY.

viorcker . security . alwaysSecure

This is a client side only property. It determines whether to true
use secure transport only or not.

Note: To use secure transport only, the secureTransport
property must also be set to true.

vioroker . security. server. transport

This is a server side only property. It defines whether the SEURE ONLY
server transport is: CLEAR ONLY, SECURE QNLY or ALL. This

property will not take effect when the secureTransport property
is set to false

viorcker . security.disable

If set to true, disables all security services. false

requireAuthentication

A server side only property. Use to specify whether the client true
is required to authenticate.

viorcker . security.authentication.
calllbackHardler

Specifies the callback handler for login modules to use for HostCalllbackHardler
interacting with the user for credentials. You can specify one

of the following or your own custom callback handler. For

more information, see Chapter 11, “VisiSecure for C++

APIs.”

oam.borlard. security . provider . autin. GndlineCal llbackHandler
oam.orland. security. provider . autin. HostCallbackHandler

ardLineCallbackHardler has password echo on, while
HostCallkackHandler has password echo off.

voroker . security.authentication. This specifies the path to the configuration file used for null
amfig authentication.
viorcker . security.authentication. Number of times to retry if remote authentication failed. 3

retryComt

vbroker. security. login

If set to true, at initialization-time this property tries to loginto  true
all the realms listed by property
voroker. security. login. realms.
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Property
viorcker . security. login. realms

Description

This gives a list of comma-separated realms to login to. This
is used when login takes place, either through property
voroker . security.login (Set to true) or API login.

Default

n/a

vioraker . security.vault

This property is used to specify the path to the vault file. This
property will take effect regardless of whether
vbroker . security.loginis set to true or false

n/a

vioroker . security.identity.
reactivelogin

When set to true, the security service behaves as follows. If
the security service cannot find an identity for any of the
targets supported by a server it is attempting to communicate
with, it then attempts to acquire credentials for one of the
targets in the target object's IOR. If a corresponding
authentication realm is available for this target (that the user
chooses to provide credentials for), then authentication is
also attempted locally.

Reactive login requires a callback handler to be set either
using the appropriate property or at runtime by calling the
appropriate method. The default handler is
HostCallbackHardler.

true

viorcker . security . authiDamains

Specifies a comma-separated list of available authorization
domains. For example:

vioroker . security . authDomains=domainl , darain2

n/a

vioraker . security.domain. <darain-names.

rolenep path

Specifies the location of the RoleDB file that describes the
roles used for authorization. This is scoped within the domain
<domain_name> specified in: viorcker . security.authDomains.

n/a

vbroker . security . domain. <darain names.

rolemep enableRefresh

When set to true, enables dynamic loading of the RoleDB file
specified in

voroker . security.darain. <darein names.rolerep path property.
The interval of dynamic loading is specified by property
vorcker . security . darain. <darein names.rolavep refreshTimeInSe
cads.

false

voroker . security.domein. <darein names>.

rolemep refreshTimeInSeconds

Specifies the rolemap refresh time in seconds.

300

peerAuthenticatioiMode

Sets the peer authentication Mode. Possible values are:

REQUIRE—Peer certificates are required to establish a
connection. If the peer does not present its certificates, the
connection will be refused. Peer certificates will also be
authenticated, if not valid, the connection will be refused. If
required, transport identity can be established using these
certificates. In this mode, peer certificates are not required to
be trusted.

REQUIRE AND TRUSI—Same as REQUIRE mode, except that
the peer certificates need to be trusted, otherwise the
connection will be refused.

REQUEST—Peer certificates will be requested. The peer is not
required to have certificates; no transport identity will be
established when peer does not have certificates. However,
if a peer does present certificates, the certificates will be
authenticated,; if not valid, the connection will be refused. If
required, transport identity can be established using these
certificates. In this mode, peer certificates are not required to
be trusted.

REQUEST AND TRUST—Same as REQUEST mode except that the
peer certificates need to be trusted, otherwise the connection
will be refused.

NaNE—AuUthentication is not required. During handshake, no
certificate request will be sent to the peer. Regardless of
whether the peer has certificates, a connection will be
accepted. There will be no transport identity for the peer.

REQUTRE AND TRUST
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Property
vioroker . security. trustpointsRepository

Security Properties for C++

Description

Specifies a path to the directory containing trusted
certificates. These are given in the form
Directory:<certs dir>. For example:
vioroker . security . trustpointsRepository=Directory:c: \data\
identities\Delta

Default

n/a

vioroker . security.assertions. trust.<n>

Use to specify a list of trusted roles (specify with the format
<roles@<authorization darains). <n>is uniquely identified for
each trust assertion rule as a list of digits.

For example, setting

vioroker . security.assertians. trust . 1=ServerAdmin@default
means this process trusts any assertion made by the
Server’dmin role in the default authorization domain.

vioroker . security.assertions. trust.all

Setting to true will trust all the assertion made by peers.

false

A server side only property. If the server requires the client to
send a Username/Password for authentication (regardless of
certificate-based authentication), set to true. If

vbroker . security. login. realms is set, this property is
automatically set to true. However, you can override it by
explicitly setting it in the property file.

vioroker . security.cipherldst

Set this to a list of comma-separated ciphers to be enabled
by default on startup. If not set, a default list of cipher suites
will be enabled. These should be valid SSL Ciphers.

n/a

viorcker . security.wallet . type

A wallet is a set of directories containing encrypted private
keys and certificate chains for each identity. Use this
property to point to the directory containing the directories for
all identities, using the format: Directory:<path to identities>

n/a

viorcker . security.wallet. identity

Points to a directory within the path defined in
vbroker. security.wallet. type that contains keys and/or
certificate information for a specific identity.

n/a

voroker. security.wallet . password

Specifies the password used to decrypt the private key or the
password associated with the login.

n/a

vbroker. security. CRLRepository

Use to specify the directory where you want the list of serial

numbers of revoked certificates (Certificate Revocation List

(CRL)), issued by the Certificate Authority (CA), to reside. All
files in the directory will be loaded and interpreted as CRL—
no longer valid. The CRL file must be in the DER format.

Once the CRLs are loaded, VisiSecure examines all
certificates sent by a peer during SSL handshake. If any of
the peer certificates appears in the CRLs, an exception will
be thrown and the connection will be refused. For more
information, see “Certificate Revocation List (CRL) and
revoked certificate serial numbers” on page 16.

n/a
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General API

VisiSecure for C++ APIs

This section describes APIs that are defined in VisiSecure for C++. It is separated into
subsections including:

= General APIs

= SSL and Certificate APIs
= QoP APIs

= Authorization APIs

All classes are under namespace vbsec unless otherwise specified.

The general VisiSecure API describes the Current and Context APIS. It provides API
information for Principals, Credentials, and Subjects. In addition, the Wallet API is
discussed.

class vbsec::Current

Current represents the view to the thread specific security context. Some calls are
relevant only in an request execution context. This object can be obtained through the
following code:

QORRA: :(Qoject var doj = arb->resolve initial references("VBSecurityGurrent");
Qurent* ¢ = dynamic cast (doj.in()) ;

Include File
The vkeec.hfile should be included when you use this class.

Methods

void asserting (canst visec: :Suoject* caller)
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Assert a subject as caller identity.

Parameter Description
caller The caller name of the subject.

void clearAssertion ()

Clear an assertion made by any previous API call of asserting The caller before the
assertion is made will be restored as the caller for next invocation. This API shall be
used in conjunction with asserting Mismatching calls of these two methods may cause
undesired caller identities or unexpected exceptions.

amst vbsec: :Subject* getPeerSubject ()
Accesses the peer subject.
Returns  The pointer to a Subject object representing the peer.
oonst vibsec: :Subject* getCallerSubject ()
Accesses the caller subject.
Returns  The pointer to a Subject object representing the caller.
amst vibsec: :SSISession* getPeerSession (CORRA: :Goject* peer)

Get the peer SSLsessian This call returns the SSLSessian of the client peer for this
request. This method cannot be called outside the context of a request.

Parameter Description

peer A peer object retrieved from the bind.

Returns  The pointer to a SSLSession currently established.

Exceptions ~ BAD OPERATIQNIS thrown if this method is called outside the context of a request or when
called in a request context where the request was received over a clear TCP
connection.

class vbsec::Context

Context represents the security context under which a client will execute. This class can
be obtained through the following code:

QORBA: :Qoject var doj = orb->resolve initial references ("VBSecurdityCont ") ;
Qotext* ¢ = dynamic cast (doj.in());

Include File
The vbsec.hfile should be included when you use this class.

Methods
void login()
Login into the system. This logs-in to the realms defined in the property

vbroker . security. loginRealms. It traverses the list of realms specified and authenticates
against each realm.

void login (visec: :Callbackbarndlers& handler)
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Use this to login to the system using the specified CalllackHandlerto obtain the login
information.

Parameter Description
handler The default callback handler to be use for acquiring information.

void login (const std: :string& realm)

Login into the system for a specific realm.

Parameter Description
realm The realm to login to.

void login (oonst std::string& realm, vibsec::CallbackHandlers handler)

Login into the system for a given realm, using a given callback handler for acquiring
information.

Parameter Description

realm The realm to login to.
handler The default callback handler to be use for acquiring information.

void login (oonst viosec: :Wallet& wallet)
Login into the system with a wallet. Wallet can be created using WalletFactory API.

Parameter Description
wallet The wallet to be used for login.

void login (const std: :vector<omst visec: :Wallet*>& wallet)
Login into the system with a set of wallets specified as a vector.

Parameter Description
wallet A wallet to be used for login

amst viosec: :Subject* getSubject (canst std: :strings& realm)
Gets the Subject corresponding to a given realm.

Parameter Description
realm The Realm for the Principal

Returns A pointer to the Subject object representing the subject of the realm.
void loadVault (std::istresm& stream, const CSI::UIF8String& vaultPass)

Loads a given vault. The identities in the vault are loaded into the system. No login
required when this method is used.

Parameter Description
stream Stream that the vault information will be read from, in binary format.
vaultPass Password used to decrypt the vault information.

void logout ()
Log the user out from all the realms.
void logout (const std: :strings realm)
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Returns

Log the user out from a given realm.

Parameter Description
realm The realm to logout from.

void setCallbackHandler (viosec: :CalllbackHandler* handler)

Set the default callback handler programmatically. This is similar to using the property
vbroker . security.authentication. cal llbackHarndler.

Parameter Description
handler The Callbacktardler to be set.

void generateVault ( std: :ostream& stream, const CSI: :UIFSStrings password)

Generates a vault. The vault is written out to the stream that is passed in and encrypted
using the password provided (also used to decrypt the vault). The password may be
null. The vault contains all of the system's identities.

Parameter Description
stream The stream that the vault information will be written into, in binary format.
password  The password used to encrypt the vault information.

vibsec: :Subject* authenticateUser (const viosec: :Wallet& wallet)

Authenticate the given wallet credential. The login will be performed using the wallet
but the authenticated subject will not be used as one of the system identities.

Parameter Description
wallet The wallet to be used for authentication

vbsec: :Subject* importIdentity (const visec: :Wallet& wallet)

Import a subject using the given wallet credential. No login is required with this method.
The subject will not be used as one of the system identities.

Parameter Description
wallet The wallet corresponding to the identity to be imported.

void setPRNGSeed (oanst CQORBA: :OctetSequences seed)

Sets a seed for the pseudo-random generator used by the SSL layer.

Parameter Description
seed The seed for the PRNG.

gsl: :CipherSuiteInfdlist* listAvailableCipherSuites()

Get the list of cipher suites that are available for use with the SSL layer. Note that this
is different from the getFnabledCipherSuites call in that not all the available cipher
suites may be currently enabled.

List of cipher suits that are available but may not be enabled for use with the SSL layer.
void enableCipherSuites (aonst ssl::CipherSuiteInfolist& suites)
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Sets the cipher suites that should be enabled for all SSL sessions.

Parameter Description
suites An IDL-generated CipherSuiteInfdlist type.

gsl: :CipherSuiteInfdlist* getEnabledCipherSuites ()
Gets the set of cipher suites that are currently enabled for all SSL sessions.
Cipher suits that are currently enabled for all SSL sessions.

void setSSIGmtext (viosec: :VBSSLOmtext* ctx)

Sets the SSL context. This will allow establishing of an SSL session using the
information defined in VBSSLCmntext. A VBRSSLCmtext can be created using the
SecureSocketProvider API.

Parameter Description
ctx The VBSSLContext that is to be used for any SSL session establishment.

VBSSLOontexts& getSSLantext ()

Get the VBRSSLContext that is set using the setSSIContext () or return a default
VBSSLOmtext object.

The VBSSLOmtext that will be used for any SSLSession establishment.

class vbsec::Principal

Principal represents the identity of a user. This is a virtual class.

Include file
The vibsec.hfile should be included when you use this class.

Methods
std: :string getName () amst
The name of the Principal.
std: :string toString() comst
Get the string representation of the Principal.
The string representation of the Principal.

class vbsec::Credential

Credential represents the information used to authenticate an identity, such as user
name and password. This is a virtual class.

Include File
The visec.hfile should be included when you use this class.
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class vbsec::Subject

Subject represents a grouping of related information for a single entity, such as a
person. Such information includes the Subject's identities as well as its security-related
attributes (passwords and cryptographic keys, for example).

Include File
The vibsec.hfile should be included when you use this class.

Methods
Principal : :set& getPrincipals ()
Gets the principals in the subject.

The set of the principals in the subject. Modifying the content of the set will have no
effect on the subject.

void clearPrincipals()

Clears the principals from the subject. All principals in the subject are removed.
Credential : :set& getPublicCredentials ()

Get the public credentials in the subject—public keys for example.

The set of the public credential in the subject. Modifying the content of the set will have
no effect on the subject.

void clearPublicCredentials()

Clear the public credentials in the subject. All public credentials in the subject will be
destroyed and removed.

Credential : :set& getPrivateCredentials()
Get the private credentials in the subject—private keys for example.

The set of the private credential in the subject. Modifying the content of the set will
have no effect on the subject.

void clearPrivateCredentials()

Clear the private credentials in the subject. All private credentials in the subject will be
destroyed and removed.

Principal::set getPrincipals (const type info& info) const

Gets a set of principals in the subject which have the same runtime type information as
provided.

Parameter Description
info The runtime type information that the returned principals shall have.

A set of the principals in the subject which have same runtime information as the given
one. Modifying the content of the set will have no effect on the subject.

Credential::set getPublicCredentials (const type info& info) const

Get set of public credentials in the subject which have the same runtime type
information as provided.

Parameter Description
info The runtime type information that the returned public credential shall have.
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Returns A set of the public credential in the subject which have same runtime information as the
given one. Modifying the content of the set will have no effect on the subject.

Credential::set getPrivateCredentials (caonst type info& info) const

Get set of private credentials in the subject which have the same runtime type
information as provided.

Parameter Description

info The runtime type information that the returned private credentials shall have.

Returns A set of the private credentials in the subject which have same runtime information as
the given one. Modifying the content of the set will have no effect on the subject.

class vbsec::Wallet

A Wallet is a holder of credentials usually used in login API calls. A Wallet can be
created using WalletFactory APIs and contain multiple types of credentials.

Include File
The visec.hfile should be included when you use this class.

Methods

std: :string getTarget () cost
Get the target to which wallet authenticates.
Returns  The string representation of the target information.
void populateSubject (Subjects subject)

Populate the given subject with necessary credentials or other information for
authentication.

Parameter Description
subject The subject for the wallet to populate.

class vbsec::WalletFactory

WalletFactory is a factory class to create multiple types of wallets.

Include File
The vibsec.hfile should be included when you use this class.

Methods

Wallet* createCertificateallet (oonst std::string& name,
amst std: :string& password,
omst std: :string& alias,
omst std: :string& keypassword,
short usage)
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Create a certificate wallet using a C++ keystore. The C++ keystore is similar to the
Java keystore but is implemented using a directory structure. When logging in with a
wallet created by this API, the certificate chain will be used in the SSL layer.

Parameter Description

name The directory name of the keystore.
password The password for the keystore, not used for this release.
alias The alias to be used in the keystore.

keypassword The password for the private key of the given alias.
shortusage  The usage of the certificate information, CLIENT, SERVER Or ALL.

Returns  Certificate wallet that contains the given information.

Wallet* createCertificateWallet (const QORRAsec: :X509Certlist& chain,
amst AORRAsec: :ASN1Qoject& privkey,
omst CSI: :UIF8String& password)

Create a certificate wallet using a certificate chain, private key and password.

Parameter Description

chain The certificate chain to create the wallet.
privkey The private key of the certificate chain.
password  The password for the private key.

Returns  Certificate wallet that contains the given information.
Wallet* createldentityWallet (const std::string& usermane,
amst std: :string& password,
amst std: :string& realm)
Create a identity wallet using a username, password and realm that the wallet to which
the wallet authenticates.

Parameter Description

username  The username of the identity.

password  The password for the identity.

realm The realm to which the wallet authenticates.

Returns  Identity wallet that contains the given information.

Wallet* createldentityWallet (const std::string& usermane,
amsst std: :string& password,
amst std: :string& realm,
amst std: :vector<std: : string>& groups)

Create a identity wallet using a username, password, realm to which the wallet
authenticates, and a set of group attributes.

Parameter Description

username  The username of the identity.

password  The password for the identity.

realm The realm to which the wallet authenticates.

groups A set of group attributes to which the identity belongs.

Returns  Identity wallet that contains the given information.

102 VisiBroker Security Guide



SSL API

SSL API

Returns

Returns

Returns

Returns

Returns

Returns

This section explains the various SSL APIs that interact with VisiSecure's SSL
implementation.

class vbsec::SSLSession

SSISessianrepresents the session of the current SSL connection. The SSLSessiancan
be gotten from vibsec: :Context using getPeerSession().

Include File
The visgp.hfile should be included when you use this class.

Methods
time t getEstablishmentTime() const
Get the time when the SSL connection was established.
The time when the SSL connection was established.
cmst ssl: :CipherSuiteInfos getNegotiatedCipher () const
This method returns the negotiated cipher from the peer for a given SSL connection.
The negotiated cipher from the peer for a given SSL connection.
cmst QORBAsec: :X509Ckertlists getPeerCertificates() const
Get the certificate chain of the peer.
Peer certificate chain.
cmst CORBAsec: :X509Cert* getTrustpoint () const

Get the trust point by which the peer is trusted. Null will be returned if peer does not
have certificates or its certificates are not trusted.

The trust point by which the peer is trusted, or null if not.
char* getPeerAddress() cost

Get the IP address of the peer.

Peer IP address in a string with the following format: Xxx.XX.XX.XX.
QORBA: :Ushort getPeerPort () const

Returns the peer port number used by this connection.

The port number of the peer on the connection.
void prettyPrint (std::ostream& os) comst

Print the SSLSession information into the given output stream.

Parameter Description

0s The output stream to print the SSLSession information.
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class vbsec::VBSSLContext

VBSSLOmtext contains information needed to establish an SSLSessian This object is
created using SecureSocketProvider: :createSSIContext ().

Include File
The vksgp.hfile should be included when you use this class.

Methods
cmst CORBAsec: :X509Certlists getCertificates() omst
Get the certificate chain representing the identity to be used for the SSL layer.
The certificate chain representing the identity to be used for the SSL layer.
void setCipherSuitelist (amst ssl::CipherSuiteInfolists& list)
This method is used to specify the ciphers available for the SSL connections.

Parameter Description
list A list of ciphers that should be available for the SSL connections.

omst ssl: :CipherSuiteInfdlists getCipherSuiteldst () aomst
Return the ciphers that are currently used by the SSL layer.
The ciphers that are currently used by the SSL layer.

void addTrustedCertificate (const CORBAsec::X509Cert vars trusted)
Programmatically add trusted certificate into the SSL context.

Parameter Description
trusted Certificate that is to be trusted.

QORBRAseC: :X509Certlist* getTrustedCertificates() acmst
Get list of certificates that are trusted.
List of certificates that are trusted.

class ssl::CipherSuitelnfo

CipherSuitelnfo is a structure containing two fields:
= (ORRA: :ULang SuitelD
= OORRA::String var Name

This IDL structure contains two fields which describe ciphers according to the SSL
specification. The list of SuiteIDvalues and their names is in the include file, ssl c.h

Include File
The ssl _c.hhfile should be included when you use this class.
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class CipherSuiteName

This class provides information about the ciphers used in the Security Service.

Include File
The csstring.hfile should be included when you use this class.
Methods

static cmst char* toString (int tag)

Return a standard representation of a supported SSL cipher.

Parameter Description
tag tag associated with the cipher name.

Returns  Returns a stringified description of the cipher.
static amst int framString (char* description)
Give the tag associated to the given cipher description.

Parameter  Description
description  The stringified description of the cipher.

Returns  The tag associated with the cipher name provided as the argument.

class vbsec::SecureSocketProvider

A SecureSocketProvider is the provider for secure socket connections. It provides the
function of creating the SSL context, handling SSL certificates, and managing other
secure socket-related information.

Include File
The vbssp.hfile should be included when you use this class.

Methods

visec: :VBSSLOmtext* createSSILOmtext (const QORBAsec: :X509Certlists chain,
omst QORBAsec: :ASN1Qojects privkey,
const CSI: :UTF8Strings password)
This method create a SSL context using the given information. The SSL context can
then be passed into visec: :Gontext and used to establish an SSL connection.

Parameter Description

chain The certificate chain

privkey The private key object.

password  The password for the private key.

Returns  VBSSLomtext containing the given information.
void setPRNGSeed (oonst ssl: :Current: : PRNGSeeds: seed)
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Sets a seed for the pseudo-random number generator used by the SSL layer.

Parameter Description
seed The seed for the PRNG.

amst ssl: :CipherSuiteInfdlists listAvailableCipherSuites() comst

Gets the list of cipher suites that are available for use with the SSL layer. Note that this
is different from the getFnabledCipherSuitescall in that not all the available cipher suites
may be currently enabled.

List of cipher suits that are available but may not be enabled for use with the SSL layer.
cmst CertificateFactory& getCertificateFactory() const

Gets a certificate Factory.

A CertificateFactory object.

class ssl::Current

The ssl: :Qurrent lets your client application or server object set its private key and
offer its certificate information to its peer. This interface also lets you configure the SSL
connection and associate your certificates and private key with an SSL connection.

Be aware that private keys and certificates contain header and trailer lines, which mark
the beginning and end of the key or certificate. All of the methods offered by this
interface for setting private keys and certificate chains require that these header and
trailer lines be present. The parsing rules for these lines is:

= The recognized header line format for certificates is:

= All header lines must end with a new line character.

= All trailer lines must be preceded with, and end with, a newline character. PEM-style
private keys have two additional header lines that other private keys do not have:
Proc-Type and DEK-Info. Both of these lines must be present and they must end
with new line characters.

This object can be obtained through the following code:
QORRA: :Qoject var doj = orb->resolve initial references("SSLCurrent");
ssl: :Qurrent var current = ssl::Current:: narrow(doj) ;

Include File
The ssl_c.hhfile should be included when you use this class.

Methods
QORBA: :ULang getNegot iatedCipher (CORBA: :(Joject ptr peer)

This method returns the negotiated cipher from the peer for a given SSL connection.

Parameter Description

peer The peer from which you obtain the negotiated cipher.

A value (tag) representing the cipher used. (Use CipherSuiteName: :toStringto get a
String representation.)
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QORBA: :BAD OPERATICN if the object is null or the connection is not using SSL.
QORBAsec: :X509Certlist ptr getPeerCertificateChain (CORBA: :Ooject ptr peer)

This method obtains the peer's certificate chain. It is usually invoked by a client
application to obtain information from a server, but a server can optionally request
information from a client.

Parameter Description

peer The peer from which you obtain the negotiated cipher.

A value representing the cipher used. (Use CipherSuiteName::toString to get a String
representation.)

QORBA: :BAD OPERATICN if the object is null or the connection is not using SSL.
char* getPeerAddress (QORBA: :Qoject ptr peer)

Returns a description of the socket parameters used by this connection.

Parameter Description
peer The peer from which you obtain the information.

Peer IP address in a string with the following format: Xxx.xX.xx.xx
QORBA: :BAD OPERATICN if the object is null or the connection is not using SSL.
QORBA: :Boolean isPeerTrusted (CORBA: :Qoject ptr peer)

Tests if the certificate chain of the peer is trusted—that is, if one certificate of the chain
is in the trustpoint.

Parameter Description
peer The peer from which you obtain the information.

trueif the chain is trusted, false otherwise.
QORBA: :BAD OPERATICN if the object is null or the connection is not using SSL.
trust: :Trustpoints ptr Trustpoints getTrustpointsOoject ()

Returns a reference to the trustpoint repository. Use this API to access trustpoints
object and set trustpoints.

A reference to the trustpoint repository, which should be assigned to a _var.
void setPRNGSeed (oanst ssl::Current: : PRNGseeds seed)

Sets a seed for the pseudo-random number generator used by the SSL layer.

Parameter Description
seed The OctetSequenceseed for the PRNG.

void setPKprincipal (const QORRAsec: :ASN1ojectlist chain, &
omst AORRAsec: :AN1doject& privkey, &
amst char* password) ;
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This method is used in the client or the server to set the certificate chain and private
key that must be used for the SSL connections. This is required for servers and
optional for clients. Also look at the peerfuthenticatiaiMode property documented in
Chapter 10, “Security Properties for C++.”

Parameter Description

chain The certificate chain.

privkey The private key used for the SSL connection.
password  The password for the private key.

Exceptions ~ QORBA: :BRD PARAMIf the user name or password is null.
void setCipherSuitelist (amst ssl::CipherSuiteInfolists& list)

This method is used in the client or the server to specify the ciphers available for the
SSL connections.

Parameter Description

list A comma-separated list of cipher suites.

sl : :CipherSuiteInfdlist* listAvailableCipherSuites()

Returns a list of cipher suites available in VisiSecure. You are responsible for freeing
memory.

Returns A list of cipher suites.
ssl: :CipherSuiteInfdlist* getCipherSuitelist ()
Returns the ciphers that are currently used by the SSL layer.
Returns A list of cipher suites.

void setPl2Identity (const CORBASEC: :ASNIOBRJECTS pksl2cert, omst char*
password)

Parameter Description

pksl2cert PKCS#12 formatted data.
password  The private key password.
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This API contains classes and methods for working with certificates.

class vbsec::CertificateFactory

This is a utility class for handling of certificates and keys.

Include File
The vbssp.hfile should be included when you use this class.

Methods
QORBAsec: :X509Certlist* importCertificateChain (const CORRAsec: :ASN1Qojectlist&
certs) omst

Import the certification chain in the form of CORRAsec: :ASNIChjectlist into
QORBRAseC: :X509CertList, which could be use in VBSSLOmtext.

Parameter Description
certs ASNIQojectList representation of the certificate chain.

Returns ~ CORBRAsec: :X509Certlist representation of the certificate chain for CORBA
transportation.

QORBAsec: :X509Certlist* importCertificates (oonst CQORBAsec: :ASN1(bjectlists
certs) oconst

Import the certification list in the form of CORRAsec: :ASNICbjectlist into
QORBAsec: :X509CertList. Certificates need not be related to each other. The original
order is preserved after importing.

Parameter Description

certs ASNIQbjectlist representation of certificate list

Returns  QORBAsec: :X509Certlist representation of the certificate list.
QORBAsec: :ASN1(bject* importPrivateKey (const CORRAsec: :ASNIChject& key) oconst
Convert the private key from BASE64 or PEM format to DER format.

Parameter Description
key ASNIQbjectlist representation of private key object.

Returns  DER format of the private key.

QORBAseC: :X509Certlist* importCertificateChain (const CORRAsec: :ASN1Qojects
pkesl2bytes,

cmst CSI: :UIF8String&
password) oonst
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Imports a certificate chain from pkcs12 binary.

Parameter Description
pkcsl2bytes ASNICojectList representation of pkcs12 binary.
password Password for the pkcs12 binary.

Returns  QORBRAsec: :X509Certlist representation of the certificate chain.

QORBAsec: :ASN1Qoject* importPrivatekey (const CORBAsec: :AN1(ojects
pkesl2bytes,
amst CSI: :UIF8String& password) oanst

Import private key from pkcs12 binary.

Parameter Description

pkcsl2bytes ASNIGojectList representation of pkcs12 binary.
password Password for the pkcs12 binary.

Returns  QORBAsec: :ASN1(oject representation of the private key object.

omst CertificateFactorys printCertificate (cost CORRAsec: :X509Certé&
certificate, std::ostream& stream) const

Print out the certification information into an output stream.

Parameter Description

certificate  certificate to be printed.
stream stream to which to output.

Returns  the CertificateFactory.

bool passwordForPrivatekey (const CSI: :UIF8Strings password, omst
QORBAsec: :ASN1(bject& privkey) amst

Test if the given password can decrypt the given private key object.

Parameter Description

password  The password to be tested.
privkey The private key object to be decrypted.

Returns  trueif decryption is successful, falseif not.
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class CORBAsec::X509Cert

This class represents an X509 certificate. When a client application binds to a CORBA
object, the client uses this interface to obtain the server’s certificate information. The
server can use this interface to obtain the client’s certification information, if the client

has a certificate.

Include File
The X509Cert _c.hhfile should be included when you use this class.

Methods

char* getSubjectN()

Returns the subject DN contained in the certificate.

The subject name is returned in the following format:
QEecvalue>, =<value>, O=<value>, Le=<value>, S=<value>, C=<value>
char* getIssuerIN()

Returns the issuer DN contained in the certificate.

The subject name is returned in the following format:
Qecvalue>, =<value>, O=<value>, I=<value>, S=<value>, C=<value>
QORBA: :OctetSequence * getSignatureAlgorithm()

Returns the signature algorithm used in the certificate.

The signature algorithm used in the certificate.
CORRA: :OctetSequence * getHash (QORBASHC: :HashAlgorithm algorithm)

Returns a hash of the certificate.

Parameter Description

algorithm  The hash algorithm. The possible values are: CORRASec: :MD5, CORBASec: :MD2 and
CQORBRASec: :SHAL

A hash of the certificate using the specified algorithm.
QORBAsec: :AN1Qbject ptr getDER()

Returns the DER encoded form of this certificate.

The ASN.1 DER encoded form of this certificate (assign to a _var).
QORBAsec: :SerialNunberValue ptr getSerialNunboer ()

Retrieves the serial number of the certificate.

The serial number of the certificate.

QORRAsec: :X509CertExtensianlist ptr getExtensions()

Returns all the extensions available in this certificate as a list of X509CertExtension.

Returns all the extensions available in this certificate as a list of X509CertExtension Or,

if this certificate has no extensions, the method returns an array of length null. The
extensions are not parsed.

QORBA: :Boolean isValid (CORBA: :ULong out date)
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Checks if a certificate date is between the valid start and end dates.

Parameter Description

date An out argument that is set to the expiration date of the certificate, using UNIX
time format.

true if the certificate is valid, false otherwise.
QCRBA: :ULag startDate ()

Gets the date from which a certificate’s validity starts.

Returns an int representing the number of seconds from midnight, January 1st, 1970.
QORBA: :ULang endDate ()

Gets the expiration date of the certificate.

Returns an int representing the number of seconds from midnight, January 1st, 1970.
QCRRA: :Boolean equals (CORBAsec: :X509Cert ptr other)

Compares two CORBAsec::X509Cert certificates.

Parameter Description
other The other certificate to compare to this certificate.

Returns true (1UL) if the two certificates are identical; otherwise, returns false (OUL).
CORBA: :Boolean isTrustpoint ()
Checks if this certificate is a trustpoint—that is, if it is a trusted certificate

If the certificate is a trustpoint, returns true.

class CORBAsec::X509CertExtension

This class is an IDL structure that represents an X509 certificate extension, as follows:

struct X509CertExtension {
lag seg;

sequence<lang> oid;
boolean critical;
sequence<octet> value;

bi

Parameter Description

seq A unigue number of the extension in the certificate.

oid The oid of the extension.

value The value of the extension encoded according to the format specified by the oid.

Include File
The X509Cert_c.hh file should be included when you use this class.
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The following section details the Quality of Protection API provided with VisiSecure.

class vbsec::ServerConfigimpl

ServerCnfigTnpl is the implementation of the csiv2: :ServerQoPConfig, which is an IDL
structure as follows:

ServerCnfiglmpl (

QORBA: :Boolean disable,

QORRA: :Short transport,

QCRRA: :Boolean trustInClient,

csiv2: :AccessPolicyMenager* access menager,

canst QORBA: :StringSequences realms = _available,

QORRA: :Short requiredIdentityType = csiv2: :ServerQoPCmnfig: :UP (R FK,

QORBA: :Boolean supportIdentityAssertion = static cast<CORBA: :Boolean>(1)
)

Parameter Description
disable Whether or not to disable security.
transport The transport mechanism to use. Valid values are:

= csiv2::CLEAR ONLY: NO secure transport is necessary
= csiv2::SEQRE ANLY: only secure connections are permitted
= csiv2::AIL any method of transport is allowed

trustinClient Whether or not the target requests the client to authenticate. This
value is set on CSIV2 layer.
access_manager An access manager for the QoP implementation, an

implementation of csiv2: :AccessPolicyManager defined by the user. If
null, it uses a default value.

realms The available realms in which to implement the policy.

requiredldentity Type The required identity for the QoP policy implementation. The default
value is csiv2: :ServerQoPdmfig: :UP (R FK Possible values are:
csiv2:ServerQoPConfig: :NO ID, csiv2: :ServerQoPConfig: :UP,
csiv2: :ServerQoPConfig: :PK, csiv2: :ServerQoPdonfig: :UP_QQ_PKaI"Id
csiv2: :ServerQoPConfig: :UP AND PK

supportldentityAssertion  Whether or not the application supports Identity Assertion.

To define the ServerQoPPolicy, you create this object which defines the various
characteristics of the policy.

Include File
The CSTW2Policies.hfile should be included when you use this class.

class ServerQoPPolicylmpl

ServerQoPPolicyTmpl is the implementation of the csiv2: :ServerQoPPolicy. The
ServerQoPPolicyTmpl object impacts the QoP behaviour of the server.

Include File
The CSTW2Policies.hfile should be included when you use this class.

Methods
ServerQoPPolicyTmpl (const csiv2::ServerQoPConfig var& oonf) ;
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Constructor of the ServerQoPPolicyTnpl object.

Parameter Description
conf ServerQoPConfig object which contains the designed QoP configuration.

virtual csiv2::ServerQoPCanfig ptr config() ;
Get the ServerQoPConfigimpl object from the ServerQoPPolicylmpl.
Returns  The ServerQoPConfigTInpl object from the ServerQoPPolicyTnpl.

class vbsec::ClientConfigimpl

ClientConfigTmpl is the implementation of the csiv2: :ClientQoPnfig To define the
ClientQoPPolicy, you create this object which defines the various characteristics of the

policy.

Include File
The CSTw2Policies.hfile should be included when you use this class

Methods

ClientCnfiglmpl (const CORRA: :Short transport, const CORRA: :Boolean
trustInTarcet)

Constructor of ClientConfigimpl object.

Parameter Description

transport The transport mechanism to use. Valid values are:
= csiv2::CIEAR ONLY. NO secure transport is necessary
= csiv2::SEQRE ONLY: only secure connections are permitted
= csiv2::AlL any method of transport is allowed
trustinTarget Whether or not to require the client to authenticate.

class vbsec::ClientQoPPolicylmpl

ClientQoPPolicyTnpl is the implementation of the csiv2: :ClientQoPPolicy. The
ClientQoPPolicyTnpl object impacts the QoP behaviour of the server.

Include File
The CSIV2Policies.h file should be included when you use this class.

Methods
ClientQoPPolicyTmpl ( const csiv2::ClientQoPonfig var& amf) ;
Constructor for ClientQoPPolicyTmpl object.

Parameter Description
conf ClientCnfigInmpl object to be use for the policy.

virtual csiv2::ClientQoPConfig ptr config() ;
Returns the ClientConfigTmpl object of this ClientQopPolicyTmpl.
Returns  The ClientConfigTnpl object of this ClientQopPolicyTnpl.
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The following section describes the classes and methods used for authorization in
VisiSecure.

class csiv2::AccessPolicyManager

AccessPolicyManager is used define your Access Policy for authorization a client's
method calls.

Include File
The CsT2Policies.hfile should be included when you use this class.

Methods
char* damain()

Returns the authorization domain name for the AccessPolicyMarager.

The authorization domain name for the object that uses this AccessPolicyManager.
csiv2: :JojectAccessPolicy* getAccessPolicy (PortableServer ServantBase*
servant,

cnst PortableServer: :(ojectIds id,
cmnst CORRA: :OctetSequences
adapter id)
Returns the objectAccessPolicy for the servant with the dojectId (id) and poa id.

Parameter Description

servant The CORBA servant object.

id the id of the servant object.
adapter_id The poa id of the servant object.

QojectAccessPolicy of the servant object.
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class csiv2::0bjectAccessPolicy

This class represents the access policy from AccessPolicyManager.

Include File
The CsT2Policies.hfile should be included when you use this class.

Methods

QORRA: : StringSequence* getRequiredRoles (canst char* method)
Returned the list of required roles to access the method.

Parameter Description
method The method name of interest.

A list of required roles to access the method.
char* getRunmAsRole (canst char* method)
Return the run-as role for the method. This method is not used in this release.

Parameter Description
method The method name of interest.

The run-as role configured to access the method.
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This section describes the Service Provider Interface (SPI) classes as defined for
VisiSecure for C++. These SPI classes provide advanced security functionality and
allow other security providers to plug their own implementation of security services into
VisiSecure for use within the Borland Deployment Platform.

Plugin Mechanism and SPIs

VisiSecure for C++ provides interfaces for you to plug in your own security
implementations. In order for the ORB to find your implementation, all plugins must use
the REGISTER CIASSmacro provided by VisiSecure to register your classes. The name of
the class must be specified in full together with its namespace upon registration.
Namespace must be specified in a normalized form supported by VisiSecure, using
either a'.' or "' separated-string starting from the outer namespace. For example:

MyNemeSpace {
class MylogirModule {

Thus MyLoginModule shall be specified as either MyNameSpace .MyLogirModile or
MyNameSpace:: :MyLogirViodule.

There are six pluggable components:

= LoginModules: You can implement their own login models by extending
visec: :LogirModule. To use the login module, you need to set it in the authentication
configuration file, just like any other login module.

= Callback handlers: You can implement their own callback by extending
vbsec::CallbackHandler. To use the callback, you need to set it in the authentication
configuration file, just like any other callback handler.

= Identity adapters, Mechanism adapters, and Authentication Mechanisms:
these interfaces are provided for users to implement their own authentication
mechanisms and identity interpretations. Identity2daptoris to interpret identities,
Mechanis?daptor is a specialized identity adaptor which also changes target
information. AuthenticatioMechanismis a pluggable service to authenticate users.
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To use these plug-ins, you need to set the viorcker. security. identity.xxx properties
to define the plug-ins and their properties. For example, an identity adapter or
mechanism adapter could specify:

vircker . security. identity . adapters=-MyAdapter
viroker . security.adapter .MyAdapter . propertyl=valuel
vibroker . security . adapter . MyAdapter . property2=valuel

while an authentication mechanism would provide:
vobroker . security. identity.mechani sms=MyMechanism
viroker . security . adapter . MyMechanism. propertyl=valuel
vioroker . security . adapter . MyMechanism. property2=value2

The properties specified will be passed to the user plug-in during initialization as a
string map. The map contains truncated key/value pair like progertyl, valuel.

= Attribute codec: This allows you to plug in an attribute codec to encode and
decode attributes in their own format. VisiSecure for C++ has one build-in codec,
the ATS codec.

To use your codec plug-in, you need to set properties to define the codecs and their
properties. For example:

viroker. security. identity . attributeCodecs=MyCodec
viroker . security.adapter . attributeCodec. propertyl=xxx
vioroker . security . adapter . attrilbuteCodec . property2=xxx

The properties specified will be passed to the user plug-in during initialization as a
string map.

= Authorization service provider: You can plugin an authorization service for each
authorization domain. VisiSecure has its default implementation, which uses the
rolemap. Like the other pluggable services, you will need to define the authorization
service with properties which are then passed as string maps. For example:

viroker . security.darain. MyDarain. propertyl=xxx
= Trust provider: This allows you to plug in an assertion trust mechanism. Assertion
can happen in multi-hop scenario, or explicitly called through assertion API. The
server can have rules to determine whether the peer is trusted to make the assertion
or not. The default implementation uses property setting to configure trusted peers
on the server side. During runtime, the peer must pass authentication and
authorization in order to be trusted to make assertions.

Like the other pluggable services, you will need to define the authorization service
with properties which are then passed as string maps. For example:

viroker. security. trust. trustProvider=MyProvider
vbrcker. security. trust . trustProvider .MyProvider . propertyl=xxx
vbrcker. security. trust . trustProvider .MyProvider . property2=sxx

There can be only one trust provider specified for the whole security service.

118 VisiBroker Security Guide



Providers

Providers

Each provider instance is created by the VisiSecure using a Java reflection API. After
the instance has been constructed, the initialize method, which must be provided by
the implementer, is called passing in a map of options specific for the implementation.
The options entries are defined by the implementers of the particular provider. Users
specify the options in a property file and the VisiSecure parses the property and passes
the options to the corresponding provider. The following table shows the properties for
plugging in different provider implementations.

Table 12.1  Settings for Security Service Provider Implementations

Module Name Property to set Interface to implement Options Prefix

IdentityAdapter vbroker.security.identity. vbsec::ldentityAdapter vbroker.security.identity.adapter.
adapters <name>

AuthenticationMechanism vbroker.security.identity. vbsec:: vbroker.security.identity.mechanism.
mechanisms AuthenticationMechanisms <name>

AttributeCodec vbroker.security.identity. vbsec::AttributeCodec vbroker.security.identity.
attributeCodecs attributeCodec.<name>

TrustProvider vbroker.security. vbsec:: TrustProvider vbroker.security.trust.trustProvider.
trustProvider <name>

In the preceding table:
= The first column lists the provider module names.

= The second column lists the property you set to define each module. Use a comma
to separate multiple modules. For example, the following property has two additional
IdentityAdapter implementations installed for the ORB:

voroker. security. identity.adspters=ID ADAL, ID ADA2

= The third column gives the interface each implementation must implement. The
interface defines a contract between the implementers and the core VisiSecure.

= The final column gives the options prefix for the specific module. The ORB parses
the property file and passes the corresponding entries to each of the modules in the
initial method as the (Map options) parameter. For example, for the ID 20A1
Identityrdapter defined in the previous example, all the entries with the
vioraker . security. identity.adapters. ID ADA1 prefix will be passed to the initial
method of ID ADA1 IdentityAdapter.

Providers and exceptions

During the initialization, if anything goes wrong the initialize method should throw an
instance of InitializationExceptian For certain categories of providers, there can be
multiple instances with different implementations co-existing. Each of them is identified
by the name within the VisiSecure system, which is passed as the first parameter in the
initialize method. While for some categories of providers there can be only one
instance existing for the whole ORB (such as in the case of the TrustProvider, in this
case, the initialize method has only one single parameter ?the options map.
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vbsec::LoginModule

Arguments

Returns

Returns

Returns

Returns

Returns

LogirModule serves as the parent of all login modules. User plugin login modules must
extend this class. Login modules are configured in the authentication configuration file
and called during the login process. Login modules are responsible of authenticating
the given subject and associating relevant Principals and Credentials with the subject.
It is also responsible for removing and disposing of such security information during
logout.

Include File

The vibautln.hfile should be included when you use this class.

Methods

void initialize (Subject* subj=0,

CalllackHardler *]:]aI]dler=O,
LoginModule: :states* sharedStates=0,
LogirModule: :options* options=0)

This method initializes the login module.

This method utilizes the following four arguments:

= subj: the subject to be authenticated.

= handler: the callback handler to use.

= sharedStates: additional authentication state provided by other login modules.
Currently not used.

= options: configuration options specified in the authentication configuration file.
Void.
bool login()

Performs the login. This is called during the login process. The login module shall
authenticate the subject located in the module and determine if the login is successful.

true if the login succeeds, false otherwise.

ool logout ()

Performs the logout. This is called during the logout process. The login module shall
logout the subject located in the module and determine if the logout is successful. The
login module might remove any credentials or identities that were established during
login and dispose of them.

true if the logout succeeds, false otherwise.
bool camit ()

Commits the login. This is part of the login process, called when the login succeeds
according to the configuration options specified in the pertinent login modules. The
login module then associates relevant Principals and Credentials with the Subject
located in the module if its own authentication attempt succeeded. Or if not, it shall
remove and destroy any state was saved before.

true if the commit succeeds, false otherwise.
ool abort ()

Aborts the login. This is part of the login process, called when the overall login fails
according to the configuration options specified in the login modules. The login module
shall remove and destroy any state was saved before.

true if the abort succeeds, false otherwise.
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vbsec::CallbackHandler

Arguments

Returns

Callbackiardler is the mechanism that produces any necessary user callbacks for
authentication credentials and other information. Seven types of callbacks are
provided. There is a default handler that handles all callbacks in interactive text mode.

Include file

The vibautln.hfile should be included when you use this class.

Methods

void hardle (Calllack: :array& callbacks)
Handle the callbacks.
the array of callbacks to be processed.
Void.

vbsec::IdentityAdapter

Arguments

Exceptions

Returns

IdentityAdapter binds to a particular mechanism. The main purpose of an
IdentityAdapter is to interpret identities specific to a mechanism. It is used to perform
the decoding and encoding between mechanism-specific and mechanism-independent
representations of the entities.

|dentityAdapters included with the VisiSecure

The following IdentityAdapters are provided with the VisiSecure:
= MnoynousAdapter, with the name "anaymous'
= INAdapter, with the name "IN'

= X509Certificateldapter (as an implementation of the sub-interface
AuthenticationMechanism)

= GSSUPAuthenticatioMechanism(as an implementation of the sub-interface
AuthenticationMechanism)

Methods

Virtual void initialize (const std::string& name, ::visec::InitOptions&) =0;
This method initializes the IdentityAdapter with the given name and set of options.
This method takes the following two arguments:
= The IdentityAdapter name.
= A set of InitOptions for the specified IdentityAdapter.

Throws InitializationException if initialization fails.
virtual std::string getName() omst=0;
This returns the name of the IdentityAdapter.

The name of the IdentityAdapter.
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Exceptions

Arguments
Returns

Exceptions

Arguments

Exceptions

Arguments
Returns

Exceptions
Arguments

Returns

Exceptions

Arguments

Exceptions

Arguments

Exceptions

122 VisiBroker Secur

none
virtual ::CSI::IdentityToken* exportIdentity(: :vibsec::Subjects,
::CST: : IdentityTokens) =0;

Exports the identity of the IdentityAdapter as an IdentityToken.

The subject whose identity is to be exported.

An IdentityToken data.

Throws NoCredentialsException if no credentials recognized by this IdentityAdapter
are found in the subject.

virtual void importIdentity (::visec::Subjects&, ::CSI::IdentityTokens) =0;

Imports the IdentityToken and populates the caller subject with the appropriate
principals associated with this identity.

The subject whose identity is to be imported.

Throws NoCredentialsException if no credentials recognized by this IdentityAdapter
are found in the subject.

virtual ::vibsec::Privileges* getPrincipal (::vbsec::Subject&arp;) =0;

Returns a Principal representing this identity. This method is used for interfacing with
EJBs and servlets.

The principal subject.
A principle object.
none
virtual ::vbsec::Privileges* getPrivileges (::vbsec::Subect&) =0;
The target subject.
The privilege attributes for this target subject recognized by this IdentityAdapter.
none
virtual ::vbsec::setPrivileges (::vbsec::Privileges*) =0;
This methods sets the privilege attribute for the identity.
The privilege attribute to be set for the identity.
none
virtual void deleteldentity (::viosec: :Subject&) =0;

This method deletes the principals and the credentials associated with the specified
target subject.

The target subject for which the principals and the credentials recognized by this
IdentityAdapter are to be deleted.

none

vbsec::MechanismAdapter

Extending from Identityrdapter, a MechanisrAdapter has the additional capability of
changing the target information. This is very useful in the case where the mechanism
used in a remote site is not available locally. Therefore, the local identity must be
adapted before sending to the remote site.

In the out-of-box installation of VisiSecure, there is no class direct implementation of
Mechanigrpdapter, while a few classes implement the sub-interface
AuthenticationMechanism, which in turn gives the support of this interface.
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Returns

Exceptions

Arguments

Returns

Exceptions

Arguments

Returns

Exceptions

vbsec::AuthenticationMechanisms

Methods

virtual const ::CSI::StringOID var getOid() const =0;

Returns a string representation of the mechanism OID. For example, the string
representation for a GSSUP mechanism would be 0id:2.23.130.1.1.1.

The mechanism OID string.

none
virtual ::vbsec::Target* getTarget (const std::string& realm, oconst
std: :vector<ApoConfigurationFntry*>&) =0;

Given a realm name and a list of AppConfigurationEntry objects, returns the
corresponding target.

This method takes the following two arguments:
= Arealm name.
= A list of AppConfigurationEntry objects.
Returns the corresponding target object.
none
virtual ::vbsec::Target* getTarget (const ::CSI::GSS NT ExportedNames) =0;
Returns a Target object representing the encoded target representation.

A Target encoded in GSS Mechanism-Independent Exported Name format (as defined
in [[ETF RFC2743]).

A Target object.
none

vbsec::AuthenticationMechanisms

This class represents a full-fledged mechanism which provides all the functionality
needed to support an authentication mechanism in conjunction with the CSIv2
protocol.

Included with VisiSecure are the following implementations for GSSUP based and
X509 Certificate based authentication mechanisms respectively:

= GSSUPAuthenticationMechanism
= X509CertificateAdapter

In addition to the methods inherited from its super interfaces, AuthenticatiaMechanism
also has the following categories of methods defined.

Credential-related methods

Use these methods to acquire and/or destroy credentials.

virtual ::vbsec::Subject* acquireCredentials (::visec: :Targetg,
: :vbsec: :CallbackHardler*) =0;
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Arguments

Returns

Exceptions

Arguments

Returns

Exceptions

Arguments

Exceptions

Arguments
Returns

Exceptions

Arguments

Exceptions

Arguments

This method acquires credentials for a given target. The credentials acquired depend
on the mechanism and the information it requires for authentication.

This method takes the following two arguments:
= A Target object.

= The callback handler to be used to communicate with the user for acquiring the
credentials for this Target.

The Subject containing the acquired credentials (will be null in the case where the
operation fails).

none

virtual ::vbsec::Subject* acquireCredentials (oonst std::strings target,
: :vbsec: :CallbackHardler*) =0;

This method acquires credentials for a given string representation of the Target. The
credentials acquired depend on the mechanism and the information it requires for
authentication.

This method takes the following two arguments:
= A string representation of the Target.

= The corresponding callback handlers used to communicate with user for acquiring
the credential.

A subject object containing the acquired credentials (will be null in the case where the
operation fails).

none

virtual void destroyPrivateCredentials (::vibsec::Subjects) =0;
This method destroys the private credentials of the specified subject.
The subject for which the private credentials are to be destroyed.

none

Context-related methods

virtual ::Q0RRA::OctetSeg* createInitContext (::viosec::Subject&) =0;

Returns a mechanism-specific client authentication token. The token represents the
authentication credentials for the specified target.

The target subject.
The authentication token for the specified target subject.

Throws NoCredentialsException if no authentication credentials recognized by this
mechanism exist in this Subject.

virtual ::vbsec::Target* processInitContext (::visec::Subject,
: :QORBA: :OctetSeqs) =0;

This method consumes the mechanism-specific client authentication token. The initial
authentication token is decoded and the method populates the given subject with the
corresponding authentication credentials.

The subject to be populated with authentication credentials.
none
virtual ::CSI::GSSTcken* createFinalCmtext (::vbsec: :Subjects) =0;
This method creates a final context token to return to a client.
The Subject.
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Returns A final context token.
Exceptions  none
virtual void processFinalCmtext (::vbsec::Subject&, ::Q0RRA: :OctetSegs) =0;
Consumes a final context token returned by the server.
Arguments  The target subject.
Exceptions  none
virtual ::CSI::GSSToken* createFrrorContext (::vbsec::Subject&) =0;
Creates an error context token in the case of an authentication failure.
Arguments  The target subject.
Returns  An error context token.
Exceptions  none
virtual ::vbsec::Subject* processErrorCotext (::visec::Subjects,
: :CST: :GSSTokeng, : :vbsec: :CalllackbHandler*) =0;
Consumes an error token returned from server. The callback handler is used to interact
with a user trying to reacquire credentials. If credentials are required, the client-side
security service attempts to establish the context again.
Arguments  This method takes the following two arguments:
= A target subject.
= A callback handler.
Exceptions  none
vbsec::Target
This class gives the runtime representation of a target authenticating principal. The
context includes names for the target required in different scenarios, such as the
display name, or the DER representation of the OID.
Methods
virtual std::string getNeme () const =0;
This method returns the display name of the target.
Returns  The target name string.
Exceptions  none
virtual ::CSI::0ID getOid () omst =0;
This method returns the target OID.
Returns  The target OID string.
Exceptions  none
virtual ::Q0RRA::OctetSeq getEnoodedName () const =0;
This method returns the mechanism-specific encoding of the target name.
Returns  The encoded target name.
Exceptions  none
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vbsec::AuthorizationServicesProvider

Arguments

Exceptions

Returns

Exceptions

Arguments

Returns

Exceptions

The implementer of the Authorization Service provides the collection of permission
objects granted access to certain resources. Whenever an access decision is going to
be made, the AuthorizationServicesProvider is consulted. The Authorization Service is
closely associated with the Authorization domain concept. An Authorization Service is
installed per each Authorization domain implementation, and functions only for that
particular Authorization domain.

The 2authorizatianServicesProvider s initialized during the construction of its
corresponding Authorization domain. Use the following property to set the
implementing class for the AuthorizationServicesProvider:

vbroker . security.damain. <damain-names. provider
During runtime, this property is loaded by way of Java reflection.

Another import functionality of the Authorization Service is to return the run-as alias for
a particular role given. The security service is configured with a set of identities,
identified by aliases. When resources request to “run-as” a given role the
AuthorizationServices again is consulted to return the alias that must be used to “run-
as” in the context of the rules specified for this authorization domain.

Methods

virtual void initialize (const std::string& name, ::vbsec::InitOpticns&
ootians) =0;

This method initializes an Authorization Services provider.

This method takes the following arguments:

= A provider name.

= The provider options.

In addition to the provider's options, the following information is passed to facilitate the
interaction between this Authorization Service provider and the VisiBroker ORB:

Name Description

CRB The ORB instance used for the current system.

Logger A sinplel ogger instance used for login in the current system.
ILoglevel  An integer value denoting the security logging level.

Throws InitializationException if initialization of the Authorization provider fails.
virtual std::string getName() amst =0;

Returns the name for this Authorization Service implementation.

The Authorization Service name.

none

virtual ::vbsec::Permission®ollection* getPermissions (oonst : :vibsec: :Rescurce*
resource, amst ::visec: :Privileges* callerPrivileges) =0;

Returns a homogeneous collection of permission attributes for the given privileges as
well as the resource upon which the access is attempted.

This method takes the following two arguments:

= The caller Privileges.

= The resource object upon which access is to be attempted.

A PermissionCollection object represents this subject's Permissions.

none
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vbsec::Resource

Returns

Exceptions

The Resource interface gives a generic abstraction of resource. The resource can be
anything upon which the access will be made, such as a remote method of a CORBA
object, or a servlet which is essentially a resource.

Methods

virtual std::string getNeme () cmst =0;
Returns the string representation of the resource being accessed.
Name of the resource.
none

vbsec::Privileges

Arguments

Exceptions

Returns

Exceptions

Returns

Exceptions

The Privileges class gives an abstraction of the privileges for a subject. It is the
container of authorization privilege attributes, such as Distinguished Name (DN)
attributes, and such. The AuthorizationService makes the decision on whether the
subject has permission to access the certain resource based on the privileges object of
the subject.

The privileges object is stored inside the subject as one of the PublicCredentials. At the
same time, privileges hold one reference to the referring subject. Privileges also
contain a DN attributes map, as well as a map of other authorization attributes.

The Privileges class implements the javax.security.auth.Destroyable interface.

Constructors

Privileges (const std::string& name, ::visec::Subject& subject) ;

This constructor creates a privileges object with the given name and associates it with
the given subject.

The method takes the following two arguments:
= Name of the Privileges object, which is actually the associated Subject's name.
= The target subject.

none

Methods

: 1'vbsec: :Subjects getSubject () amst ;
This method returns the subject that the privileges object represents.
The target subject.
none
std: :string getSubjectName () comst;
This method returns the name of the associated subject object.
The target subject.
none

omst : :vbsec: :ATIRTBUIE MAP& getAttributes() const ;
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Returns

Exceptions

Arguments

Note

Exceptions

Returns

Exceptions

Returns

Exceptions

Returns

Exceptions

This method returns the attribute map of the user.
The user's attribute map.
none
void setDRAttributes (const ::vbsec: :ATIRTBUIE MAPS mep) ;
This method updates the DN Attributes of the user.
The new DN Attributes Map.

After the DN Attributes Map has been set, the Privileges object will set the underlying
DN Attributes Map as unmodifiable.

none
amst : :vbsec: :ATTRIBUTE MAP* getDNAttributes() omst;
This method returns the DN Attributes of the Privileges object, which can be null.
User's DN Attributes map, which is not modifiable.
none
bool isDestroyed() cmst;
This method checks whether the privileges object has been destroyed or not.
true| false
none
std: :string toString() oonst;

This method overrides the default toStringimplementation of java.lang.Goject, and
returns “Privileges for <subject name>" information.

List of privileges for each subject name.

none

vbsec::AttributeCodec

Arguments

The AttributeCodec objects are responsible for encoding and decoding privileges
attributes of a given subject. This allows clients and servers to communicate privilege
information to each other. Though the privilege information is used as the basis for the
Authorization decision-making process, AttributeCodec selection is based on the
information presented in the IOR published by the server. Inside the IOR, the server
publishes information on the encoding scheme supported, while clients select an
AttributeCodec that supports the given encoding.

All the AttributeCodecs implementations are registered with the IdentityServices, which
is called upon during the import/export of the authorization elements process.

Methods

virtual void initialize (const std::string& name, visec::InitOptionss cptions)
=0;

This method initializes this instance of the AttributeCodec implementation. There can
be multiply implementations existing in one ORB, and each is addressed internally
using the name provided.

This method takes the following arguments:
= A string of AttributeCodec implementation names.

= Provider options.
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Exceptions

Returns

Exceptions

Returns

Exceptions

Returns

Exceptions

Returns

Exceptions

Arguments

Returns

Exceptions

vbsec::AttributeCodec

For the provider's options, the following additional information is also passed during the
initialization:

Name Description

CRB The ORB instance used for the current system.
Logger A sinplel ogger instance used for the current system for the purpose of logging.
ILoglevel  An integer value denoting the security logging level.

Throws InitializationException if initialization of this AttributeCodec object fails.
virtual std::string getName() amst =0;
This method returns the name of the provider implementation.
The provider name string.
none
virtual CSIIOP::ServiceConfigurationlist* getPrivilegeAuthorities() oonst =0;
This method returns a list of supported privilege authorities.
A list of privilege authorities.
none
4. virtual CSI::AuthorizationElementType getSupportedEncoding() oonst = 0;
This method returns the supported AuthorizationFElenent type.
An AuthorizationElement type.
none
virtual bool supportsClientDelegation() oonst =0;
Returns whether this implementation supports ClientDelegation.
true| false
none

virtual CSI::Authorizatialloken* encode (oconst

CSIIOP: :ServiceCmfigurationlist& privilege authorities, visec: :Privileges&

caller privileges, visec::Privileges& asserter privileges) =0;
This method encodes privileges as AuthorizatiaFlenents. This method encodes the
privilege attributes of the given caller and the given asserter, if there is one. It will
extract the privilege information from the subject and privilege map of the caller and the
asserter.

Additionally, an implementation of the AttributeCodec (if supports ClientDelegatian)
may choose to verify whether the asserter is allowed to assert the caller based on the
client delegation information presented by this caller.

This method takes the following arguments:

= A set of caller privileges attributes.

= A set of asserter privileges attributes.

Encoded caller and asserter privileges.

Throws NoDelegationPermissionException if the assertion is not allowed.

virtual void decode (const ::CSI::AuthorizatiaiTokens encoded attributes,
vbsec: :Privileges& caller privileges, viosec::Privileges& asserter privileges)
=0;

This method decodes authorization elements and populates the corresponding
privileges objects. This is the inversion process of the encode method. When a server
receives a set of encoded AuthorizatianElements, it passes these elements to the
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vbsec::Permission

Arguments

Returns

Exceptions

AttributeCodec for interpretation. Based on the encoding method, one particular
AttributeCodec consumes the attributes it understands. It may update the caller's or
asserter's Privileges, or may add RolePermissicn directly to the subject's public
credentials.

This method takes the following arguments:
= A set of encoded Authorization Elements.
= A set of caller privileges.

= A set of asserter privileges.

This method returns nothing. Upon a successful processing, this AttributeCode object
updates the caller's or asserter's Privileges maps as appropriate based on the
information available in the authorization elements.

Throws NoDelegationPermissionException if the assertion is not authorized.

vbhsec::Permission

Arguments

Returns

Arguments

Returns

Returns

Returns

Returns

Permissicon represents the authorization information to access resources. Every
permission has a name, which can be interpreted only by the actual implementation.

Include file

The vbsecspishared.hfile should be included when you use this class.

Methods

bool implies (const Permission& p) oconst

Evaluate if the permission implies another given permission. This is used during the
authorization process to determine if the caller permissions imply the permissions
required by the resource. Access will be granted if the caller permissions imply the
required permission, or denied if not.

the permission pto be evaluated.

true if the permission implies an existing permission, false otherwise.
bool gperator=(const Permission& p) cost

Checks if the permission equals another given permission.

the permission pto be evaluated.

true if the permissions are equal, false otherwise.
std: :string getName () amst

Gets the name of the permission.

the name of the permission.
std: :string getActions () amst

Get the actions of the permission as a string. It is only interpreted by the actual
implementation.

The string representation of the action for the permission.
std: :string toString () cost
Get the string representation of the permission.

The string representation of the permission.
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vhsec::PermissionCollection

Arguments

Returns

PermissianCollectian represents a collection of permissions.

Include file

The visecspishared.hfile should be included when you use this class.

Methods

bool inplies (const Permission& p) oonst
Evaluate if the Permission®llectianimplies the given permission.
the permission pto be evaluated.
true if the PermissionCollecticnimplies the given one, false otherwise.

vbsec::RolePermission

Arguments
Returns

Exceptions

Arguments
Returns

Exceptions

Returns

Exceptions

The RolePermission class provides the basis for authorization and trust in the
VisiSecure system.

Constructors

RolePermission (cost std: :string& role)
This constructor creates a RolePermission object representing a logic role.
A logical role string this RolePermission object represents.
A RolePermission object.

none

Methods

virtual bool implies (const Permissiong permission) oomst;

This method checks whether the permission object passed in implies this
RolePermission object. The check is based on strict equality, as the method only
returns txue (implies) when ALL the following conditions exist:

1 the permission object given is an instance of RolePermission, and
2 the name of the permission object given equals the name of this RolePermission.
A Permission object to check.
TruglFalse
none
virtual std::string getActions() const;
This method returns the action associated with this RolePermission.

Always returns null, since there are no actions associated with a RolePermission
object.

none
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vbsec::TrustProvider

Arguments

Exceptions

Arguments

Returns

Exceptions

When a remote peer (server or process) makes identity assertions in order to act on
behalf of the callers, the end-tier server needs to trust the peer to make such
assertions. This is meant to prevent untrusted clients from making assertions.

The key method is isAssertianTrusted, which is called to determine whether the
assertion is trusted given the caller subject and asserter's privileges. This method is
called (by the underline implementation) after the corresponding authorization
elements transmitted from a client to the server have been consumed.

You use the TrustProvider class to implement trust rules which determine whether the
end-tier server accepts identity assertions from a given asserting subject. The
TrustProvider class is very closely related to the implementation of the AttributeCodec
objects and the privileges. For example, it is possible to provide the decision-making
implementation as follows:

1 Provide class implementations representing a proxy endorsement attribute,

2 AttributeCodec implements the necessary logic then passes the attributes and
imports them to the caller subject on the server-side. It is also necessary to return
true for the method supportsClientDelegation defined in the AttributeCodec
interface.

3 Provide the method implementation based on the proxy endorsement attribute of
the caller and the privileges of the asserter.

This type of evaluation of trust, which is based on rules provided by the caller, is
referred to as Forward Trust. Backward Trust is when the evaluation of trust is based
on the rules of the target. Backward Trust is the default provided with the VisiSecure
installation. For more information, see “Trust assertions and plug-ins” on page 21.

Methods

virtual void initialize (::vibsec::InitOptions&, std: :mep<std::string,

std: :string>&) =0;
This method initializes the TrustProvider. There can be only one instance of the
TrustProvider implementation existing for each process.
For the provider's options, the following additional information is also passed during the
initialization:
Name Description
CRB The ORB instance used for the current system.

Logger A sinplel ogger instance used for the current system for the purpose of logging.
ILoglevel  An integer value denoting the security logging level.

Throws InitializationException if initialization of the TrustProvider fails.

virtual bool isAssertiaiTrusted (const ::vibsec::Suoject&, cost
: 'Vsec: :Privilegess) =0;

This method verifies whether an assertion of the caller by the asserter with the
provided privileges is trusted or not. The implementation makes use of the internal trust
rules for this process to determine the validity of the assertion.

This method takes the following two arguments:
= The caller.
= The set of asserter privileges.

true| false

none
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vbsec::InitOptions

InitOptinsis a data structure passed to user plug-ins during initialization calls that
facilitates the initialization process.

Include file

The visecspishared.hfile should be included when you use this class.

Data Members

std: :mep<std: :string, std::strings* options
A string map containing name/value pair presenting parsed property setting.
: :PortableInterceptor: :RBInitInfo* initTnfo
Obiject representing the ORB initialization information.
: : IOP: :Codec* codec
An |OP Codec object.
: :vbsec: :Sinplelogger* logger
A logger object.
int loglevel
The log level currently configured for the security service.

vbsec::SimpleLogger

Returns

Returns

Sinmplelogger is @ mechanism to log information of various levels. Currently it supports
four different levels: LEVEL WARNING IEVEL NOTICE, LEVEL INFO, and LEVEL DEBUG with
increasing detailed information. There is only one logger in the whole security service.

Include file

The vbsecspishared.h file should be included when you use this class.

Methods

: :std: :ostreams: WARNING()
Returns the logging output stream for warning messages.
The logging output stream for LEVEL WARNING

: :std: :ostreams NOTICE ()
Returns the logging output stream for notice messages.

The logging output stream for LEVEL NOTICE, or a fake stream if the log level is set below
LEVEL, NOTICE

: :std: :ostreams& INFO()
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Returns the logging output stream for info messages.

Returns  The logging output stream for IEVEL INFO, or a fake stream if the log level is set below
LEVEL INFO.

: :std: :ostreams DEBUG()
Returns the logging output stream for debug messages.

Returns  The logging output stream for LEVEL DEBJG or a fake stream if the log level is set below
LEVEL, DEBUG

134 VisiBroker Security Guide



Symbols

... ellipsis 4

.defaultAccessRule property 87
.rolemap_enableRefresh property 87, 91
.rolemap_path property 87, 91
.rolemap_refreshTimelnSeconds property 87, 91
.runas.&lt 87

[] brackets 4

| vertical bar 4

A

Access Control List 18

access control list 43

ACL 18,43

AnonymousAdapter 121

Apache web server
configuration information 80
enabling Certificate Passthrough 78, 81
enabling mod_ssl 77

exporting SSL certificate and related information 78

httpd.conf file 77
IIOP connector 82
key and certificate files 78
mod_iiop 82
mod_ssl directives 77
mod_ssl module 77
security 77, 84
verifying mod_ssl 80
API, C++ security 95
APIs
security for C++ 117
SPI for C++ 117
assertion 68, 73
trusting 21
assertion syntax 44
extensible 46
using logical operators 44
value 45
wildcard 45
asymmetric encryption 13
AttributeCodec 119
interface 128
authenticated target 37
authentication 11
authentication mechanisms 27
Borland LoginModules 32
certificate-based using APIs 67, 72
certificate-based using KeyStores 67, 72
client 11
creating a vault 38
credentials 26
JAAS 25
JAAS config 30
LoginContext class 27
LoginModule 12
LoginModule and realm 30
LoginModule interface 27
LoginModules 27, 28
pkcs12-based using APIs 67, 73

Index

pkcs12-based using KeyStores 67, 73
pluggability 12, 27

private credentials 26

public credentials 26

realm entry in config.jaas 30

realms 27

security profiles and 54

server 11

server and client 36

setting config file location 36

stacked LoginModules 28

system identification 12
username/password using APIs 67, 72

username/password using LoginModules 66, 72

usernames and passwords 12

vault 38
authentication mechanism 27, 37
authentication mechanisms 27
authentication realm 9, 27
AuthenticationMechanism 12, 119
AuthenticationMechanisms 123
authorization 18, 43

Access Control List 18

access control list 43

basics 18

C++ API 114

CORBA 47

hierarchy 45

pluggability 19

Role DB 43

roles 18, 43

security profiles and 56

three-tier 83
authorization domains 9, 46
AuthorizationServiceProvider interface 19
AuthorizationServicesProvider 126

B

backward trust 21
Basic LoginModule
code sample 33
properties 33
realm entry syntax 32
BasicLoginModule 32
Borland Developer Support, contacting 4
Borland LoginModules 32
Basic LoginModule 32
Host LoginModule 35
JDBC LoginModule 34
LDAP LoginModule 35
Borland Security Service Realm(BSSRealm) 83
Borland Technical Support, contacting 4
Borland web container
enabling Certificate Passthrough 81
managing SSL authentication 81
security 83
three-tier authorization 83
Borland Web site 4,5
BSSRealm, Borland web container security 83

Index

135



C

C++ applications
providing security identities 71
securing 71
setting QoP 73
C++, security APIs 95
CA 14,15
distinguished name 15
revoked certificates 16
certificate authorities 15
Certificate Authority 14
distinguished name 15
Certificate Authority (CA)
Certification Revocation List (CRL) 16
revoked certificate serial numbers 16
certificate file, Apache web server 78
certificate mechanism 38
Certificate Passthrough
enabling 81
IIOP configuration directive 82
mod_ssl directive 78
to Borland web container 81
certificate request 14
certificate, cipher suites 17
certificates 14
chains 15
creating 14
distinguished name 15
generated files 14
generating 14
obtaining 14
public key 16
using at the SSL layer 38
Certification Revocation List
creating 16
file format 16
VisiSecure for C++ 16
cipher suites 17
supported 17
CipherSuiteName 104
cipher-text 13
clear-text 13
CN 45
commands, conventions 4
config.jaas 30
use with security profiles 54
constructors
Privileges class 127
RolePermission class 131
vbsec::Privileges 127
vbsec::RolePermission 131
CORBA authorization 47
setting up 48
CORBAsec
X509Cert 110
X509CertExtension 112
credentials 26
CRL 16
csiv2
AccessPolicyManager 115
ObjectAccessPolicy 115

136 VisiBroker Security Guide

D

delegation 20

Developer Support, contacting 4
digital signatures 14
distinguished name 15

DN 15

DNAdapter 121

documentation 2

.pdf format 3

accessing Help Topics 3

Borland Security Guide 2

on the web 5

platform conventions used in 4

type conventions used in 4

updates on the web 3

VisiBroker for .NET Developer's Guide 2
VisiBroker for C++ API Reference 2
VisiBroker for C++ Developer's Guide 2
VisiBroker for Java Developer's Guide 2
VisiBroker GateKeeper Guide 3
VisiBroker Installation Guide 2
VisiBroker VisiNotify Guide 2

VisiBroker VisiTelcoLog Guide 2
VisiBroker VisiTime Guide 2

VisiBroker VisiTransact Guide 2

domain name&gt 87

domain, security profiles for 63
domain_name&gt 87, 91
domains

authorization 46
Run-as 47

VisiBroker domain authorization properties 47

DS 14

E

encrypted hash 14
encryption

exceptions, Security Provider Interface for C++

asymmetric encryption 13
public-key 13

setting level of 17
symmetric encryption 14

(SPI) 119

F

files, certificate 14
formatted target 37
forward trust 21

G

GROUP 45
GSSUP mechanism 37
GSSUPAuthenticationMechanism 121, 123

H

hashes, encrypted 14
Help Topics, accessing 3
Host LoginModule 32

code sample 36
realm entry syntax 35

HTTPS 22



identities
setting up 36
setting up assertion 68, 73
ways to provide 66, 71
identity assertion
backward trust 21
delegation 20
forward trust 21
impersonation 20
trusting assertions 21
identity assertions 19
plug-ins 21
TrustProvider interface 21
IdentityAdapter 119, 121
AnonymousAdapter 121
DNAdapter 121
GSSUPAuthenticationMechanism 121
X509CertificateAdapter 121

IIOP connector, enabling Certificate Passthrough 82

IIOP over HTTPS 22

Microsoft IE 22

Netscape Communicator 22
impersonation 20
ISO X.509 14, 15

J

JAAS 11, 25
JSSE and 65
pluggable authentication 27
security profiles and 54
JAAS authentication 25
concepts 25
credentials 26
principals 25
subjects 25
JAAS authentication credentials
private 26
public 26
Java applications
providing security identities 66
securing 65
setting QoP 67
Java Authentication and Authorization Service
(JAAS) 11
JDBC LoginModule 32
code sample 34
properties 34
realm entry syntax 34
JSSE 17
basic concepts 65
JAAS and 65
JSSE X509TrustManager 16

K

key file, Apache web server 78

L

LDAP LoginModule 32

properties 35

Realm Entry syntax 35
logical operators for rules 45
LoginContext class 27
LoginModule

and realm 30

config.jaas 30
LoginModule interface 27
LoginModules 27

authentication 28

authentication mechanisms 27

BasicLoginModule 32

Borland provided 32

commit phase 29

Host LoginModule 32

JDBC LoginModule 32

LDAP LoginModule 32

realm 29

stacked 28

M

MechanismAdapter interface 122
method_nameé&gt 87
methods
AttributeCodec interface 128
AuthenticationMechanisms interface 123, 124
AuthorizationServicesProvider interface 126
IdentityAdapter interface 121
MechanismAdapter interface 123
Privileges class 127
Resource interface 127
RolePermission class 131
Target interface 125
TrustProvider interface 132
vbsec::AttributeCodec 128
vbsec::AuthenticationMechanisms 123, 124
vbsec::AuthorizationServicesProvider 126
vbsec::IdentityAdapter 121
vbsec::MechanismAdapter 123
vbsec::Privileges 127
vbsec::Resource 127
vbsec::RolePermission 131
vbsec::Target 125
vbsec::TrustProvider 132
mod_ssl
Apache web server security 77
directive 80
directives 77

N

n&gt 87, 91
Newsgroups 5

Index

137



O

O 45

online Help Topics, accessing 3
OU 45

overview 1

P

passwords authentication 12
PDF documentation 3
PKC, cipher suite 17
principals 25
private key 13
generating 14
priveleges, temporary 21
Privileges class 127
profiles 51
associating with domains 63
config.jaas and 54
creating 51
properties 62
rolemaps 56
properties
C++ security 91
Java security 87
security profiles 62
property 87,91
Providers, security (C++) 119
public key 13
public key certificate, cipher suites 17
public-key encryption 13

Q

QoP 16
C++ API 112
cipher suites 17
setting 67, 73
Quality of Protection 16
Quality of Protection (QoP)
C++ API 112
cipher suites 17
setting 67, 73

R

random number generator, seeding 68
realm entry
elements 31
elements in config.jaas 30
generic syntax 31
syntax 30
realms 27
resource domain 9
Resource interface 127
Role database 43
anatomy 44
code sample 44
Role Database, defining access control 43
Role DB 43
security profiles and 56

138 VisiBroker Security Guide

Role entry 44

rule 44

role, recycling rules 46

rolemap, security profiles and 56
RolePermission class 131
RolePermissions class 19

roles 18, 19, 43

rule, using attribute/value pairs 45
run_as_role_nameé&gt 87

Run-as alias 47

Run-as mapping 47

S

example 47

SecureRandom object 68
Security

APIs (C++) 117
secure connections (C++) 71
secure connections (Java) 65

security

Apache web server 77
authentication 11, 25
authentication realm 9
authorization 18, 43
authorization domain 9
authorization hierarchy 45
basic model 9

basics 9

Borland web container 83
BSSRealm 83

C++ APIs 95

Certification Revocation List 16
client identification 41

design 8

distributed environments 19
IIOP over plain sockets 17
JAAS 11

JAAS authentication 25

JSSE 17

pluggability 8, 12

PRNG 68

profiles 51

properties and security profiles 62
providing identities 66, 71
providing identities (C++) 71
providing identities (Java) 66
Quality of Protection (QoP) 16
realms 27

resource domain 9

run-as role 84

securing individual domains 63
server identification 36
setting QoP 67, 68, 73

setting up trust 68, 73

SSL 17

steps to secure clients and servers 66, 71
system identification 12
usernames and passwords 12
vault 38

VisiSecure 8

VisiSecure features 8

web application 83

web components 77, 83, 84



security (C++)
AttributeCodec 119, 128
AttributeCodec methods 128
AuthenticationMechanism 119
AuthenticationMechanisms 123
AuthenticationMechanisms methods 123, 124
AuthorizationServicesProvider 126
AuthorizationServicesProvider methods 126
com.borland.seucurity.spi.ldentityAdapter 121
IdentityAdapter 119, 121
IdentityAdapter methods 121
MechanismAdapter 122
MechanismAdapter methods 123
Privileges class 127
Privileges constructors 127
Privileges methods 127
Resource 127
Resource methods 127
RolePermission 131
RolePermission constructors 131
RolePermission methods 131
Service Provider Interface (SPI) 117
Service Provider Interface (SPI) exceptions 119
SPI exceptions 119
SPI provider settings 119
Target 125
Target methods 125
TrustProvider 119, 132
TrustProvider methods 132
vbsec::AttributeCodec 128
vbsec::AuthenticationMechanisms 123
vbsec::MechanismAdapter 122
vbsec::RolePermission 131
vbsec::Target 125
vbsec::TrustProvider 132

security (Java)
AuthenticationMechanism 12
distributed environment 11, 12
Security Provider Interface (SPI) 11
SPI 11, 12

security profiles 51
associating with domains 63
authentication 54
authorization 56
config.jaas and 54
creating 51
properties 62
rolemaps 56
VisiSecure properties 62

security properties (C++) 91

security properties (Java) 87

Security Provider Interface for C++ (SPI)
AttributeCodec 119, 128
AuthenticationMechanism 119
AuthenticationMechanisms 123
AuthorizationServicesProvider 126
IdentityAdapter 119, 121
MechanismAdapter 122
Privileges class 127
Resource 127
RolePermission 131
Target 125
TrustProvider 119, 132

Security Provider Interface for Java (SPI) 11
TrustProvider interface 21
serial numbers, revoked 16
server identification 36
server, identity assertions 19
ServerQoPPolicylmpl 113
Service Provider Interface for C++ (SPI) 117
signatures, digital 14
Software updates 5
SPI 11
AttributeCodec 119
SPI (C++) 117
AttributeCodec 128
AuthenticationMechanism 119
AuthenticationMechanisms 123
AuthorizationServicesProvider 126
exceptions 119
IdentityAdapter 119, 121
MechanismAdapter 122
modules 119
Privileges class 127
provider settings 119
Resource 127
RolePermission 131
Target interface 125
TrustProvider 119, 132
SPI (Java) 12
SSL
authentication, Borland web container 81
cipher suite 17
communication 17
encryption 17
examining information 68, 74
layer, using certificates 38
ssl
CipherSuitelnfo 104
Current 106
subjects 25
Support, contacting 4

symbols
brackets [] 4
ellipsis ... 4

vertical bar | 4
symmetric encryption 14

T

Target interface 125
Technical Support, contacting 4
temporary priveleges 21
three-tier authorization 83
Tomcat web container
enabling Certificate Passthrough 81
https type connections 81
security 83
three-tier authorization 83
trust
backward 21
forward 21
identity assertion 68, 73
setting 68, 73
Trust Management 16
TrustProvider 119
TrustProvider interface 132

Index

139



U

user domain 9
usernames, authentication 12

\%

vault 38
creating 38
VaultGen tool 38
VaultGen example 40
VaultGen tool 38
vbroker.se.iiop_tp.scm.ssl.listener.trustinClient
property 87
vbroker.security
alwaysSecure property 87, 91
assertions.trust.&lt 87, 91
assertions.trust.all property 87, 91
authDomains property 87, 91
authentication.callbackHandler property 87, 91
authentication.clearCredentialsOnFailure
property 87
authentication.config property 87, 91
authentication.retryCount property 87, 91
cipherList property 87, 91
controlAdminAccess property 87
CRLRepository 16, 91
defaultJSSETrust property 87
disable property 87, 91
domain.&lt 87, 91
enableAuthentication property 87
identity.enableReactiveLogin property 87
identity.reactiveLogin property 91
identity.reauthenticateOnFailure property 87
logFile property 91
login property 87, 91
login.realms property 87, 91
logLevel property 87, 91
peerAuthenticationMode property 87, 91
requireAuthentication property 87, 91
secureTransport property 87, 91
server.requireUPldentity property 87, 91
server.transport property 87, 91
serverManager.authDomain property 87
serverManager.role.&It 87
serverManager.role.all property 87
support.gatekeeper.replyForSAS property 87
transport.protocol property 87
trustpointsRepository property 87, 91
vault property 87, 91
wallet.identity property 87, 91
wallet.password property 87, 91
wallet.type property 87, 91
vbroker.security.authentication.config property 36
vbroker.security.callbackhandler property 36
vbroker.security.login property 36
vbsec::AttributeCodec 128
methods 128
vbsec::AuthenticationMechanisms 123
methods 123, 124
vbsec::AuthorizationServicesProvider 126
methods 126

140 VisiBroker Security Guide

vbsec::CertificateFactory 109
vbsec::ClientConfigimpl 114

vbsec::ClientQoPPolicylmpl 114

vbsec::Context 96

vbsec::Credential 99

vbsec::Current 95

vbsec::IdentityAdapter 121
methods 121

vbsec::MechanismAdapter 122

methods 123
vbsec::Principal 99
vbsec::Privileges 127

constructors 127

methods 127
vbsec::Resource 127

methods 127
vbsec::RolePermission 131

constructors 131

methods 131

vbsec::SecureSocketProvider 105

vbsec::ServerConfigimpl 113
vbsec::SSLSession 103
vbsec::Subject 100
vbsec::Target 125

methods 125
vbsec::TrustProvider 132

methods 132
vbsec::VBSSLContext 104
vbsec::Wallet 101
vbsec::WalletFactory 101

VisiBroker for C++, security properties 91
VisiBroker for Java, security properties 87

VisiBroker overview 1
VisiSecure 8
C++ APIs 95

properties and security profiles 62

VisiSecure AP| (C++)
AccessPolicyManager 115
authorization API 114
Certificate APIs 109
CertificateFactory 109
CipherSuitelnfo 104
CipherSuiteName 104
class Credential 99
ClientConfigimpl 114
ClientQoPPolicylmpl 114
Context 96
Current 95, 106
general APIs 95
ObjectAccessPolicy 115
Principal 99
QoP APIs 112

SecureSocketProvider 105

ServerConfigimpl 113
ServerQoPPolicylmpl 113
SSL APIs 102
SSLSession 103

Subject 99
VBSSLContext 104
Wallet 101

WalletFactory 101
X509Cert 110
X509CertExtension 112



VisiSecure APIs (C++) 95
VisiSecure for C++, Certification Revocation List 16
VisiSecure SPI (C++) 117

VisiSecure SPI(C++), Service Provider Interface (SPI)
provider settings 119

AttributeCodec 119, 128
AttributeCodec methods 128
AuthenticationMechanism 119
AuthenticationMechanisms 123
AuthenticationMechanisms methods 123
AuthorizationServiceProvider 126
exceptions 119

IdentityAdapter 119, 121
IdentityAdapter methods 121
MechanismAdapter 122
MechanismAdapter methods 123
Privileges 127

Privileges constructors 127
Privileges methods 127
Providers 119

Resource 127

Resource methods 127
RolePermission 131
RolePermission constructors 131
RolePermission methods 131
SPI modules 119

Target 125

Target methods 125
TrustProvider 119, 132
TrustProvider methods 132

W

web application security 83
web components, security 77, 83, 84
web container, security 83
wildcard assertion, code sample 46
wildcard assertions 45
World Wide Web
Borland documentation on the 5
Borland newsgroups 5
Borland updated software 5

X

X.509 certificates 15
X509CertificateAdapter 121, 123

Index 141



142 VisiBroker Security Guide



	Security Guide
	Contents
	Ch 1: Introduction to Borland VisiBroker
	VisiBroker Overview
	VisiBroker features

	VisiBroker Documentation
	Accessing VisiBroker online help topics in the standalone Help Viewer
	Accessing VisiBroker online help topics from within the VisiBroker Console
	Documentation conventions �����
	Platform conventions

	Contacting Borland support
	Online resources
	World Wide Web
	Borland newsgroups


	Ch 2: Getting Started with Security
	VisiSecure overview
	VisiSecure for Java
	VisiSecure for C++
	Pluggability
	VisiSecure design flexibility
	VisiSecure for Java features
	VisiSecure for C++ Features

	Basic security model
	Authentication realm (user domain)
	Resource domain
	Authorization domain

	Distributed environments and VisiSecure SPI
	Managing authentication and authorization with JAAS
	Authentication and Identification
	System identification
	Authentication and pluggability
	Server and/or client authentication
	Authenticating clients with usernames and�passwords
	Authentication property settings
	Public-key encryption
	Asymmetric encryption
	Symmetric encryption
	Certificates and Certificate Authority
	Digital signatures
	Generating a private key and certificate request
	Distinguished names
	Certificate chains


	Certificate authentication
	Certificate Revocation List (CRL) and revoked certificate serial numbers
	Negotiating Quality of Protection (QoP) parameters
	Secure Transportation
	JSSE and SSL pluggability
	Setting the level of encryption
	Supported cipher suites


	Authorization
	Access Control List
	Roles-based access control
	Pluggable Authorization

	Context Propagation
	Identity assertions
	Impersonation
	Delegation

	Trusting Assertions
	Trust assertions and plug-ins
	Backward trust
	Forward trust

	Temporary privileges

	Using IIOP/HTTPS
	Netscape Communicator/Navigator
	Microsoft Internet Explorer


	Ch 3: Authentication
	JAAS basic concepts
	Subjects
	Principals
	Credentials
	Public and private credentials


	Authentication mechanisms and LoginModules
	Authentication realms
	LoginModules

	LoginContext class and LoginModule interface
	Authentication and stacked LoginModules

	Associating a LoginModule with a realm
	Syntax of a realm entry

	Borland LoginModules
	Basic LoginModule
	JDBC LoginModule
	LDAP LoginModule
	Host LoginModule

	Server and Client Identification
	Setting the config file for client authentication
	System Identification
	Formatted Target
	GSSUP mechanism
	Certificate mechanism

	Using a Vault
	Creating a Vault
	VaultGen example

	Client identification


	Ch 4: Authorization
	Defining access control with Role DB
	Anatomy of Role DB
	Assertion syntax
	Using logical operators with assertions
	Wildcard assertions

	Other assertions
	Recycling an existing role


	Authorization domains
	Run-as Alias
	Run-as mapping

	CORBA authorization
	Setting up authorization for CORBA objects


	Ch 5: Configuring Security Profiles for Domains
	Security Profiles
	Enabling Security
	Enabling SSL
	Setting the Log Level
	Configuring Authentication
	Creating the config.jaas file
	Configuring Authentication Using the Management Console

	Configuring Authorization
	About the rolemap file
	Configuring Authorization Using the Management�Console

	Specifying VisiSecure properties

	Associating a Profile with a Domain
	Using a Vault for a Domain

	Ch 6: Making Secure Connections (Java)
	JAAS and JSSE
	JSSE Basic Concepts

	Steps to secure clients and servers
	Step One: Providing an identity
	Username/password authentication, using JAAS modules, for known realms
	Username/password authentication, using APIs
	Certificate-based authentication, using KeyStores through property settings
	Certificate-based authentication, using KeyStores through APIs
	Certificate-based authentication, using APIs
	pkcs12-based authentication, using KeyStores
	pkcs12-based authentication, using APIs

	Step Two: Setting properties and Quality of Protection (QoP)
	Step Three: Setting up Trust
	Step Four: Setting up the Pseudo-Random Number�Generator
	Step Five: If necessary, set up identity assertion

	Examining SSL related information
	Creating Custom Plugins
	LoginModules
	CallbackHandlers
	Authorization Service Provider
	Trust Providers


	Ch 7: Making Secure Connections (C++)
	Steps to secure clients and servers
	Step One: Providing an identity
	Username/password authentication, using LoginModules, for known realms
	Username/password authentication, using APIs
	Certificate-based authentication, using KeyStores through property settings
	Certificate-based authentication, using KeyStores through APIs
	Certificate-based authentication, using APIs
	pkcs12-based authentication, using KeyStores
	pkcs12-based authentication, using APIs

	Step Two: Setting properties and Quality of Protection (QoP)
	Step Three: Setting up Trust
	Step Four: If necessary, set up identity assertion

	Examining SSL related information
	Creating Custom Plugins
	LoginModules
	CallbackHandlers
	Authorization Service Provider
	Trust Providers


	Ch 8: Security for the Web components
	Security for the Apache web server
	Modifying the Apache configuration file for mod_ssl
	Creating key and certificate files
	Verifying that mod_ssl is active

	Enabling certificate passthrough to the Borland web container
	Configuring Apache to “passthrough” the SSL certificate and related information
	Configuring the mod_iiop IIOP connector of the httpd.conf file to forward SSL authentication

	Security for the Borland web container
	Securing your Borland web container
	Securing your web application

	Three-tier authorization scheme
	Setting up “run-as” role


	Ch 9: Security Properties for Java
	Ch 10: Security Properties for C++
	Ch 11: VisiSecure for C++ APIs
	General API
	class vbsec::Current
	Include File
	Methods

	class vbsec::Context
	Include File
	Methods

	class vbsec::Principal
	Include file
	Methods

	class vbsec::Credential
	Include File

	class vbsec::Subject
	Include File
	Methods

	class vbsec::Wallet
	Include File
	Methods

	class vbsec::WalletFactory
	Include File
	Methods


	SSL API
	class vbsec::SSLSession
	Include File
	Methods

	class vbsec::VBSSLContext
	Include File
	Methods

	class ssl::CipherSuiteInfo
	Include File

	class CipherSuiteName
	Include File
	Methods

	class vbsec::SecureSocketProvider
	Include File
	Methods

	class ssl::Current
	Include File
	Methods


	Certificate API
	class vbsec::CertificateFactory
	Include File
	Methods

	class CORBAsec::X509Cert
	Include File
	Methods

	class CORBAsec::X509CertExtension
	Include File


	QoP API
	class vbsec::ServerConfigImpl
	Include File

	class ServerQoPPolicyImpl
	Include File
	Methods

	class vbsec::ClientConfigImpl
	Include File
	Methods

	class vbsec::ClientQoPPolicyImpl
	Include File
	Methods


	Authorization API
	class csiv2::AccessPolicyManager
	Include File
	Methods

	class csiv2::ObjectAccessPolicy
	Include File
	Methods



	Ch 12: Security SPI for C++
	Plugin Mechanism and SPIs
	Providers
	Providers and exceptions

	vbsec::LoginModule
	Include File
	Methods

	vbsec::CallbackHandler
	Include file
	Methods

	vbsec::IdentityAdapter
	IdentityAdapters included with the VisiSecure
	Methods
	vbsec::MechanismAdapter
	Methods

	vbsec::AuthenticationMechanisms
	Credential-related methods
	Context-related methods

	vbsec::Target
	Methods

	vbsec::AuthorizationServicesProvider
	Methods

	vbsec::Resource
	Methods

	vbsec::Privileges
	Constructors
	Methods

	vbsec::AttributeCodec
	Methods

	vbsec::Permission
	Include file
	Methods

	vbsec::PermissionCollection
	Include file
	Methods

	vbsec::RolePermission
	Constructors
	Methods

	vbsec::TrustProvider
	Methods

	vbsec::InitOptions
	Include file
	Data Members

	vbsec::SimpleLogger
	Include file
	Methods


	Index
	Symbols – B
	C – H
	I –N
	O – S
	T
	U – V
	W – X




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice




